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Abstract

Despite much cybercrime originating in Nigeria, little is known about national
victims compared to international victims of these crimes. In this study, we utilise
the results from a survey of 1034 university staff and students to assess their
experiences of victimisation using the Tripartite Cybercrime Framework (TCF). This
framework distinguishes between socio-economic, geopolitical, and psychosocial
forms of cybercrime. The analysis revealed a gender distribution skewed toward
males (64.9%) and a notable predominance of Master’s students. Among participants
who reported cybercrime victimisation (65.4%), all incidents were classified under
the socio-economic category. This pattern highlights the dominance of financially
motivated cybercrime in the Nigerian context. These offences, listed in descending
order of prevalence, include e-banking and payment-card fraud (58.6%), identity
theft (11.1%), job scams (10.9%), cryptocurrency scams (10.6%), non-delivery scams
(4.8%), and phishing attacks (4.0%). Alongside these TCF-related findings, our data
indicate that among affected individuals, 354 men (52.4%) and 322 women (47.6%)
reported negative consequences. In the full sample, 64.9% were male and 35.1%
were female. However, only 38.7% of victims reported their incidents to authorities,
and 14.9% received any form of restitution. This study builds on preliminary findings
by pioneering the use of the Tripartite Cybercrime Framework with a larger, more
diverse quantitative dataset to provide valuable insights into global research gaps
and response disparities.

1 Introduction

Although Nigerian-based cybercriminals have gained widespread notoriety for their
online scams around the globe [1-3], the plight of their local victims remains largely
ignored. While Nigeria has gained a global reputation as a hub for internet scams target-
ing individuals worldwide [1, 2], research on victims within Nigerian society is almost
non-existent. According to the World Cybercrime Index, Nigeria ranks as the leading
country in West Africa for cybercrime and is positioned fifth globally [1]. Nigeria is a
critical focus for studying regional victimisation patterns due to its significant role in
global cybercrime. As a result, the UK Home Office commissioned a qualitative study
to shed further light on cybercrime practices in West African countries, specifically
Nigeria, as areas with a high risk of fraud aimed at Western nations [3]. Cybercrime
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operations in the region are highly sophisticated in terms of technical skill, operational
impact, and cash-out mechanisms. Perpetrators are colloquially referred to as “Yahoo
Boys” [3, 4]. Yahoo Boys engage in diverse forms of fraud, such as romance fraud,
advance fee fraud and cryptocurrency scams [3, 4].

Cybercrime is a global phenomenon [3]. This highlights the importance of under-
standing the impact of cybercrime in Nigeria, as its prevalence increases [5, 6]. While
many scholars have explored cybercrime victimisation in various contexts [7—14], lim-
ited research has focused on victims in Nigeria. This represents an important gap that
limits understanding of how cybercrime victimisation manifests locally, especially given
the growing prominence of Nigerian cybercrime syndicates.

Existing studies have primarily relied on qualitative methods to explore cybercrime
victimisation. For instance, Aborisade et al. [15] employed interpretative phenomeno-
logical analysis through semi-structured video interviews with ten victims of Nigerian
romance fraudsters from six different nations. Although this study highlighted the global
reach of Nigerian cybercriminals, it did not address the experiences of Nigerian vic-
tims. Similarly, Tade and Adeniyi [16] used in-depth interviews with ATM fraud victims,
revealing the emotional trauma and reliance on social support networks post-victimisa-
tion. Neither of these studies could draw on quantitative data to investigate demographic
characteristics and patterns of cybercrime victimisation.

We, therefore, resolved to address both issues by pursuing a quantitative approach
to measure the extent and nature of cybercrime victimisation within a specific context.
This strategy allows us to identify patterns and trends, which give a more comprehensive
account of victims’ characteristics and the prevalence of cybercrime incidents. By these
means, we offer a broader understanding of cybercrime’s impact on Nigerian society and
provide empirical evidence to inform both academic discourse and practical interven-
tions. By focusing on a largely under-researched population, this study aims to contrib-
ute to the global understanding of cybercrime victimisation while accounting for the
unique sociocultural dynamics of Nigeria. To address these gaps and aims, this study is
guided by the following research questions:

1. What is the prevalence and nature of cybercrime victimisation among university staft
and students in Nigeria, including demographic patterns?

2. To what extent are the victimisation experiences of Nigerian victims consistent with
the socio-economic category of the Tripartite Cybercrime Framework (TCF)?

2 Literature review

2.1 The concept of cybercrime

The concept of “cybercrime” encompasses unlawful activities conducted via the Internet
and Information and Communication Technology (ICT), including “cyber-dependent”
and “cyber-enabled crimes” [2, 5, 17-20]. Cyber-dependent crime refers to crimes that
can only be committed using computer systems or networks, such as hacking, malware
distribution, and denial-of-service attacks. These crimes are inherently tied to the digital
environment and cannot occur without access to technology. On the other hand, cyber-
enabled crime refers to traditional crimes facilitated or enhanced by digital technology,
such as online fraud, identity theft, and cyberstalking. These crimes are not inherently
dependent on technology but use it as a tool to commit the offence.
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Fig. 1 Tripartite cybercrime framework (TCF)

Table 1 The tripartite cybercrime framework (TCF) motivational groups

Cybercrime type Definition Primary motivations Examples

Socio-economic Financially motivated cyber- Monetary or eco- Non-delivery fraud, cryptocur-
crime driven by deception, nomic gain rency scams, business email
manipulation, and fraud. compromise, romance scams.

Psychosocial Cybercrimes driven by psy- Psychological Cyberstalking, cyberbullying,
chological motivations aimed ~ dominance or control; online harassment, revenge
at causing emotional distress  causing distress porn.
or harm.

Geopolitical Politically motivated cyber- Political or ideological ~ Cyber espionage, state-
crimes with national or interna- influence; control over sponsored malware attack,
tional implications. security infrastructure sabotage,

disinformation and election
interference.

It is common for security agencies, researchers, and the media to group various digi-
tal offenses under “cybercrime;” ignoring their unique attributes, as Lazarus [21] noted.
However, we consider the distinction a useful one as it highlights the importance of net-
works for cyber-enabled crimes, the focus of our study. The conflation of “cyber-enabled
crimes” [22] and “people-centric cybercrimes” [23] makes it difficult to differentiate
financially motivated crimes like “online fraud” from psychologically motivated ones like
“revenge pornography” (e.g. [2, 21]). We now utilise the Tripartite Cybercrime Frame-
work (TCF) [2, 21] to contribute to ongoing discussions on online fraud victimisation.

2.2 Tripartite cybercrime framework (TCF)
Non-empirical works (e.g. [24]) and empirical studies (e.g. [11, 25]) have studied cyber-
crime using the Tripartite Cybercrime Framework (TCF), as detailed in Fig. 1; Table 1.
Ibrahim [2] argues that while cybercrimes in Nigeria are primarily financially driven,
not all cyber-enabled crimes, such as revenge pornography, share this attribute. Draw-
ing from these classifications, we highlight the unique characteristics of cybercrimes in
Nigeria.

However, these tripartite categories are not rigidly defined, and instances of overlap
often occur. For example, hacktivists may release stolen personal information to con-

vey political messages, demonstrating both psychological and geopolitical implications.
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Despite such overlaps, the TCF remains a valuable tool for identifying and categorising
the distinct characteristics of various cybercrime types in Nigeria and beyond. Nonethe-
less, as Ibrahim [2] proposed, the application of the TCF in Nigeria highlights significant
gaps in the documentation of certain cybercrime types. For instance, cyber espionage
(geopolitical) and revenge porn (psychosocial), which are more prevalent in countries
like Belgium, Canada, and the United Kingdom, are underrepresented in Nigerian con-
texts [2]. To address whether the framework does indeed apply in Nigeria warrants
closer examination. Specific features of the context which merit attention are the distinct
socioeconomic pressures shaping cybercrime involvement but also the limited docu-
mentation and unique contextual factors that differentiate Nigerian cybercrime from its
Global North counterparts. It is worthy, therefore, to adapt cybercrime frameworks to
reflect regional dynamics and realities.

2.3 The social life of digital crime in Nigeria

There is some evidence on various aspects of cybercrime prosecution, regulation, and
its impact on Nigeria from existing conference papers [26—28]. Idem et al. [26] identify
key challenges hindering cybercrime prosecution, including inadequate legislation, inef-
fective law enforcement, slow legal processes, and limited forensic capabilities. Building
on this, Idem et al. [27] stress the urgent need for reform within regulatory agencies to
mitigate Nigeria’s status as a top country for cybercrime growth. Similarly, Idem [28]
highlights the significant role of Nigeria’s Cybercrimes Law in deterring cybercrime,
safeguarding online businesses, and promoting internet enterprises. Together, these
studies highlight the multifaceted challenges posed by cybercrime in Nigeria and under-
score the need for legislative, regulatory, and socio-economic interventions.

Several studies illuminate the normalisation of cybercrime within Nigerian society. For
instance, research reports such as [29] and [30] highlight economic instability, corrup-
tion, and peer influence as significant drivers of its prevalence. Similarly, scholars have
emphasised the influence of political corruption, peer pressure, financial hardship, and
inadequate social support systems [31-33]. Research has drawn parallels between inter-
net scammers (“Yahoo Boys”) and corrupt politicians (“Yahoo Men”), underlining the
pervasive nature of corruption in both cybercrime and politics [4]. Many Nigerians live
in abject poverty, while public fund embezzlement by politicians remains widespread [2,
4]. Additionally, some academic investigations, such as [34] and [35] highlight the lucra-
tive nature of cybercrime and the complicity of corrupt law enforcement officers, assert-
ing that financial incentives intersect with institutional vulnerabilities to sustain illicit
online practices. Notably, incidents of cybercrime have increased significantly in recent
years. Hence, cybercrime in Nigeria can be regarded as a multifaceted phenomenon
rooted in socio-economic disparities, institutional deficiencies, and cultural influences.

The rise of economic cybercrime in Nigeria has become a growing concern for vari-
ous stakeholders. Idem and Olarinde [6] examined its negative effects on youth devel-
opment, the economy, and governance, identifying unemployment, poverty, corruption,
and ineffective governance as key drivers of youth involvement in cybercriminal activi-
ties. They also provide recommendations to address these issues. Analysis of cybercrime
and cybersecurity incident reports by the Economic and Financial Crimes Commission
(EFCC) from 2019 to 2022 reveals a sharp rise in online fraud. Figure 2 summarises this
trend.
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Fig. 2 The rise of reported online fraud incidents by victims

Figure 2 reveals a 115% increase from 2019 to 2020, a 173% rise by 2021, and a pro-
jected 231% increase in 2022. These figures, however, only reflect reported cases, as
many incidents go unreported.

In other words, Fig. 2 illustrates a significant escalation in reported cybercrime inci-
dents over the 4-year period from 2019 to 2022. The Economic and Financial Crimes
Commission (EFCC) witnessed a substantial surge in reported cybercrime incidents
during this timeframe. In 2019, 877 reported incidents increased to 1890 in 2020, a
rise of approximately 115% from the previous year. By 2021, incidents further rose to
2400, marking an increase of about 173% compared to 2019. In 2022, reported incidents
reached 2900, an approximate 231% increase from the baseline in 2019. These statistics
highlight the exponential growth of online scams and underscore the urgent need for
scholarly inquiry into victimisation patterns within the country. This marked surge in
cybercrime activities, substantiated by the escalating number of convictions reported
by the EFCC, spotlights a significant uptick in cybercrime within Nigeria. This trend
is emblematic of the activities of cybercriminal entities, predominantly recognised as
Yahoo Boys (cf [3, 36—38]).

2.4 Research on victim experiences

The actions of Yahoo Boys have global repercussions, prompting increased research on
victims of online fraud. However, most studies on cybercrime victimisation focus on
Western societies and Asian nations like China [7-9, 13, 39—42]. In contrast, research
on victimisation in African nations like Nigeria is relatively scarce, with only a few stud-
ies, such as Mba et al. [43] and Tade and Adeniyi [16], addressing this context. This
imbalance may stem from Western media’s focus on victims from their own countries
and the priorities of research funding allocations, which inadvertently marginalise vic-
tims from Nigeria. This study highlights the severe harm Yahoo Boys inflict on local citi-
zens in Nigeria, a reality often overshadowed by the extensive focus on victims beyond
national boundaries. By shedding light on the experiences of victims in Nigeria, we aim
to challenge the prevailing Western-centric narrative and emphasise the universality of
the issue (as stated above). We endeavour to contribute to a deeper understanding of
online fraud and its impact on victims worldwide.
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2.5 The role of Yahoo Boys in Nigerian digital crime

Several qualitative studies have explored the diverse facets of Nigerian cybercriminals
by examining self-proclaimed offenders [35, 37, 38], convicted individuals within Nige-
ria [44], and those convicted abroad [45]. Empirical literature consistently indicates that
men are the primary perpetrators of cybercrime in Nigeria, coordinating socio-eco-
nomic digital crimes on the internet. The dominant discourse on Nigerian cybercrime
tends to centre on male perpetrators (e.g., [35, 38]). This pattern is not necessarily due to
an exclusive analytical focus on them but rather a reflection of their greater participation
in cybercrime activity [4]. Ogunleye et al. [37] offer a contrasting perspective by examin-
ing female participation. Their study reveals that boyfriends or brothers, often mentor
self-proclaimed female cybercriminals. Like their male counterparts, economic hardship
and necessity are central to their criminal conduct, supporting the prevalence and rel-
evance of socio-economic cybercrime in this region (see Fig. 1; Table 1).

As outlined in Ibrahim [2], the TCF categorises cybercrime motivations into three
domains: socio-economic, psychosocial, and geopolitical. The present study examines
the experiences of individual victims of Yahoo Boys in Nigeria, whose victimisation
is overwhelmingly tied to socio-economic motivations (i.e., financial gain). By design,
this study excluded items that capture psychosocial motivations (e.g., thrill-seeking or
status-driven offending) or geopolitical cybercrime, which typically involve state actors,
corporations, or critical infrastructure, rather than interpersonal fraud targeting indi-
viduals. The absence of these categories in our findings reflects the scope and sample
design rather than their broader irrelevance. Despite these insights into offender charac-
teristics, few studies have investigated the experiences of cybercrime victims in Nigeria,
with notable exceptions being [43] and [16].

2.6 Alignment and variation in earlier work

Numerous studies have produced convergent findings using various data sources,
enhancing the credibility of empirical research on cybercrime issues in Nigeria. These
studies include interviews with frontline law enforcement officers [36], analysis of scam
emails [46, 47], examination of music lyrics [30, 33], interviews with Nigerian parents
[48, 49], interviews with online fraudsters [35, 37, 38], analysis of tweets [4, 50], and vic-
tims’ perceptions and experiences in Ghana [51]. Although cybercrime experiences in
Ghana may initially seem a local issue, research shows that cybercrime offenders often
migrate from Nigeria to Ghana [52]. The consistency among these studies reaffirms a
fundamental understanding of the characteristics of online offenders and the types of
cybercrimes they commit. Additionally, non-empirical studies [26, 27] support these
findings, consolidating evidence from diverse research methodologies. However, there
remains a paucity of research on cybercrime victims in Nigeria, with only a few studies,
such as Mba et al. [43] and Tade and Adeniyi [16], addressing this area.

Although a small number of studies have investigated cybercrime victims in Nige-
ria [16, 43], they have not employed quantitative approaches to explore respondents’
demographic characteristics and experiences of cybercrime. Building on this gap, our
preliminary analysis of a smaller participant group (see “Pilot Study and Question-
naire Design” section) revealed early indications of a high prevalence of socio-economic
cybercrime among university populations. This initial insight reinforced the need to
reassess how victim experiences are documented and understood. For example, Mba et
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al. [43] combined data from a Nigerian online forum with web searches to locate addi-
tional scam posts of a similar nature. Additionally, Hall and Ziemer [25], focusing on
Armenia, used the Tripartite Cybercrime Framework (TCF) as a reference point, and
De Kimpe et al. [53] drew on the Tripartite Cybercrime Framework (TCF) to guide the
focus of their research on Belgium. Similarly, Lazarus, Button and Kapend’s [11] study
in the United Kingdom adopted the Tripartite Cybercrime Framework (TCF) as a con-
ceptual lens. However, no studies have examined cybercrime in Nigeria through the lens
of the TCE. We aim to address this gap by examining cybercrime victimisation in Nige-
ria through the classifications provided by the TCFE. We utilise the TCF, “The Socioeco-
nomic Theory of Nigerian Cybercriminals,” proposed by Ibrahim [2], as a framework for
our research. By employing quantitative methods and focusing on the Nigerian context,
this study seeks to contribute novel insights into the patterns of cybercrime victimisa-
tion and expand the application of the TCF to new geographical and cultural settings.

3 Methods and materials

We employed a distributed survey approach to collect data from a diverse cohort of
students, and staff. The sampling frame consisted of individuals affiliated with the Uni-
versity of Jos, Nigeria, which served as the primary research site. Our questionnaire
explores the Tripartite Cybercrime Framework, which categorises cybercrime into
socio-economic, geopolitical, and psychosocial dimensions, to expose the nuances and
particularities of cybercrime types in Nigeria. The survey targeted voluntary participants
with diverse demographic backgrounds to gain a deeper understanding of their experi-
ences with cybercrime. While participants’ responses were anonymised and kept confi-
dential, ethical approval (Ref: NS/2024/0186) was obtained from the University of Jos,
Nigeria, to ensure adherence to academic and research guidelines. All research activities
involving human participants adhered to the National Code of Health Research Ethics
(NCHRE) of the National Health Research Ethics Committee of Nigeria (NHREC).

Data collection occurred in two phases: the first, between June and August 2023, and
the second, from December 2024 to January 2025, to broaden the participant pool. We
opted for the traditional pen-and-paper questionnaire method for data collection. In
contrast to computer-aided approaches, this method eliminates the necessity for par-
ticipants to utilise their smartphone data. This decision was informed by economic and
infrastructural realities in Nigeria, where financial constraints make mobile data usage
for voluntary surveys an unlikely priority, unlike other countries where completing an
online survey is effectively costless. Many Nigerians in legitimate employment struggle
to provide for themselves and their dependents, making any additional costs a challenge.
Additionally, political corruption, rampant embezzlement, and mismanagement of pub-
lic funds contribute to financial instability, making individuals more reluctant to expend
personal resources on research participation [2, 4, 50]. It is also commonplace for uni-
versity workers to experience delayed salary payments, and many students face financial
hardship, which in some cases pushes them towards Yahoo Boys’ activities as an alterna-
tive means of survival [2, 50]. Consequently, we considered the potential disincentive
posed by the need to use or purchase mobile data and opted for a method that would
encourage broader participation.
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3.1 Pilot study and questionnaire design
We conducted a pilot study to:

1. Determine the feasibility of the research methodology,

2. Ensure that the questionnaire was adequately formulated and easy to understand and.

3. The draft questionnaire can be distributed to a small sample of students and staff at
the University of Jos, Nigeria, to gather all the required data.

After assessing the feasibility and validity of the questionnaire, we proceeded with dis-
tributing it to a broader group of participants. The operationalisation of key measures
was carefully considered in the questionnaire design. Cybercrime victimisation was
assessed through direct questions about participants’ experiences with various forms
of cyber fraud, including financial scams, phishing, and identity theft. To clarify how
these categories were defined and operationalised in the survey, see Table 2. To measure
‘underreporting of incidents, respondents were asked whether they reported cybercrime
experiences, the reasons for their decision, and the perceived effectiveness of report-
ing mechanisms. ‘Effectiveness of remedial measures’ was examined through questions
on access to legal or institutional support following cybercrime victimisation, includ-
ing whether they sought assistance and the outcomes of such efforts. A summary of
the questionnaire instrument, including all sections and operational definitions of key
cybercrime categories, is provided in Appendix A.

A research team member, a university professional, provided participants with a con-
cise oral overview of the study in classroom and office settings, ensuring they under-
stood its purpose before seeking their informed consent. They were also informed that
participation was entirely voluntary, with no incentives or penalties attached. Partici-
pants were instructed to complete the distributed questionnaire at their convenience
and return it to a designated box within the university if they agreed to participate. A
total of 1034! participants completed the questionnaire (as shown in Tables 3 and 4).
The survey was meticulously designed and distributed through structured channels to
ensure efficiency and broad reach. Before participating, participants provided informed

Table 2 Types of cybercrime and operational definitions

Type of cybercrime Operational definition / examples

E-banking / payment-card fraud Unauthorized access to or manipulation of online bank accounts or
payment cards to steal funds. Includes ATM skimming, fraudulent
online transfers, and unauthorized credit/debit card use.

Identity theft llicit acquisition and use of another individual’s personal or finan-
cial information (e.g.,, name, SSN, BVN, passwords) to impersonate
them for financial gain or other fraudulent activities.

Job scams Fake employment offers that deceive victims into paying upfront
fees or sharing sensitive personal information under false pretenses.

Crypto scams Fraudulent cryptocurrency investment or trading platforms promis-
ing high returns but designed to steal funds or data.
Non-Delivery Scams Fraudulent sales where victims pay for goods or services that are

never delivered.

Phishing Deceptive emails, messages, or websites used to trick victims into
revealing confidential data (e.g., passwords, PINs).

1 Of the 1034 participants, 896 were initially recruited and analysed. An additional 138 participants were subse-
quently included, prompting a re-analysis of the dataset. The preliminary analysis (n = 896) was released as a preprint
(e.g. [54]), though it did not undergo peer review.
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Table 3 Sample demographics. Percentages are calculated based on the total sample size

(N=1034)
Category Subcategory Frequency (N) Percentage (%)
Informed consent response  Yes 1034 98.19
No 19 1.81 (not included in the final sample)
Gender Male 671 64.91
Female 363 35.09
Educational level Undergraduate students 402 38.88
Master's students 561 54.28
Doctoral candidates 39 3.77
Teachers/admin staff 32 307

Table 4 Cybercrime victimisation prevalence

Category Subcategory Frequency (N)  Per-
cent-
age
(%)

Cybercrime victimisation Victims 676 65.38

Non-victims 358 34.62
Gender breakdown of victims Male victims 354 5240
Female victims 322 47.60

Type of cybercrime experienced E-banking/payment-card fraud 396 58.58
Identity theft 75 11.10
Other forms of cybercrime (e.g., job 205 3032
scams, crypto scams, phishing)

Reporting behaviour Reported cases 262 38.74

Unreported cases 414 61.24

Restitution after reporting Stolen money recovered 101 14.95

No restitution received 575 85.06

Percentages are calculated based on the number of identified victims (N=676)

consent, and stringent measures were implemented to safeguard their anonymity and
confidentiality throughout the data collection process.

3.2 Data analysis

We conducted an analysis to identify the geographical clusters and sectors most affected
by cybercrime. Using statistical methods, data analysis yielded valuable insights into the
prevalence and characteristics of cybercrime in the studied population. Moreover, sta-
tistical analysis was employed to discern trends and patterns in cybercrime occurrence
rates over a specified period. Descriptive statistics were used to analyse the data, ensur-
ing clarity and accessibility. Means and medians were computed using Excel spread-
sheets to facilitate the calculation of relevant counts and percentages. While this method
has its limitations, we offer the following justifications for this approach:

o Exploratory analysis: Descriptive statistics are valuable tools for conducting
exploratory analysis. They enable researchers to gain an initial understanding of the
data by summarising key characteristics such as central tendency and variability.
Since this is a preliminary study, this approach enables the identification of basic
patterns in cybercrime experiences among participants without assuming underlying
relationships. Given the complex and context-specific sociocultural dynamics in
Nigeria, and the exploratory nature of this study, it would be methodologically
premature to test specific statistical relationships (e.g., between gender or
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educational background and victimisation) and to calculate and interpret inferential
statistics (e.g., p-values, confidence intervals, or effect sizes) without a larger and
more representative sample. For these reasons, we opted to focus on descriptive
analysis in this initial investigation.

o Data presentation: Descriptive statistics are essential for clearly and concisely
presenting critical findings, making them accessible to a broad audience, including
undergraduate students from diverse disciplines. Given that the study focuses
on cybercrime experiences among university students and workers in Nigeria,
descriptive statistics provide a straightforward way to communicate significant
findings about the prevalence and characteristics of cybercrime in this population.

+ Simple data structures: The survey instrument used in the study has a relatively
simple structure, with well-defined variables and clear response categories. As
such, descriptive statistics are well-suited to address the research question and
objectives of this preliminary inquiry. More complex analytical techniques may not
be necessary at this stage and could introduce unnecessary complexity. Descriptive
statistics are an efficient way to analyse and summarise data. They allow researchers
to identify key trends and patterns without assuming underlying relationships. By
presenting findings clearly and concisely, descriptive statistics make complex data
more accessible. This approach provides valuable insights into the experiences of
cybercrime victimisation among the study population.

4 Results

This section presents the findings from the quantitative analysis of 1034 responses, high-
lighting the frequencies and percentages associated with each category identified in the
study, as summarised in Tables 3 and 4.

4.1 Participant gender distribution

The findings of this study reveal a notable gender disparity in cybercrime victimisation.
While men represent a larger proportion of the sample (64.91%, N=671), the distribu-
tion of victims is more balanced than expected. Out of the 676 victims, 354 were male
(52% of male participants) and 322 were female (48% of female participants). This sug-
gests that women are disproportionately affected by cybercrime relative to their rep-
resentation in the sample. Specifically, women are slightly overrepresented among
the victims, given that they make up only 35% of the total sample but represent 48%
of the victims. These findings highlight the importance of considering gender dynam-
ics in understanding and addressing cybercrime victimisation. The overrepresentation
of women in the victim category calls for targeted, gender-sensitive strategies to address
the specific vulnerabilities and needs of female victims while also acknowledging the
impact on male victims.

4.2 Educational level

The sample included participants from a range of educational backgrounds: 38% were
undergraduates, 54% were Master’s students, 4% were doctoral candidates, and 3% were
teachers and administrative staff. This diversity in educational levels ensures the sam-
ple’s heterogeneity, enriching the study’s insights and enhancing the generalisability of
the findings. Importantly, this variety in educational background may also offer valuable
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perspectives on how different levels of education influence experiences of cybercrime,
helping to contextualise victimisation trends within various academic and professional
groups. Further exploration of how educational levels intersect with cybercrime experi-
ences could provide a deeper understanding of the factors contributing to vulnerability
and response behaviours across different demographics.

4.3 Documented harm from cybercrime

A significant proportion of participants (65%) reported experiencing adverse cybercrime
incidents, highlighting the pervasive impact of cybercrime on the study population. On
the other hand, 35% of participants indicated they had not been affected by cybercrime,
suggesting a subset of individuals who remain unaffected by this phenomenon.

4.4 Category of cybercrime

The analysis reveals distinct prevalence patterns in the types of cybercrime experienced.
E-banking/Payment Card Fraud was the most common form of cybercrime, affecting
about 59% of victims. Identity Theft accounted for about 11% of cases, while other forms,
such as online job scams, represented about 30% of reported incidents. These findings
provide important insights into the specific socio-economic types of cybercrime preva-
lent in the Nigerian context.

4.5 Reported incidents

The study found that 39% of participants reported cybercrime incidents to relevant
authorities or entities, indicating a moderate engagement with reporting mechanisms.
In contrast, the majority (61%) did not report any incidents, suggesting potential under-

reporting and areas for improvement in reporting practices.

4.6 Recovery of financial loss/follow-up action

Among participants who reported cybercrime incidents, only a minority (15%) indi-
cated that stolen funds were reversed or appropriate actions were taken. The remaining
(85%) reported no remedial actions, highlighting the challenges in achieving restitution
or resolution following cybercrime victimisation. While these findings provide valuable
insights into cybercrime prevalence, characteristics, and reporting dynamics among
participants, further exploration is warranted to compare with prior empirical literature
and to discern implications for policy, practice, and future research endeavours. It also
emphasises the need for improved response mechanisms to address cybercrime conse-
quences effectively.

5 Discussion

We build upon insights garnered through a distributed survey approach, outlined in
Tables 4 and 5, to advance understanding of cybercrime victimisation across diverse
demographic spectra. Importantly, while some may contend that our data cannot be
used to make sweeping generalisations about cybercrime in Nigeria, it nonetheless offers
valuable insights into the lived realities of university populations, a key segment of Nige-
rian society that is both highly connected and increasingly targeted. The findings shed
light on how socio-economic drivers manifest in digital victimisation patterns, provid-
ing a lens through which broader national trends can be critically examined. While this
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Theme Key finding  Description Implications

1. High participa-  Strong 98.19% of participants provided Reflects the perceived relevance of cy-

tion and consent  willingness to  informed consent, indicating a bercrime issues among the population;
engage high level of engagement with suggests public readiness to engage in

2. Educational
diversity

Broad range
of educational

the research process

Sample included undergradu-
ates (38.88%), master’s students

dialogue and action on cybercrime

Enhances the generalisability of find-
ings; demonstrates that cybercrime

backgrounds  (54.28%), doctoral candidates cuts across various educational strata
(3.77%), and teachers/admin staff
(3.07%)
3. Prevalence High 65.38% of participants reported Establishes cybercrime as a prevalent
of cybercrime incidence of  having experienced some form of  threat; supports the case for urgent in-
experiences victimisation  cybercrime tervention by policymakers, educators,
and digital safety advocates
4. Types of Dominance  Most common forms included Indicates a predominance of financially
cybercrime of socio- e-banking/payment-card fraud motivated crimes; aligns with the
encountered economic (58.58%), identity theft (11.10%), socio-economic dimension of the
offences job scams (10.90%), cryptocurren-  Tripartite Cybercrime Framework;
cy scams (10.60%), non-delivery  suggests focal points for prevention
scams (4.80%), and phishing strategies
(4.02%)
5.Underreport-  Low engage- Only 38.74% of victims reported  Signals a lack of trust in law enforce-
ing of incidents ~ ment with their experiences to authorities ment or perceived futility in reporting;
formal highlights the need for improved and
authorities victim-friendly reporting pathways
6.Lack of reme-  Minimal Just 14.95% of those who report-  Reveals shortcomings in institutional
dial action restitution for  ed incidents received any form of  response and victim support; under-
victims recovery or remedial action scores the urgency for reform in justice

mechanisms and post-victimisation
care

section comprises six primary subsections listed below, we analyse relevant contours of

cybercrime victimisation in our study.

1. The Sect. 5.1 examines disparities in cybercrime experiences based on gender,
highlighting differences in fraud victimisation patterns between men and women.

2. The Sect. 5.2 analyses the pivotal role of socio-economic factors in cybercrime in
Nigeria, particularly concerning financial motives and digital fraud schemes.

3. The Sect. 5.3 explores the correlation between educational attainment and vulnerability
to online fraud, considering how awareness and digital literacy impact cybercrime
victimisation.

4. The Sect. 5.4 investigates cybercrime victimisation through the lens of ideal
victimisation, juxtaposed with the socioeconomic divide between the Global North
and West Africa.

5. The Sect. 5.5 considers the Routine Activities Theory with socio-economic status as
contributing factors in cybercrime victimisation and perpetration.

6. The Sect. 5.6 addresses key study constraints, including the sampling scope within
a university setting, reliance on self-reported data, and potential issues related to
generalisability.

5.1 Gender dimension of online fraud victimisation

Gender disparities in cybercrime victimisation are a central focus of our study, reveal-
ing notable differences in experiences between men and women. Our data analysis
indicates that among individuals affected by cybercrime, 354 men (52.40%) and 322
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women (47.60%) reported negative consequences. Furthermore, the overall distribution
of cybercrime victims shows that 64.91% are male and 35.09% are female. The gender
distribution among victims appears nearly even, despite differences in overall sample
proportions. These findings somewhat highlight a gendered pattern in cybercrime vic-
timisation, with a higher proportion of men experiencing negative consequences com-
pared to women. This stresses the importance of adopting gender-sensitive approaches
in addressing cybercrime and implementing interventions to mitigate its impact on
both male and female victims. Additionally, the relatively balanced distribution between
male and female victims emphasises the significance of considering gender dynamics in
understanding and responding to cybercrime phenomena.

Our study’s analysis of gender disparities in cybercrime victimisation both aligns with
and diverges from findings in prior research. For example, a study in the United King-
dom [11] asserts that while women tend to perceive psychosocial cybercrimes, such as
revenge pornography, as more severe than men, no discernible gender disparities exist
in socioeconomic cybercrimes like credit card online fraud. Notably, unlike the above
authors, our study does not explicitly explore perceptions of cybercrime and shows a
gender difference in socio-economic cybercrime victimisation, contributing to the dis-
course. Moreover, numerous studies have explored the intricate dynamics of cybercrime
victimisation, shedding light on various influencing factors (e.g. [55, 56]). For example,
research in Japan by Kadoya et al. [56] identified gender and marital status as potential
determinants of victimisation, indicating that males and married individuals are more
susceptible to fictitious billing fraud. Although our study did not specifically inquire
about marital status, our findings resonate with those of Kadoya et al. [56], corroborat-
ing the significance of gender in cybercrime victimisation.

The variability in gender disparities across different contexts is further illuminated
by studies conducted in Finland [55] and the Netherlands [57]. While Finnish research
found no statistically significant gender differences, a Dutch study revealed that females
were likelier to report traditional crimes to the police, while males exhibited greater pro-
activity in reporting cybercrime incidents [55, 57]. Consequently, it is plausible to assert
that the gender differences identified in our study may be attributed, in part, to dispari-
ties in crime reporting behaviour. This underscores the multifaceted nature of cyber vic-
timisation reporting, often leading to cybercrimes being reported to organisations other
than the police. Furthermore, gender differences significantly impact susceptibility to
online fraud, with psychological traits such as risk-taking and low self-control further
contributing to vulnerability [58]. Although our study did not investigate psychologi-
cal traits and their association with online fraud victimisation, our findings agree that
gender differences significantly influence susceptibility to online fraud. Despite these
gender-related nuances, gender alone plays only a partial role in predicting cyber victi-
misation, with other factors such as fraudster motivation and target vulnerability exert-
ing considerable influence as well.

5.2 The centrality of socio-economic cybercrime

The findings of this study highlight the predominance of socio-economic cybercrime
among the types reported by participants. As detailed in Table 5, e-banking/payment
card fraud (58.58%) emerged as the most prevalent form, followed by identity theft
(11.10%) and other fraudulent schemes (30.32%), including online job scams (10.90%),
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cryptocurrency scams (10.60%), non-delivery scams (4.80%), and phishing (4.02%).
These trends reinforce the centrality of socio-economics in cybercrime issues in Nigeria
[2]. Financial motivations drive cybercriminal activities and reflect the broader socio-
economic situation and dimension of Nigerian society [2—4].

This pattern aligns with the socio-economic category of the Tripartite Cybercrime
Framework (TCF), which identifies economic deprivation and financial aspirations as
key catalysts for cybercriminal behaviour. The prevalence and dominance of socio-eco-
nomic cybercrime targeting financial transactions and identity fraud further reinforce
the role of economic incentives in shaping cybercrime operations. Cybercriminals stra-
tegically exploit vulnerabilities in digital financial systems, employing deceptive tactics
to target individuals seeking employment, investment opportunities, or online financial
transactions.

Our research further highlights the clear prevalence of trends in cybercrime incidents,
with e-banking/payment card fraud as the most dominant type, comprising 58.58% of
reported cases. Identity theft accounts for 11.10%, while various other scams, including
online job scams and phishing, collectively represent 30.32% of cases. All these offences
fall within the socio-economic category of cybercrime, reinforcing the notion that cyber-
crime exhibits core characteristics across different regions, shaping human behaviour
within specific local contexts (e.g. [5, 50]). The Tripartite Cybercrime Framework (TCF)
delineates cybercrimes into three principal motivational components: socio-economic,
psychological, and geopolitical, underlining the distinction between socio-economic and
psychosocial cyber offences (e.g. [2, 11, 21]). Understanding these distinctions provides a
more structured approach to analysing cybercrime victimisation.

Unlike countries like Canada, Russia, China, and the United Kingdom, Nigeria lacks
substantial documentation of other cybercrime categories, notably geopolitical, such as
cyber espionage, and psychosocial, such as revenge pornography [2]. Different nations’
geopolitical and sociocultural contexts significantly shape their cyberspace behaviour.
For instance, while revenge pornography is prevalent in Western countries like Portugal
[10], the United Kingdom, Canada, etc [59], it may not be as pronounced in Nigeria.
Furthermore, unlike Nigeria, countries such as the United States, Russia, China, and the
United Kingdom face significant challenges with nation-sponsored cyber espionage (e.g.
[60, 61]). These social and contextual nuances challenge the notion of cyberspace and
physical space as distinct entities with clear boundaries, as highlighted by Ibrahim [2],
and Jaishankar [18]. As a result, the conceptual frameworks commonly utilised in “the
Global North” may not entirely apply in Nigeria, representing Africa south of the Sahara
([2], p- 55). The complexities of cybercrime in Nigeria are notable. Although our survey
data originated from a single institution, the findings offer insights into the prevalence
and distribution of cybercrime types within the socio-economic classification.

However, while Nigeria may lack substantial documentation of certain cybercrime
categories, it does not necessarily mean that psychosocial cybercrimes, such as cyber-
stalking and cyberbullying, are non-existent or negligible. One possible explanation is
that the sociocultural fabric of Nigerian society prioritises socio-economic cybercrime
types, such as online scams. This emphasis is evident in the exclusive focus on financial
crimes reported by the Economic and Financial Crimes Commission (EFCC) [4, 50], the
elite enforcement agency in West Africa [36]. The lack of documentation could also stem
from other factors, such as limited resources or inadequate infrastructure for detecting
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and reporting these types of cybercrime. Furthermore, while sociocultural and geopo-
litical contexts influence cyberspace behaviour, it is essential to acknowledge that geo-
political cybercrime types often do not affect ordinary citizens, such as the students and
teachers we studied in this research. As a result, our inquiry did not cover geopolitical
entities, leading to potential oversight in our findings.

5.3 Educational attainment and online fraud victimisation

One significant discovery from our research pertains to the educational backgrounds of
the participants. While over 99% of them possessed or were in the process of obtaining a
university degree, the distribution across educational levels varied considerably. In par-
ticular, among the participants, 38.88% were undergraduates, 54.28% were master’s stu-
dents, 3.77% were pursuing doctoral degrees, and 3.07% were educators and admin staff.
Despite this educational diversity, over 65% of all participants reported being victims of
cybercrime, a finding that both aligns with and diverges from prior studies.

Existing research suggests that the likelihood of falling victim to online fraud is influ-
enced by several factors, with educational attainment playing a significant role. Studies
have demonstrated that individuals with lower levels of education are more susceptible
to consumer fraud (e.g. [62]).

However, research also suggests a nuanced relationship between education level and
fraud victimisation. For instance, individuals at the extreme ends of educational attain-
ment, such as those with no high school degree or graduate degree, are less likely to
become victims of fraud [63], indicating a U-shaped pattern in this relationship. More-
over, individuals with higher education who spend more time online are found to be at
greater risk of being targeted by fraudsters [64]. This association underlines the impact
of routine online activities on victimisation risk, highlighting how increased online inter-
actions contribute to cybercrime vulnerability. This demographic often exhibits traits
such as high impulsivity, engagement in risky online behaviours, and addictive tenden-
cies, all of which heighten their susceptibility to online scams. Similarly, Barth et al. [65]
argue that the privacy valuations and reported online behaviours of experts are similar
to those of lay users. Even with their advanced technical skills and clear grasp of privacy
threats, many experts still take minimal precautions online. This suggests that even indi-
viduals with advanced knowledge are not immune to cybercrime risks, reinforcing the
importance of cybersecurity awareness across all user groups.

5.4 ldeal victims of cybercrime, and the global north-south divide
The outcomes of our investigation underscore the pervasive impact of cybercrime in
Nigeria, with a notable majority of participants (65.38%) reporting personal victimisa-
tion experiences (e.g. [15]). This stark reality not only highlights the widespread reach
of cybercrime but also necessitates a deeper interrogation into the socio-economic and
systemic factors that facilitate victimisation in the region. Furthermore, these findings
suggest a layered victim experience within Nigeria that contrasts sharply with global
narratives dominated by Western perspectives. Consequently, they prompt critical dis-
cussions on ideal victimisation and the interplay between the Global North and West
Africa (Nigeria), a subject rarely addressed in online fraud literature.

The operations of groups like the Yahoo Boys, originating in Nigeria but impact-
ing victims globally, have drawn significant attention. However, existing research
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predominantly focuses on victims from Western societies [7, 8, 13, 14] and, to a lesser
extent, non-Western contexts, such as China (e.g. [9, 41]). In contrast, limited atten-
tion has been devoted to West African nations, such as Nigeria (e.g. [16, 43]), result-
ing in a critical gap in understanding regional victimisation dynamics. Funding
disparities exacerbate this imbalance; researchers (e.g. [66, 67]), note that only a fraction
of global research funds is allocated to African contexts, despite the disproportionate
impacts experienced in these regions.Historical legacies have significantly hindered the
acknowledgement of scholastic contributions from non-Western nations, while West-
ern academic endeavours continue to receive disproportionate visibility (e.g. [66—69]).
These disparities are rooted in the uneven global distribution of academic power and
resources, which perpetuates hierarchies that marginalise Global South scholars [66—
68]. Citations, far from being neutral, function as instruments of academic gatekeeping,
either reinforcing epistemic inequality or disrupting it by legitimising underrepresented
voices [68]. Since citation metrics dictate future research trajectories, a paradigm shift is
needed (e.g. [66—68]) -one that moves beyond traditional metrics and interrogates the
biases that perpetuate Western academic dominance.

The unequal distribution of research attention on cybercrime issues can be attrib-
uted to the far-reaching influence of Western media compared to that of West Africa.
Western media often prioritise high-profile victims within their own communities, pre-
dominantly from Western countries, over victims from West Africa. This media focus,
coupled with mismatched funding priorities, highlights systemic inequalities that hinder
the study of non-Western victims and exacerbate global disparities.

Additionally, there is a broader neglect of cross-border research. This lack of focus
limits our understanding of how cybercriminal activities, including those originating
from Nigeria, affect victims across multiple regions. To bridge this gap, a more inclu-
sive research agenda is needed, one that examines victimisation beyond national and
regional silos. Such an approach would ensure that the experiences of victims in West
Africa are integrated into the global discourse on cybercrime.

As a result, these disparities in media representation and research funding perpetu-
ate a narrow understanding of cybercrime victimisation, focusing primarily on Nigerian
offenders while overlooking the nuanced realities faced by local victims. A shift towards
more cross-border, comparative research approaches is necessary for a deeper under-
standing of cybercrime victimisation. Such an approach would provide a more nuanced
and comprehensive analysis, highlighting the complexities often overlooked in existing
studies. It would also disrupt dominant narratives that portray cybercrime through a
limited lens, prioritising offenders over the experiences of West African victims.

Due to the fact that cybercrime originating in Nigeria affects victims worldwide, the
regional focus is exclusively on offenders at the expense of local victims within Nige-
ria. Media portrayals exacerbate this imbalance by emphasising stereotypes and biases
that marginalise Nigerian victims. Such portrayals align with Christie’s [70] concept of
“ideal victims,” where societal responses to victimisation are shaped by socio-political
power dynamics. Victims from the Global North are often recognised as more deserving
of sympathy and support than those from the Global South, highlighting a disparity in
global responses to cybercrime. While fraud victims in Western nations like the United
States, the United Kingdom, and Australia receive significant attention, their Nigerian
counterparts remain largely overlooked despite enduring similar harms.
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Building on Christie’s [70] framework, our study examined the dynamics of online
fraud victimisation in Nigeria. Ideal victims are expected to align with societal norms
of innocence, vulnerability, and lack of culpability, eliciting positive societal reactions.
In Nigeria, these norms are complicated by cultural stereotypes associating Nigerians
with cybercrime, which diminishes the perceived innocence or victimhood of local fraud
victims. This stigma not only limits societal sympathy but also hinders institutional
and global responses to crimes affecting Nigerian victims. Perceptions of innocence
and vulnerability differ between Western and Nigerian contexts, with Nigerian victims
often unjustly linked to offenders due to national stereotypes. This disparity reduces the
societal and policy-level support extended to Nigerian victims, reinforcing inequities
in global and regional responses. Furthermore, these findings suggest a layered victim
experience within Nigeria that contrasts sharply with global narratives dominated by
Western perspectives.

Other scholars (e.g. [71, 72]) have applied Christie’s framework to examine cybercrime
victimisation. Our study expands this analysis by highlighting how power dynamics
between the Global North and South, coupled with global economic structures, influ-
ence perceptions of victimhood. Western victims are often deemed more deserving of
“ideal victim” status, which shapes both regional and international responses to cyber-
crime involving Nigerians. Moreover, the global networks of cybercrime originating in
Nigeria have contributed to a narrative that prioritises offenders, overshadowing the
plight of local victims.

The significant rise in online fraud victimisation in Nigeria, particularly from 2019 to
2022 (see Fig. 2), underscores the urgency of addressing this issue. However, the power
dynamics and economic structures shaping victim perception are complex and multifac-
eted and should not be oversimplified. Also, regional agencies and Nigerian authorities
are primarily responsible for their citizens rather than shifting local responsibilities to
external bodies and international communities. Strengthening these local mechanisms
of accountability is essential to addressing victimisation more effectively. Media portray-
als further entrench these imbalances. Western media often depict Nigerian offenders,
Yahoo Boys, with heightened interest [30] while neglecting local victims. Similarly, Nige-
rian media focuses on the criminal exploits of Yahoo Boys but rarely highlights the expe-
riences of their victims, particularly their fellow Nigerian citizens.

This dichotomy reinforces global stereotypes that frame Nigerians predominantly as
offenders, marginalising victims in public and policy discourses. Such portrayals not
only distort the realities of cybercrime in Nigeria but also impede the development of
comprehensive victim support frameworks. While online fraud victimisation is a seri-
ous issue in Nigeria [43], it is not unique to the country. Yahoo Boys have victims in
many parts of the world, particularly the United States [44, 76, 78]. We conclude that
media attention must be more inclusive and grounded in richer empirical engagement,
recognising cybercrime victimisation in West Africa as both a regional and global phe-
nomenon. This approach should affirm the equal significance of victims from all regions,
ensuring they receive the support they deserve. This broader recognition of cybercrime
victimisation necessitates a deeper exploration of the structural and situational factors
that shape both offending and victimisation patterns. Understanding the distinct roles
of socio-economic conditions and opportunity structures is crucial in further develop-
ing the analysis. In this regard, we briefly consider Routine Activities Theory (RAT) to
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examine how cybercriminal behaviour emerges within specific socio-economic contexts.
While the Routine Activities Theory provides useful situational insights, the Tripartite
Cybercrime Framework (TCF) remains the core analytical lens of this study; therefore,

RAT is discussed only marginally to complement, rather than drive, our main findings.

5.5 Considering routine activities theory and socio-economic status

While opportunities drive cybercrime engagement, economic conditions influence who
has access to these opportunities and how they are exploited. The relationship between
socio-economic status (SES) and crime has been widely debated in criminological litera-
ture. Routine Activities Theory (RAT) posits that crime occurs when three key elements
converge: a motivated offender, a suitable target, and the absence of capable guardian-
ship [73-75]. This framework emphasises opportunities rather than socio-economic
conditions as the primary driver of criminal behaviour. From this perspective, individu-
als with greater ICT knowledge, access to digital infrastructure, or social connections to
cybercriminal networks may be more likely to engage in cybercrime, regardless of their
SES. The predominance of university students as cybercrime perpetrators in Nigeria [44,
76, 78], along with the increasing sophistication of digital fraud tactics [30, 36, 78], fur-
ther supports this argument.

However, while RAT focuses on situational opportunities, SES remains a structural
factor that indirectly influences criminal behaviour. Research on cybercrime in Nige-
ria suggests that economic constraints limit access to legitimate opportunities, push-
ing individuals to seek alternative financial survival, including illicit online activities [2,
50, 76-78]. In Africa south of the Sahara contexts (e.g., Nigeria, Ghana and Cameroon),
where graduate unemployment is high and economic hardship is pervasive (e.g. [2—4,
78-80]). SES can shape individuals’ exposure to cybercrime-enabling environments.
Although SES does not directly cause online crime, it can increase the likelihood of indi-
viduals encountering and exploiting illicit opportunities. Since this study was conducted
within a university setting, where participants were primarily students and staff, direct
measurement of SES was not feasible. However, recognising the interplay between SES
and opportunity structures remains essential in understanding the broader dynamics of
cybercrime victimisation and perpetration.

5.6 Limitations

This study has limitations that should be acknowledged. First, the sampling scope was
restricted to a university setting, with participants comprising only students and staff.
While this provided valuable insights into cybercrime victimisation within an educated
demographic, it limits the generalisability of findings to the broader body of Nigerian
populations, including individuals outside academic institutions who may experience
cybercrime differently. Second, participants’ responses depended on their recollec-
tions of past cybercrime experiences, and some may have underreported or misrepre-
sented their encounters due to stigma or concerns about confidentiality, particularly
about romance fraud and hookup scams. Finally, the generalisability of the findings
is constrained by the study’s specific focus on a single university. The experiences of
cybercrime victims may vary across different regions, economic backgrounds, and dig-
ital access levels. This highlights the importance of conducting additional research in
diverse settings to reflect the full spectrum of cybercrime victimisation. Despite these
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limitations, the study offers important insights into the overlooked experiences of local
cybercrime victims and highlights key socio-economic dynamics that shape cybercrimi-
nal activities. Indeed, the study provides initial insights, and future research should draw
on larger and more diverse samples across multiple regions to enhance external validity.

6 Conclusion

Drawing on responses from 1034 participants, this study provides key insights into
cybercrime victimisation in Nigeria. It highlights gendered patterns, the central role
of socio-economic factors, the influence of educational status on vulnerability, and
broader global North—South disparities. Firstly, our analysis revealed notable gender dif-
ferences in cybercrime victimisation experiences. Contrary to some prior research, we
found a slightly higher proportion of men (52.40%) experiencing negative consequences
compared to women (47.60%). This finding emphasises the need for gender-sensitive
approaches in addressing cybercrime. Both men and women are significantly affected,
and gender disparities may vary across different contexts.

Secondly, the study underscored the pivotal role of socio-economic factors in the
prevalence of cybercrime in Nigeria. The dominance of E-Banking/Payment Card Fraud,
accounting for 58.58% of reported incidents, highlights the centrality of socio-economic
cybercrimes in the Nigerian context. This prevalence reflects underlying socio-economic
dynamics and suggests that financial motives are a primary driver of cybercriminal
activities in the region.

Thirdly, we examined the correlation between educational attainment and vulnerabil-
ity to online fraud. Despite over 98% of our participants being university-educated, the
distribution across different educational levels influenced susceptibility to cybercrime.
This finding aligns with existing research (e.g., see “Educational attainment and online
fraud victimisation” section), which suggests that advanced or expert knowledge does
not necessarily confer immunity against cyber fraud. It highlights the need for com-
prehensive cyber awareness programmes targeting individuals at all educational levels.
Also, this study’s findings largely reinforce the patterns identified in our preliminary
analysis [54, 81], particularly the dominance of socio-economic cybercrime experiences.
Our updated sample (# = 1034) includes a greater number of undergraduate students
and reflects increased institutional diversity. This broader base reveals more pronounced
gender differences and clearer disparities in reporting and restitution, trends that were
less evident in the earlier, more homogeneous dataset.

Moreover, considering the North—South socio-economic divide, we explored cyber-
crime victimisation through the lens of the “ideal victim” concept [70]. Our study high-
lights disparities in research attention and global responses to cybercrime, particularly
the tendency of media and academic publications to focus predominantly on Western
victims of Nigerian cybercriminals (“Yahoo Boys”) while often overlooking victims
within Nigeria itself. This bias contributes to a skewed global narrative that marginalises
non-Western victims and overlooks the domestic impact of cybercrime in countries like
Nigeria.

Our findings emphasise the necessity for inclusive and context-sensitive approaches to
cybercrime research and policymaking. Global power dynamics shape both knowledge
production and vulnerability to harm. It is therefore imperative to address the needs of
all victims, regardless of geographical location. In academia, recognition and citation



Auwal and Lazarus Discover Psychology (2025) 5:161 Page 20 of 23

are not mere formalities, because they sustain visibility, credibility, and participation
in scholarly discourse [68]. Similarly, in the context of cybercrime discourse, we must
develop multidimensional strategies. These must account for systemic inequities if we
are to meaningfully mitigate the impact on vulnerable populations worldwide.

Certainly, this study contributes to a deeper understanding of cybercrime victimisa-
tion in Nigeria, challenging prevailing narratives that prioritise Western experiences.
Context operates as a critical analytic resource in the production of understanding. In
other words, understanding is never context-free; it relies on context as the scaffold-
ing for interpretation. By highlighting the experiences of Nigerian victims, we call for
greater international attention and resources to be directed towards addressing cyber-
crime in non-Western contexts.

Future research should expand the sampling scope, incorporate mixed-method
approaches, and examine cybercrime victimisation across different social and eco-
nomic groups to enhance the depth and applicability of findings. Recommendations for
future research should also include further exploration of these dynamics, ensuring that
cybercrime prevention and intervention strategies are equitable and globally inclusive.
Additionally, this study recommends developing policies that focus on comprehensive
education, targeted awareness campaigns, and gender-sensitive responses to mitigate
cybercrime victimisation in both Western and non-Western contexts. We also call for a
dual-pronged approach to cybercrime prevention. This should focus not only on reduc-
ing opportunities through digital security measures but also on addressing the underly-
ing socio-economic conditions that facilitate engagement in online fraud. Furthermore,
meeting the needs of the most vulnerable, particularly in countries like Nigeria, will
necessitate sustained collaboration. Global, national, and local stakeholders must work
together to create effective, context-specific solutions.

6.1 Policy and practical implications

Beyond contributing to academic understanding, these findings have direct implications
for policy and institutional practice. Universities should implement targeted digital lit-
eracy programmes and awareness campaigns to help students recognise and respond to
fraudulent schemes. Partnerships between higher education institutions, digital safety
agencies, and law enforcement could facilitate the sharing of intelligence on emerging
cybercrime tactics and provide accessible support services for victims. At a national
level, law enforcement and regulatory bodies should prioritise preventive and educa-
tional strategies alongside punitive measures, recognising that many victims lack aware-
ness rather than acting negligently. Embedding these measures within university policies
and national cyber-safety frameworks can help mitigate the prevalence and impact of
socio-economic cybercrime, while ensuring that responses are inclusive and sensitive to
gender and contextual differences.
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