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A B S T R A C T

Critical infrastructure is not indestructible. Interdependencies between infrastructure systems and 
the environment compound consequences at vulnerable locations but can be harnessed to 
maximize operational efficiency, recovery capability, and long-term sustainability. Threats, both 
emergent and systemic, have propagated beyond historical norms, exposing the limitations of 
hazard-specific resilience approaches. These approaches, by their nature, rely on predefined 
scenarios that fail to capture the full complexity of cascading failures, novel threat combinations, 
and the dynamic evolution of risks over time, especially in the cases where environment is 
affected. This leaves critical gaps in planning, response, and recovery, as systems designed around 
specific hazards are often unable to adapt to disruptions that fall outside their narrowly defined 
parameters, resulting in unanticipated vulnerabilities and slower recovery trajectories. We pro-
pose a paradigm shift toward threat-agnostic resilience, emphasizing adaptability to unforeseen 
hazards through modularity, distributedness, diversity, and plasticity. These principles foster 
system-wide robustness by enabling critical functions to persist despite unpredictable challenges. 
This framework also accounts for the interdependencies between resilience strategies and envi-
ronmental outcomes, ensuring that adaptability to unforeseen hazards is balanced with sustain-
ability goals. Resilience characteristics, such as modular design and distributed systems, shape 
patterns of resource use, energy efficiency, and ecological impacts across systems. By identifying 
methods to assess and optimize these trade-offs, we provide actionable insights for designing 
infrastructure that simultaneously enhances resilience and minimizes environmental burdens. 
Challenges exist in developing methodological foundations for these principles within practical 
applications to prevent sunk cost and over-constraining operational procedures.
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1. Introduction

In an era marked by rapid technological advancements and increasing interconnectivity, the resilience of critical infrastructure has 
become a central concern. Critical infrastructure encompasses the systems and assets essential to societal functioning, including power 
grids, transportation networks, communication systems, and water supply networks. These systems underpin national critical func-
tions such as economic stability, public safety, and security, as defined by the Cybersecurity and Infrastructure Security Agency (CISA). 
Disruptions to infrastructure can cascade across interconnected systems, amplifying socio-economic impacts and exacerbating vul-
nerabilities. Events such as the 2021 Texas Freeze and the recent unprecedented Iberian Peninsula blackout illustrate how such failures 
disrupt essential services, revealing the fragility of even advanced systems under compounding stresses.

The landscape of threats to critical infrastructure has expanded, encompassing natural disasters, cyber-attacks, human error, and 
equipment failures. Many of these threats are novel or evolving, straining traditional resilience strategies that rely on threat-specific 
preparedness and mitigation. While these approaches have merits, their reliance on predefined scenarios fails to address the full 
complexity of cascading failures and emerging risks. This gap leaves critical systems unprepared for challenges that fall outside 
narrowly defined hazard models, resulting in slower recovery and unanticipated vulnerabilities. For instance, the cascading failures 
during the 2021 Texas power crisis, triggered by extreme cold impacting interdependent natural gas supply and electricity generation 
systems, highlighted vulnerabilities beyond the scope of traditional single-hazard assessments. A more flexible and comprehensive 
approach is required—one that accounts for both known and unknown threats.

This paper introduces the concept of threat-agnostic resilience. This refers to a system’s ability to maintain critical functions 
irrespective of the specific nature of the threat. Rather than focusing on individual hazards, this paradigm emphasizes the inherent 
qualities and capabilities of the system itself, enabling adaptability and robustness in the face of unforeseen challenges. By prioritizing 
modularity, distributedness, diversity, and plasticity, threat-agnostic resilience fosters systems that can adapt dynamically, limit 
cascading failures, and recover efficiently [1].

Threat-agnostic resilience is not a static property, but rather a dynamic and evolving capability [2]. As the nature and intensity of 
threats continue to change over time, so too must the characteristics and network properties of a system’s resilience. This type of 
assessment is an iterative process and must involve stress-testing to optimize and balance the characteristics of a system’s resilience 
[3], such as: instituting modular system connections, distributing system resources to prevent nodal collapse, implementing redundant 
architectures for backup planning, diversifying agents, and incorporating adaptive response within agents as system plasticity.

Fig. 1. Framework for assessing and enhancing threat-agnostic resilience of complex systems. Unpredictable threats (orange circles) have a variety 
of impacts across domains of critical infrastructure (yellow circles). Implementing resilience across domains requires threat-agnostic resilience 
characteristics (green circles, also described in Fig. 4).
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The primary objective of this article is to articulate the characteristics that underpin threat-agnostic resilience and their application 
to critical infrastructure. We present a framework to evaluate and enhance these characteristics, integrating considerations of oper-
ational efficiency and environmental sustainability. While not prescriptive, this framework offers a foundation for tailoring resilience 
strategies to specific systems, enabling the development of infrastructure that is robust, adaptive, and sustainable in the face of both 
contemporary and future challenges [4].

To address these limitations, this paper introduces the concept of threat-agnostic resilience, focusing on inherent system charac-
teristics that promote adaptability irrespective of the specific threat origin. This approach complements existing resilience research, 
which includes broad assessments of the state-of-the-art through bibliometric analysis, reviews of measurement frameworks, and 
studies focusing on indicator-based assessments [5–7]. While these studies provide valuable context and methods for known risks or 
specific resilience dimensions, the threat-agnostic framework proposed herein specifically targets the challenge of preparing systems 
for unforeseen or novel disruptions by enhancing core adaptive capacities—modularity, distributedness, diversity, and plasticity—and 
explicitly integrating environmental sustainability considerations.

1.1. Characteristics of threat-agnostic system resilience

The development of threat-agnostic resilience in critical infrastructure systems relies on the identification and cultivation of 
specific system characteristics. The key characteristics that have emerged include modularity, distributedness, redundancy, diversity, 
and plasticity. These characteristics, when properly integrated into the design and operation of infrastructure systems, contribute to 
their ability to maintain functionality and integrity in the face of diverse and unpredictable threats, such as environmental, cyber, 
anthropogenic, and geopolitical conflicts [3,8,9]. These disruptions cause schisms within infrastructural integrity at various domains, 
including within physical infrastructure, social response, cyber components, and financial health [10]. While the characteristics of 
modularity, distributedness, and redundancy contribute collectively to resilience, they represent distinct system properties. Modu-
larity specifically refers to the system’s decomposability into separable and recompilable units, facilitating containment of failures and 
targeted repairs or upgrades; its focus is on structural segmentation. Distributedness, conversely, pertains to the spatial dispersion 
and decentralization of critical functions, control, or resources across the network to mitigate reliance on central points; its focus is on 
avoiding concentration. Redundancy involves the deliberate duplication of components or pathways providing identical or similar 
functions to ensure backup capacity and continuity of service when primary elements fail; its focus is on multiplicity. Although a 
system might exhibit multiple characteristics simultaneously (e.g., a modular system might also be distributed), understanding their 
unique conceptual focus is essential for targeted resilience enhancement. The resilience characteristics proposed in this research 
contribute to maintaining the integrity of infrastructure across each domain despite the unpredictability of threat origin, i.e., threat 
agnosticity (Fig. 1).

Table 1 presents an overview of each principle of threat-agnostic resilience. The following sections dive into greater detail the 
components of each principle’s definition, practical forms of each principle in critical infrastructure, quantification strategies in 

Table 1 
Characteristics of threat-agnostic resilience.

Threat-agnostic resilience characteristic

Definition Practical examples Quantification strategies Contribution to threat agnostic resilience
Modularity
Degree to which system components 

can be separated, reengineered and 
recombined.

Modular design, construction, and 
repair, baseline training

Modularity and coupling 
indices, clustering 
coefficient, average path 
length

Limits impact of localized failures; facilitates 
easy replacement and upgrading. Each 
module is often considered ‘plug and play’, 
or easily substituted with minimal startup 
resources.

Distributedness
Distribution of system functions across 

multiple nodes or components, 
reducing reliance on a central 
service or authority.

Decentralized functions and control, 
load balancing, tactical operating 
procedures

Centrality, clustering 
coefficient, average path 
length, diameter

Eliminates single points of failure and 
enabling local services and responses to 
maintain system functionality.

Redundancy
Duplication of critical components or 

functions to increase capacity and 
reliability with parallel 
components or functions (not in 
series).

Redundant architectures, “N” 
redundancy, network redundancy, 
definition of critical skillsets in 
organizations

Redundancy ratio, 
connectivity index,

Ensures availability of alternative resources 
regardless of threat type; provides multiple 
layers of service and protection.

Diversity
Inclusion of diverse components or 

strategies to handle a variety of 
threats and consequences.

Heterogeneous systems and training 
lateral thinking

Shannon index, functional 
diversity index, qualitative 
indicators

Increases the likelihood of some components 
surviving or functioning under different 
threat conditions.

Plasticity
Ability of a system to adapt its structure 

or behavior in response to changes 
in the environment or internal 
conditions.

Dynamic reconfiguration; system 
upgrade; versatility

Adaptability index, 
reconfigurability index, 
qualitative indicators

Enables dynamic response to unforeseen 
threats and supports continuous operation by 
reconfiguring component behavior, 
resources and strategies.
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various fields, and the contribution to threat-agnostic resilience.

1.2. Modularity

Modularity is a key principle in the design of resilient engineered systems (Fig. 4). It allows for the decomposition of complex 
systems into smaller, more manageable components. Each module can be designed, developed, and tested independently, while still 
maintaining the ability to integrate seamlessly with other modules to form a cohesive, integral system. This approach enhances the 
overall resilience of the system by localizing potential failures and enabling rapid recovery through the replacement or repair of in-
dividual modules without affecting the entire system and its operations. It is critical to note that modularity, as well as any resilience 
principle, alone cannot guarantee the resilience of an engineered system to all threats. Specifically, modularity alone may fail to 
recover from systemic disruption within highly interconnected environments, e.g., common problems such as border conflicts sur-
rounding water scarcity.

In practice, modularity can be achieved through the application of standardized interfaces, protocols, and architectures. These 
standards ensure interoperability between different modules and facilitate the plug-and-play integration of components from various 
vendors. For instance, in a modular water distribution system, standardized pipe fittings and valve configurations allow for the easy 
connection and disconnection of different subsystems, such as treatment plants, storage tanks, and distribution networks. This 
modularity enables the system to adapt to changing demands and maintain functionality even when individual components fail.

To quantify the modularity of an infrastructure system, network science provides a range of metrics and tools such as the 
modularity index, coupling index, clustering coefficients, and average path length. The modularity index measures the strength of 
division of a network into modules or communities, where higher scores indicate connected modules with sparse inter-module con-
nections, which is a desirable property for resilient systems. The coupling index quantifies the degree of interdependence between 
modules [11], where lower scores suggest modules have limited co-dependence. Clustering coefficients and average path lengths in 
tandem describe how tightly-knit infrastructure systems are. A high clustering coefficient indicates the presence of functional modules, 
while a low path length represents efficient resource flow between modules.

Methodologically, calculating metrics like the modularity index or clustering coefficients requires a well-defined network topology 
of the infrastructure system, typically developed during Step 1 (Critical Function Decomposition) and Step 2 (Network Resilience 
Characterization) of the framework. These structural metrics offer the advantage of providing objective, quantifiable insights into 
system segmentation, which aids in identifying potential boundaries for localized failure containment (Step 3). However, a disad-
vantage is that these static structural measures may not fully capture dynamic interdependencies or the functional consequences of 
modularity during disruption scenarios, requiring complementary analysis through stress testing (Step 4).

Two benefits of modularity include the ability to scale the system over time and to decouple functions within the infrastructure 
system. Scalability is particularly important in rapidly growing urban areas, where the infrastructure needs to keep pace with the 
increasing population, economic activity and changing demand. For example, in a modular transportation system, new bus routes or 
train lines can be added to the network without disrupting the existing services, thereby enhancing the overall capacity and resilience 
of the system. Decoupling functions expands system scaling by optimizing parts of the whole, for example, modular power distribution 
systems can separately optimize generation, transmission, and distribution systems without requiring complete system overhauls.

In social and organizational systems, modularity refers to the ability of different social groups or organizations to operate inde-
pendently while still contributing to the overall resilience of the community, allowing for targeted interventions and support. For 
example, conducting community workshops to train local organizations on independent crisis management strategies that can be 
coordinated during a larger emergency.

1.3. Distributedness

Where modularity refers to the capacity of engineered systems to operate in discrete, self-contained compartments, distributedness 
refers to the allocation of system functions and governance across multiple dispersed nodes or components (Fig. 4). This design reduces 
reliance on a central authority or single point of control, enhancing the system’s ability to operate independently in different locations. 
Distributedness also enables the scalability of infrastructure systems, where new nodes or components can be added to the network 
without requiring significant modifications to the existing architecture. This capability allows for the gradual expansion and upgrading 
of the system over time, in response to changing demands or technological advancements.

In the context of practical infrastructure systems, distributedness can be achieved through the implementation of distributed 
control architectures, such as multi-agent systems [12], peer-to-peer networks, or blockchain-based platforms. Distributed optimi-
zation algorithms, such as consensus-based methods or alternating direction method of multipliers (ADMM), can be applied to achieve 
system-wide objectives, such as energy efficiency or load balancing [13]. Within a fully distributed infrastructure system, each node or 
component has the capacity to process information, make decisions, and coordinate actions with other nodes in the network. For 
example, in a distributed water management system or transport system, smart sensors and actuators can be deployed throughout the 
network to monitor service levels, such as water quality or traffic conditions in real-time, without relying on a central control room.

To quantify the degree of distributedness in an infrastructure system, various metrics from network science can be applied. One 
commonly used metric is the degree of centrality, which measures the extent to which the functionality of the system depends on a few 
central nodes. A lower degree of centrality indicates a more distributed system, where the importance and influence of individual 
nodes are more evenly spread across the network. Similar to modularity, the clustering coefficient and average path length provide 
location and commodity-based views of infrastructure distribution. Furthermore, network diameter represents the maximum distance 
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between any pair of nodes. A distributed system with a low average path length and a small diameter can facilitate the rapid 
dissemination of information and the efficient coordination of actions across the network, even in the presence of failures or 
disruptions.

Applying centrality measures or calculating network diameter (Steps 2/3) relies on detailed network connectivity data. The 
advantage of these metrics lies in identifying potential single points of failure (high centrality nodes) or bottlenecks in resource or 
information flow (high diameter or path length). A limitation is that topological distributedness does not guarantee functional 
resilience; operational protocols and resource allocation strategies, explored during Step 4 (Stress Testing), are also critical for real-
izing the benefits of a distributed structure.

One of the key advantages of distributedness in infrastructure systems is the increased resilience to failures and attacks. In a 
centralized system, a failure or compromise of the central node can lead to the collapse of the entire system. In contrast, a distributed 
system can continue to function even if some of its nodes are damaged or disconnected, as the remaining nodes can compensate for the 
loss in service and control and maintain the system’s overall functionality at acceptable levels. This resilience is particularly important 
in the face of natural disasters, cyber-attacks, or other disruptions that can target specific components of the infrastructure.

In social and organizational systems, distributedness means the dispersion of decision-making power and resources across various 
stakeholders, enhancing collective action and reducing dependency on a central authority. For example: organizing leadership training 
programs for community leaders to empower decentralized decision-making and resource allocation during crises.

1.4. Redundancy

Redundancy ensures the availability of backup components or functions in the event of failures or disruptions [14]. For engineered 
infrastructure, redundancy can be achieved through the duplication or replication of critical assets, such as power generators, 
communication links, or water treatment plants (Fig. 4). This redundancy allows the system to maintain its functionality even when 
some components fail, by seamlessly switching to the backup components or rerouting the flow of resources through alternative paths 
of similar constitution or service delivery.

The implementation of redundancy in infrastructure systems can take various forms, depending on the specific requirements and 
constraints of the system. One common approach is the use of N+1 or N+2 redundancy, where N represents the number of components 
required for normal operation, and the additional components serve as backups [15]. For example, in a data center with N+1 
redundancy, if one server fails, the backup server can immediately take over its functions without interrupting the services provided by 
the data center. Redundancy can also be achieved at the system level, by providing multiple alternative paths or routes for the flow of 
resources, such as electricity, transportation of people and goods, water, or data. This type of redundancy, known as network 
redundancy or path diversity, enhances the resilience of the system to link failures or congestion [16]. In a transportation network, for 
instance, the presence of multiple alternative routes between origin and destination points allows for the rerouting of traffic in the 
event of road closures or accidents. Similarly, in a communication network, the deployment of redundant fiber optic cables or wireless 
links ensures the continuity of data transmission, even if some links are damaged or degraded.

To quantify the level of redundancy in an infrastructure system, several metrics can be employed. One widely used metric is the 
redundancy ratio, which is defined as the ratio of the number of redundant components to the total number of components in the 
system [17]. A higher redundancy ratio indicates a more redundant system, which is generally more resilient to failures. For example, a 
power grid with a redundancy ratio of 0.2 means that 20 % of its components are redundant, providing a significant buffer against 
potential failures. Another important metric for assessing the redundancy of an infrastructure system is the connectivity index, which 
measures the number of independent paths between any two nodes in the network. A higher connectivity index suggests a more 
redundant and resilient system, as it indicates the presence of multiple alternative routes for the flow of resources [18].

Quantifying redundancy through ratios or connectivity indices (Step 3) provides a straightforward measure of backup capacity, 
clearly linking structural duplication to the potential for maintaining function during component failure. Disadvantages include the 
potential cost implications associated with redundant components (often requiring trade-off analysis during design and Step 4 sim-
ulations) and the fact that simple component duplication does not guarantee resilience against systemic disruptions or common-mode 
failures, which might necessitate more diverse redundancy strategies.

An advantage of redundancy to infrastructure resilience is the presence of physical back-ups as responsory action to disruption but 
is presented with opportunity cost. In general, higher levels of redundancy provide greater resilience, but also incur higher costs in 
terms of capital investment, maintenance, and operation [15,19]. Therefore, the design of redundant systems should involve a 
trade-off analysis between the benefits of increased resilience and the associated costs, taking into account the specific requirements 
and constraints of the system.

In social and organizational systems, redundancy refers to the presence of multiple social networks and support mechanisms that 
can provide assistance and resources during disruptions, ensuring community resilience. Example: Conducting training sessions for 
multiple community volunteers to establish and manage emergency shelters, ensuring that if one volunteer is unavailable, others can 
seamlessly take over the responsibilities. Additionally, training multiple personnel for the same task ensures that there are always 
qualified individuals available to perform critical functions, thereby enhancing the overall resilience of the community.

1.5. Diversity

In the context of infrastructure systems, diversity refers to the incorporation of heterogeneous components, technologies, and 
operational strategies, which collectively enhance the system’s ability to withstand disruptions and maintain its functionality under 
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varying conditions [20]. Diversity is a critical characteristic of resilient engineered systems, as it enables them to cope with a wide 
range of threats and uncertainties [21].

Diversity can be achieved in infrastructure systems through varying source providers, incorporating heterogeneous components 
and materials, and assimilating operational strategies and control mechanisms (Fig. 4). Varying source providers within power gen-
eration might include a diverse mix of renewable energy sources, such as solar, wind, and hydro, can be integrated alongside con-
ventional generators, providing a hedge against market fluctuations and geopolitical risks [22]. Implementing various infrastructural 
materials or ways of throughput also increases resilience to single modes of failure, such as by incorporating heterogeneous pipe 
materials in water distribution networks [23,24] or adopting multiple transportation networks within smart cities. Diversifying control 
strategies [25], such as in distributed power generation from smart grids or adaptive signal control in transportation engineering, can 
minimize strain on the reference system during peak periods and allow for continuous flow of goods, people, or resources [26].

To quantify the level of diversity in an infrastructure system, metrics such as the Shannon index and functional diversity index are 
viable. The Shannon index measures the richness and evenness of different types of components in the system [27], and while the 
Shannon index is commonly used in ecology, it can be used within infrastructure to assess the impact of infrastructure improvements 
on environmental diversity [28]. A higher Shannon diversity index indicates a more diverse system, which is generally more resilient 
to threats and uncertainties. In parallel, the functional diversity index measures the variety and distribution of different functional 
attributes, such as the capacity, efficiency, or reliability of each component or subsystem [29]. A higher functional diversity index 
suggests a more versatile and adaptable system, which can maintain its performance under different conditions and requirements.

Using indices like the Shannon index or functional diversity index (Step 3) helps quantify the variety of components, technologies, 
or strategies within the system, providing an advantage by capturing heterogeneity linked to resilience against varied threats. 
However, quantifying functional diversity can be methodologically complex, requiring careful definition of relevant functional at-
tributes and potentially significant data collection. Furthermore, maximizing diversity may sometimes conflict with goals like stan-
dardization or efficiency, representing a key trade-off to be evaluated, potentially using the stress-testing approach in Step 4.

In addition to these quantitative metrics, the assessment of diversity in infrastructure systems should also consider the qualitative 
aspects of the system’s resilience [30]. For example, the compatibility and interoperability of different components and technologies 
should be evaluated, to ensure that they can work together seamlessly and efficiently [31]. The scalability of the system should also be 
assessed, to determine its ability to accommodate future growth and adapt to changing demands.

An advantage of diversity within infrastructure systems is the increased likelihood of system survival and operation to any 
disruption. By embracing diversity, infrastructure systems can reduce their reliance on any single component or technology and 
improve their adaptability to changing environments. However, overly diverse systems can limit other resilience characteristics, such 
as modularity and plasticity, potentially making improvements to system capacity and quality more laborious and resource-intensive.

In social and organizational systems, diversity refers to the inclusion of different perspectives, skills, and resources within a 
community of practice, which enhances problem-solving capabilities and adaptability to changing conditions. In other words, the 
application of training to enhance critical and lateral thinking in which the diversity of perspectives can support the understanding of 
complexity. For example, hosting cross-disciplinary or cross sectoral workshops to train community members on leveraging diverse 
skills and perspectives for effective crisis response.

1.6. Plasticity

Plasticity enables engineered systems to adapt their structure or behavior in response to changing conditions (Fig. 4). While 
plasticity holds definitions in other fields such as materials science, in the context of infrastructure systems for this research, plasticity 
refers to the ability of the system to modify its configuration, operations, or performance based on the dynamic variations in the 
environment, user demands, or internal states without further degradation of the system’s performance after a disruption. Other terms 
in network science and ecology that are adjacent to this definition include suppleness (the ability of a network to maintain form under 
stress [32]) and adaptability (actors’ influence on resilience within a system [33]). However, the definition of plasticity posited by this 
paper combines the influence of both actor and network to impose systemwide change before, during, or after a disruption.

Practical applications of plasticity in infrastructure systems includes adaptive control strategies, reconfigurable architectures, and 
mechanisms for self-organization. Adaptive control involves real-time monitoring and adjustment of system parameters based on 
feedback loops and learning algorithms [34]. For example, in a smart energy grid, adaptive control can be used to dynamically balance 
the supply and demand of electricity, by optimizing the dispatch of generators, the configuration of transmission lines, or the pricing of 
energy services [35]. Reconfigurable architectures allow the system to change its structure or topology, by adding, removing, or 
rearranging its components or connections. For instance, in a modular transportation network of high plasticity, reconfigurable ar-
chitectures can be used to dynamically adjust the layout of roads, bridges, or terminals, based on the shifting patterns of traffic flow, 
land use, or urban development [36]. Self-organizing mechanisms rely on the local interactions and autonomous behaviors of the 
system components, which collectively give rise to the emergence of global patterns and functions. For example, in a decentralized 
water distribution network, self-organizing mechanisms can be used to enable the autonomous coordination of pumps, valves, and 
tanks, based on the local sensing and communication of water quality, pressure, or demand.

To assess the plasticity of an infrastructure system, metrics, such as the adaptability index and reconfigurability index can be 
adopted. The adaptability index measures the degree to which the system can modify its structure or behavior in response to per-
turbations [37]. It is a function of the range and speed of the system’s responses, as well as the effectiveness and efficiency of the 
adaptations. A higher adaptability index indicates a more plastic system, which can better cope with the changing conditions and 
maintain its performance over time. The reconfigurability index quantifies the ease and speed with which the system can be 
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reconfigured to meet new requirements or recover from failures [38] and is a function of the number and diversity of the system’s 
configurations, as well as the time and cost required for the reconfigurations. A higher reconfigurability index suggests a more flexible, 
responsive system, such as highway segments after a major flood.

Assessing plasticity via adaptability or reconfigurability indices (Step 3) aims to capture the system’s dynamic response potential, 
directly focusing on adaptive capacity. Key methodological challenges include the difficulty in defining objective, universally appli-
cable indices for complex, unique infrastructure systems and the difficulty of validating these measures without extensive simulation 
or real-world performance data (Step 4). Consequently, qualitative assessments of adaptive processes and mechanisms often remain 
crucial for understanding a system’s true plasticity.

In addition to these quantitative metrics, the assessment of plasticity in infrastructure systems should also consider the qualitative 
aspects of the system’s resilience. For example, the robustness and scalability of the adaptive control strategies should be evaluated, to 
ensure that they can handle a wide range of perturbations and uncertainties, without leading to unintended consequences or cascading 
failures. The interoperability and compatibility of the reconfigurable architectures should also be assessed, to ensure that they can 
seamlessly integrate with the existing systems and standards, while enabling the smooth transition between different configurations.

Plasticity offers significant advantages for resilience, enabling systems to adapt dynamically to changing conditions through both 
resilience-by-design (inherently adaptive architectures) and resilience-by-design (active reconfiguration) principles. This capacity 
allows systems to modify configurations, operations, or performance levels in response to disruptions or evolving environmental 
demands, potentially reducing recovery times and maintaining critical functions under unforeseen circumstances. However, plasticity 
is not universally or unconditionally beneficial and introduces potential trade-offs (nor is any other characteristic universally and 
unconditionally beneficial, given resource constraints and operating requirements). High levels of plasticity can increase system 
complexity, making design, control, and prediction more challenging. The process of adaptation or reconfiguration itself might 
introduce transient periods of instability or reduced performance. Furthermore, maintaining the capacity for plasticity often requires 
significant investment in monitoring systems, diverse component inventories, advanced control algorithms, and skilled personnel, 
which may compete with other resource allocation priorities. Therefore, the optimal degree of plasticity must be carefully evaluated 
for each specific infrastructure system, balancing the benefits of adaptive capacity against potential increases in complexity, cost, and 
operational uncertainty.

Plastic infrastructure configurations are advantageous through resilience-by-design and resilience-by-intervention principles [39,
40]. By incorporating system architectures that are innately adaptive, infrastructure layouts can inherently self-organize and can 
implement agents for response that presume multiple roles. However, a balancing point for consideration by practitioners might be the 
quality of adaptive architectures and the time-to-survive [41] during a recombination period for the uptake of new roles by plastic 
agents.

In social and organizational systems, plasticity refers to the capacity of social networks and institutions to adapt their roles, be-
haviors, and interactions in response to evolving challenges, ensuring sustained community resilience. Examples include scenario- 
based training exercises for community leaders to practice adaptive responses to prolonged crises, such as shifting roles and 
responsibilities.

2. A framework for adopting resilience characteristics within critical infrastructure systems and environment

To operationalize threat-agnostic resilience, we propose a multi-step framework that integrates network science, systems engi-
neering principles, and environmental considerations (Fig. 2). This approach balances the need for robust, adaptable infrastructure 
with the imperative to minimize environmental impacts, ensuring that resilience strategies are both effective and sustainable.

The first step involves a comprehensive analysis of the infrastructure system to identify its critical functions, the infrastructure 
supporting them, and the associated environmental dependencies. As defined by CISA, critical functions are the functions of gov-
ernment and the private sector that are paramount to a nation’s security, economic health, and public health and are commonly upheld 
by critical infrastructure [42]. Evaluating critical infrastructure in the broader service-level lens begins an assessment of inter-
connectivity within critical infrastructure across sectors, which is crucial quantifying resilience within a network. For example, a 

Fig. 2. Placing threat-agnostic resilience characteristics within infrastructural critical functions through stress testing.
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power grid’s critical functions include generation, transmission, and distribution, but these are also tightly linked to land use, water 
consumption, and greenhouse gas emissions. By mapping these functions, their interconnections, and their environmental external-
ities, planners can better understand the system’s vulnerabilities, potential failure points, and ecological impacts.

In this phase, understanding critical functions requires considering how technical vulnerabilities interact with their operational 
context. This includes examining the organizational sphere (processes and procedures), the social and behavioural sphere (culture and 
perceptions), and the political and governance sphere (legal frameworks and compliance). In other words, understanding the system 
involves characterizing and assessing "soft" functions that could be preconditions and potential single points of failure, compromising 
capacity deployment across operational scales [43]. In a complex environment characterized by multiple stakeholders and lack of 
information, or patterns of misinformation, assessing interdependencies and weaknesses between technical elements and governance 
functions becomes the driver of internal and external crisis coordination.

The relevance of these interactions is particularly significant when considering high-impact, low-probability events (HILPs), or 
outlier events, which are distinguished by “a lack of precedence and high levels of uncertainty in their predictability and combinations 
of effects, often coming as surprises or shocks” [44]. HILPs may not meet the defined thresholds for activating mitigation actions, but 
they can still affect operations with the range of scenario that in which they are manifested. Aligning organizations and networks, both 
internally and externally, is crucial to ensure flexibility of response while strengthening coordination and developing adaptable 
response plans enable organizations to better navigate unexpected disruptions, maintaining resilience and operational continuity.

The next step associates each critical function with the resilience characteristics that most significantly support its operation and its 
environmental performance. This association is not necessarily one-to-one; multiple characteristics may bolster a single function, and 
each characteristic may affect environmental outcomes differently. For instance, distributed energy systems enhance resilience to 
localized failures while reducing transmission losses, but they may require higher initial investments in renewable energy sources and 
storage systems. Similarly, modular water distribution systems can localize disruptions and improve resource efficiency, minimizing 
water loss and energy use during repairs. By explicitly linking these characteristics to specific functions, we can develop a more 
targeted approach to enhancing system resilience.

To quantify the degree to which resilience characteristics support both critical functions and environmental goals, specific metrics 
must be developed in the third step of the framework. These metrics should capture not only operational efficiency and robustness but 
also environmental trade-offs, such as embodied carbon, resource consumption, or land-use impacts. For instance, modularity in a 
transportation network might be measured by the number of independent sub-networks, their energy efficiency, and the potential 
reduction in urban sprawl. Similarly, redundancy in water systems could be evaluated through water-use efficiency, energy intensity, 
and ecological impacts on watershed systems. These metrics provide a basis for assessing the co-benefits and trade-offs between 
resilience and environmental sustainability.

The fourth step involves stress testing and simulation techniques to evaluate system performance under a wide range of conditions, 
including both operational disruptions and environmental stressors. These stressors could include random node or link failures, as well 
as climate-related shocks such as heatwaves, flooding, or drought. Advanced simulation methods, such as agent-based modeling Monte 
Carlo methods [45], or life cycle-based environmental impact assessment, can help predict the system’s behavior under diverse 
scenarios, varying demand load conditions, or predefined threat scenarios. This step enables planners to identify vulnerabilities, 
optimize resilience strategies, and evaluate their environmental ramifications in an integrated manner.

Applying the threat-agnostic resilience framework requires acknowledging the different analytical demands posed by technical 
versus social or behavioral disruptions. While technical failures (e.g., component damage, network outages) are often amenable to 
quantitative characterization and metric identification using network science tools (Steps 3 and 4 of the framework), assessing social 
dimensions presents distinct challenges. Evaluating aspects such as organizational response capacity, community adaptive behaviors, 
or shifts in public perception often necessitates the integration of qualitative indicators, as noted in Table 1, and mixed-methods 

Fig. 3. The positive impact of the five characteristics of threat-agnostic resilience on critical infrastructure performance.
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approaches. Techniques like stakeholder analysis, scenario-based workshops, expert elicitation, and case study methodologies may be 
required alongside, or in place of, purely quantitative metrics to adequately characterize resilience in the face of social disruptions. 
Consequently, a comprehensive evaluation of resilience within complex socio-technical systems inherently demands interdisciplinary 
perspectives, combining engineering and network science insights with expertise from social sciences, organizational studies, and 
governance research.

This framework provides a comprehensive method for aligning engineered system resilience objectives with environmental 

Fig. 4. Threat-agnostic resilience within critical infrastructure. Panel A presents a reference system of a smart transportation network connecting 
urban and island settlements, airports, and power stations. Panel B, increases modularity by implementing modular construction units and 
buildings, and modular ICT components. Panel C implements lower distributedness by removing a power station and airport, while there is only one 
smart highway within the network. Panel D lowers redundancy by removing smart roadways, power stations, and airports. Panel E increases di-
versity by varying transportation modes, construction materials based on local infrastructural use and bridge design, and alternative ICT units. Panel 
F increases plasticity by adding new transportation and communication (ICT) modes.
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sustainability, regardless of threat context. By focusing on critical functions, their supporting characteristics, and their environmental 
context, it offers a scalable and adaptable approach for infrastructure systems across sectors. It enables system designers and operators 
to develop resilience strategies that are robust to dynamic threats while minimizing resource consumption and ecological degradation. 

Fig. 4. (continued).
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By focusing on critical functions and their supporting characteristics, it provides a flexible approach that can adapt to emerging and 
unforeseen challenges. Moreover, it enables system designers and operators to identify key leverage points for enhancing resilience 
across multiple dimensions simultaneously. This approach is particularly valuable in the context of complex, interconnected infra-
structure systems, where traditional risk-based approaches may be insufficient to capture the full range of potential disruptions and 
their cascading effects.

The intricate interplay of threat-agnostic resilience configurations within critical functions, as depicted in Fig. 3, reveals a narrative 
of how complex infrastructure systems can mitigate losses, expedite recovery, and enhance adaptive capacity of the critical functions 
provided. Far from operating in isolation, these principles form a synergistic framework that amplifies the overall resilience of critical 
systems.

The reference system, depicted by a solid blue line, serves as a baseline for comparison, exhibiting a typical response pattern to 
disruption. This pattern is characterized by a sharp decline in performance following a disruptive event, marked by a yellow star, 
followed by a gradual recovery. Such behavior aligns with classical resilience models proposed by Holling [46] in 1973 and further 
developed by Walker et al. [33] in 2004. The reference system’s trajectory enables a comparative analysis of systems enhanced with 
specific resilience characteristics, providing insights into the effectiveness of various resilience strategies.

Higher modularity, represented by a dashed blue line, shows an intermediate response profile. The modular system experiences a 
less severe performance drop compared to the reference system and recovers at a moderate pace. Modular design facilitates infra-
structure system mission execution amidst disruption, ranging from mitigating transit system delays during peak disruption periods 
[47], to rerouting of shipments in supply chains [48]. Likewise, the system with higher plasticity, depicted by a dotted blue line, 
exhibits a unique response profile characterized by a moderate initial performance decline but a rapid recovery. This behavior un-
derscores plasticity’s role in enabling quick system reconfiguration and adaptation to post-disruption conditions [49,50].

Systems with higher distributedness and redundancy, represented by a dotted blue line, demonstrate the most robust response to 
disruption. These systems experience a less severe initial performance drop and recover more rapidly, quickly surpassing the reference 
system’s recovery trajectory. This superior performance can be attributed to the spatial dispersion of critical components and the 
availability of backup resources. Notable examples include municipal water systems, where centralization of piped water supply and 
sewer networks requiring central control are prone to systemic disruption from relatively minor disruptions to water quality that could 
often be addressed through local water treatment and management interventions [51]. The collective effect of these characteristics 
mitigates the impact of localized disruptions and accelerates the restoration process, highlighting the importance of decentralized 
design in critical infrastructure.

The system characterized by higher diversity, illustrated by a solid orange line, initially experiences a decline similar to the 
reference system with smaller losses and exhibits a steeper recovery curve. This behavior suggests that diverse systems, while not 
necessarily more resistant to initial shocks, possess a greater capacity for rapid adaptation and recovery. Emerging examples include 
municipal and regional energy grids, where systems with diverse energy sources recovered faster from major disruptions compared to 
homogeneous systems [52]. The varied resources and operational strategies inherent in diverse systems provide multiple pathways for 
recovery, enhancing overall system resilience [53].

Below, Fig. 4 provides a comprehensive visual representation of how the principles of threat-agnostic resilience can be applied to 
complex, interdependent infrastructure systems. By illustrating various configurations of a critical infrastructure network, the figure 
demonstrates the impact of different resilience characteristics on system performance and adaptability in the face of unknown threats.

Panel A presents the reference system, which serves as a baseline for comparison. This configuration represents a typical infra-
structure network, comprising multiple settlements, airports, power stations, and smart transportation links. The reference system 
exhibits a balanced approach to resilience, with a moderate level of redundancy, diversity, and distributedness. This baseline 
configuration allows us to evaluate how changes in system design can enhance or diminish overall resilience.

Panel B showcases a system with enhanced modularity compared to the reference system. In this configuration, we observe a more 
segmented structure, with clearly defined sub-systems of transport and ICT infrastructure that can operate independently, if needed. 

Fig. 4. (continued).
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This design allows for localized management of resources and risks, ensuring that a disruption in one part of the system does not 
necessarily compromise the entire network. Second, the design facilitates easier maintenance and upgrades, as individual modules 
(units and components) can be taken offline for repairs or improvements without affecting the whole system (plug-and-play modules 
and ICT sockets) [54]. An example of that is California’s Interstate 210 connected corridor that integrates modular ICT systems for 
traffic management, such as vehicle-to-infrastructure (V2I) communication units and dynamic message signs. Each segment of the 
system can function autonomously, ensuring that disruptions in one part do not cascade across the transportation network [55].

Panel C illustrates a system with reduced distributedness compared to the reference system. In this scenario, critical functions and 
control centers are concentrated in fewer locations, presenting a stark contrast to the distributed approach of threat-agnostic resilience. 
While this centralized approach may offer some efficiency gains under normal operating conditions [56], it significantly compromises 
the system’s resilience to unknown threats. The concentration of critical assets in Panel C creates a potential single point of failure, 
making the entire system vulnerable to localized disruptions. For instance, if area A (as indicated in the figure) is affected by an 
unforeseen event, the impact on the system could be far-reaching and limit future adaptive capabilities. For example, in 2015, a SCADA 
failure in the North-Central railway zone of Indian Railways caused widespread power disruptions, halting train operations on major 
routes, including the New Delhi-Howrah and New Delhi-Mumbai corridors. The failure was traced to a central server issue, demon-
strating the vulnerabilities of centralized control systems [57].

Panel D depicts a system with diminished redundancy compared to the reference case with area A illustrating a geospatial 
disruption concern for the system. In this configuration, we observe fewer backup components of transportation and ICT and alter-
native service routes. The system features only one airport and one power station, in contrast to the two of each, present in the 
reference system. The overall cost of the system is lower, in terms of construction and maintenance. However, its resilience is critically 
low. With fewer alternative paths and backup components, the system’s ability to maintain functionality during disruptions is severely 
compromised. The lack of redundancy, specifically in area A, not only affects the system’s ability to withstand disruptions but also 
impacts its recovery capacity and reinstatement of communications. With fewer alternative resources available, the time and effort 
required to restore normal operations after a disruptive event would likely increase significantly. In January 2022, a severe snowstorm 
in Athens led to thousands of motorists being stranded on the Attiki Odos highway. The lack of redundancy in the highway’s emer-
gency response systems resulted in a slow recovery, compromising the resilience of the transportation network [58].

Panel E focuses on the principle of diversity, showcasing a system with varied modes of transportation compared to the reference 
system and more diverse construction materials. The increase of transportation options in Panel E enhances the system’s flexibility in 
responding to disruptions. For instance, if road networks are compromised due to an unforeseen event, the absence of alternative 
transportation modes could lead to significant isolation of certain settlements. Furthermore, Panel E hints at the importance of di-
versity at the component and material level. The example of constructing bridges using different materials, such as metallic and 
concrete, illustrates how diversity can enhance resilience against specific threats, and similarly, diverse ICT and transportation options 
during disruptions lead to increased systemic resilience.

Panel F illustrates a system with greater plasticity compared to the reference case to accommodate better mobility through 
designated infrastructure. The connection between settlement 3 and airport 1 is enhanced with additional provisions to accommodate 
different types of mobility solutions. This flexibility allows the system to integrate new transportation technologies or adjust to 
changing travel patterns without requiring a complete overhaul of existing infrastructure. Similarly, the link between settlements 1 
and 3 is designed with space and provisions for future expansion, such as the addition of a new road or railway. This foresight in 
planning enables the system to evolve organically in response to changing demands or technological advancements. A recent example 
of resilience demonstrated by shifting from public transportation to micro-mobility is the adaptation seen during the COVID-19 
pandemic [59]. Another example is the provision of portable ICT sockets and/or power supply units (batteries) that can facilitate 
quick recovery.

3. Discussion

The analysis of threat-agnostic resilience characteristics and their application to critical infrastructure systems reveals several key 
insights with significant implications for infrastructure planning, design, and management. The rise of hybrid threats (e.g., socio- 
technical) against a range of emerging environmental threats call for threat-agnostic approaches within infrastructure to prevent 
catastrophic failures [60,61]. Insights from network science provide the tools and methodologies to analyze and understand the 
structure, dynamics, and resilience of infrastructure [62–65]. By focusing on fundamental resilience characteristics through network 
science rather than specific threat scenarios, this approach offers a more comprehensive and flexible strategy for enhancing infra-
structure performance across a wide range of potential disruptions which may not be identified by threat-aware assessments [66,67].

One of the key advantages of the threat-agnostic approach lies in its scalability and adaptability across diverse infrastructure sectors 
and geographical contexts. Whether applied to urban water systems, power grids, or transportation networks, the principles of threat- 
agnostic resilience provide a universal framework for improvement. This universality is particularly valuable for policymakers and 
infrastructure planners tasked with developing long-term strategies that can withstand evolving threats and changing societal needs. 
Moreover, the approach facilitates cross-sector collaboration and knowledge transfer, as resilience strategies developed for one 
infrastructure type can often be adapted and applied to others. By promoting a common language and set of principles for quantifiable 
and benchmarkable resilience, the threat-agnostic approach enables more effective coordination among different stakeholders 
involved in infrastructure development and management.

The applicability of the threat-agnostic resilience characteristics extends across different scales of governance, see Fig. 5. Modu-
larity, distributedness, diversity, and plasticity manifest and can be operationalized distinctively at local, regional, and national levels. 
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For example, modularity at the local scale might involve the design of independent community shelters or microgrids, whereas at the 
national scale, it could relate to the capability to isolate and operate separable segments of the power grid or transportation networks. 
Similarly, distributedness could refer to dispersed local resources or decentralized national command structures. The framework 
presented, particularly the initial steps involving Critical Function Decomposition and Resilience Metric Identification, offers a 
structured approach to facilitate dialogue among diverse stakeholders. This process can help align potentially competing priorities, 
such as balancing specific resilience investments against broader community development goals or operational efficiencies. 
Furthermore, integrating an assessment of ’soft’ functional failures—those related to governance limitations, organizational pro-
cedures, or coordination challenges—is crucial. Such failures can act as hidden vulnerabilities or single points of failure within the 
socio-technical system. Explicitly considering these governance and organizational dimensions alongside the technical characteristics 
is necessary for managing emergent behaviors effectively and aligning resilience efforts across multiple scales and stakeholder groups.

For infrastructure operators and managers, the threat-agnostic approach offers a more proactive stance on resilience, both for 
engineering design specification, as well as anticipating environmental challenges through the coming decades. Rather than reactively 
addressing specific vulnerabilities as they are identified, this methodology encourages the continuous enhancement of system-wide 
resilience characteristics. This shift in focus can lead to more efficient resource allocation and a more holistic approach to risk 

Fig. 5. An illustrative example and brief case comparison demonstrating how the framework could be adapted across different governance contexts. 
The figure contrasts centralised (S) and decentralised (s) infrastructure services—such as energy, transportation, and data networks—across na-
tional, regional, and municipal scales. Examples include fossil power stations connected to national grids versus community-level solar and wind 
systems linked to municipal grids.
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management. By prioritizing system attributes, such as modularity and plasticity, operators can create infrastructure that is inherently 
more adaptable to changing conditions and emerging threats. Equally, investors, insurers, and financial institutions stand to gain 
significant benefits from the adoption of a threat-agnostic approach to infrastructure resilience. By evaluating infrastructure projects 
through these lens, they can make more informed decisions about long-term viability and return on investment. Projects that 
demonstrate high levels of modularity, distributedness, redundancy, diversity, and plasticity may be viewed as more robust in-
vestments in an uncertain future. This perspective can lead to a shift in investment strategies, favoring projects that prioritize long-term 
resilience over short-term efficiency gains. Additionally, the threat-agnostic approach provides a more comprehensive framework for 
assessing and pricing risk in infrastructure investments, potentially leading to more accurate valuation of assets and more efficient 
allocation of capital in the infrastructure sector.

As data sensing infrastructure improves, the continuous monitoring and improvement of threat-agnostic resilience characteristics 
for long-term infrastructure health. The performance and condition of the system should be regularly assessed, using advanced sensing 
and data analytics technologies, to detect any potential vulnerabilities or inefficiencies [68]. The system should also be periodically 
updated and upgraded, incorporating new technologies and best practices, to keep pace with the evolving threats and opportunities in 
the environment and inform preparedness.

Together with the technical component of infrastructure, further considerations must be attributed to the "soft" dimension of 
critical services mentioned earlier in the papers.

The scalability of the framework across different scales of governance and decision-making is associated with the principle that the 
failure of critical services can be rooted in positive and negative feedback loops that defines crisis dynamics, from lack of well-defined 
procedures to mismanagement [69]. In particular, the complexities introduced by emergent behaviors at varying scales-local, state, 
and national-can imply the existence of single point of failures in the different levels of organizational sphere, the social and behavioral 
sphere, and the political and governance sphere, which can then align and trigger cascading effects that progressively escalate [70]. 
Indeed, governance scale and levels can be seen as critical consideration of shaping resilience priorities, trade-offs, and imple-
mentation that affect organizations and how their critical services level [71]. At the local level, governance behaviors often prioritize 
immediate and tangible resilience measures that directly impact community members or the tactical level of organizations. These 
measures may include emergency or continuity response plans, local infrastructure improvements, and community engagement 
initiatives.

However, local governance may face trade-offs such as limited resources and the need to balance short-term and long-term 
resilience goals [72]. Regional governance tends to focus on coordinating efforts across multiple localities, leading to more 
comprehensive and integrated resilience strategies including or excluding the understanding critical services. This level of governance 
can facilitate the sharing of resources and best practices, but it also introduces complexities in aligning diverse local priorities and 
managing inter-jurisdictional collaboration [73]. National governance plays a pivotal role in setting overarching resilience policies 
and frameworks that guide regional and local efforts. National-level decisions can significantly influence the allocation of resources, 
the establishment of regulatory standards, and the prioritization of resilience initiatives. However, the implementation timelines at this 
scale may be extended due to bureaucratic processes and the need for consensus among various stakeholders [74], while the core of 
organization may have operational issues in translating all the levels in good practices of resilience. In complex operational envi-
ronment, it is essential that the assessment of "soft functions" consider multi-scalar complexities and possible conflicts between 
stakeholders defining also if these very same dynamics can represent single point of failures for the network43. The use of stress testing 
and tabletop exercises can approach this challenging element by using facilitating questions targeted to technological in-
terdependencies but also human interdependencies [75,76]. In this case, it would be expected that outcomes from the risk agnostic 
approach are more directly associated with the lack of baselines needed for capacity maintenance e.g. best practices and codes of 
conduct, or blind spots in the allocation of responsibility internal or external to the organizations that are part of the stakeholder group. 
This approach could highlight resource inefficiencies, assuring that the baseline capacity is fully understood, used, and its possible gaps 
are addressed.

Governance and management of these resilience archetypes for infrastructure systems is subject for strategic and intervention- 
based decision-making [77–81]. Pertinent decision-making processes should be agile and responsive, able to quickly detect and 
respond to the changing conditions, while balancing the trade-offs between the short-term and long-term objectives. However, the 
presence of multiple stakeholders with competing priorities may impact the framework’s effectiveness. A more detailed discussion on 
how the framework accommodates these multi-scalar complexities and stakeholder interactions, possibly within the Behavioral 
Changes section, would enhance its practical utility.

Despite its potential benefits, significant challenges remain in fully implementing the threat-agnostic approach to infrastructure 
resilience [82–85]. Moving towards network principles requires substantial investments in the sensing, collection, integration and 
cleaning of data that is not universally available. This challenge is compounded by the complex, interdependent nature of modern 
infrastructure systems, which makes isolating and measuring the impact of individual resilience characteristics as well as their sys-
temic corollaries difficult [86,87]. However, investments towards threat agnostic resilience analysis are a necessity due to the exposure 
of complex infrastructure to ahistorical climatological and environmental stressors, a burgeoning global population, increasingly 
complex and interdependent economic activities, and the increasing disruptive potential for cyber and digital shock. Much needs to be 
done to better understand and translate the dimension of threat agnosticism and its implications across various spheres. This includes 
the organizational sphere, the social and behavioral sphere, and the political and governance sphere, all of which are often charac-
terized by silo thinking in both theory and practice.

Implementing, tracking, and controlling threat-agnostic resilience within infrastructural systems requires deeper analysis based on 
the metrics for each resilience principle that this paper recommends. Governors, practitioners, and researchers alike may question the 
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most favorable composition of any infrastructure system based on its setting. Moreover, balancing these characteristics together will 
require an individualized approach for any infrastructure system. Further research should uncover the steps necessary within stress- 
testing these resilience characteristics to determine the most practical, cost-effective resilience characteristics within individual and 
interconnected systems.
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