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ABSTRACT   The paper provides an overview of cryptocurrencies and 
decentralizedfinance (DeFi).The discussion lays out potential benefits and
challenges of the new system and presents a comparison to the traditional system 
offinancialintermediation.OuranalysishighlightsthatwhiletheDeFiarchi-
tecture might have the potential to reduce transaction costs, similar to the tradi-
tionalfinancialsystem,thereareseverallayerswhererentscanaccumulatedue
toendogenousconstraintstocompetition.Weshowthatthepermissionlessand
pseudonymousdesignofDeFigenerateschallengesforenforcingtaxcompli-
anceandanti–moneylaunderinglawsandpreventingfinancialmalfeasance.
WehighlightwaystoregulatetheDeFisystemwhichwouldpreserveamajority
ofbenefitsoftheunderlyingblockchainarchitecturebutsupportaccountability
andregulatorycompliance.

Thefinancialsystemperformsawidearrayoffunctionsthatareimportant
foreconomicgrowthandstability,suchasallocatingresourcestotheir 

most productive use, moving capital from agents with surpluses to those 
withdeficits,andprovidingefficientmeansformovingwealthacrosstime
andstates.1Toachievethesegoals,theUSfinancialsystem,andsimilarly
most other countries, has traditionally relied on a set of intermediaries such 
asbanks,brokers,andexchangesthatareconnectedbypaymentsystems.
These intermediaries serve as centralized nodes that guard the access to 

1. See,forexample,Merton(1995)orAllen,Carletti,andGu(2019).
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thefinancialsystemandprovidecustomerswithessentialservicessuchas
recordkeeping,verificationoftransactions,settlement,liquidity,andsecu-
rity.Thisarchitectureimpliesthatintermediariesperformmanyofthecore
functions in the system and also help with the implementation of regulatory 
goalssuchastaxreporting,anti–moneylaunderinglaws,andconsumer
financialprotection.Asaresult,however,theseintermediariescanhold
significantpower,basedontheirpreferentialaccesstocustomersanddata.
Thiscentralizedposition,ifnotproperlyharnessedandregulated,canbea
sourceofoutsizedeconomicrentsandcanleadtoconsiderableinefficien-
cies.Itcanalsoleadtoinherentfragilityandsystemicriskifcoreinter-
mediariesbecomecorruptedorinvestorslosetrustinthesystem.

Theconcernaboutthepowerandpotentialcorruptibilityorfragilityof
intermediaries,possiblyheightenedbytheexperienceofthe2008financial
crisis,hascontributedtothenew“revolution”broughtaboutbyblockchain
technology,whichisoneofthefastestgrowingfinancialinnovationsover
thelastdecade.Itsattractionliesintheabilitytobuilddecentralizedand
open access platforms that reduce the reliance on centralized trusted inter-
mediariesandmiddlemen.

Eliminatingunnecessaryintermediariescanpotentiallybeasignificant
benefit of blockchain architecture.Technological innovationshave, of
course,longbeenconsequentialinimprovingtheefficiencyofthefinan-
cialsystemorstrengtheningcompetition.Wecanthinkofinnovationslike
mobile banking and algorithmic lending.What differentiates blockchain
frompasttechnologicalinnovationsisthatitoffersthepossibilityofa
completelydifferentfinancialarchitecture,commonlycalleddecentralized
finance(DeFi),whererecordkeepingisdecentralized,accesstothesystem
isanonymousandunrestricted,andanyformofintermediationwouldbe
builtontopofit.2

Toassessthepotentialbenefitsandchallengesoftheproposednew
architecture, it is important to recognize that intermediaries are not merely 
gatekeeperswhichhavenoeconomicvalueexcept for rentextraction.
Manyproblemswithexistingintermediariesoriginatefromtheeconomic
forcesthatareaninherentpartoffinancialmarketsandthereforeexistalso
inDeFisolutionsbutmightberelocatedtodifferentlayersinthenewinfra-
structure,aswewilldiscuss.Inaddition,someoftherentsthatfinancial

2. DeFi isalsodistinct fromthegenericumbrella termfintech.Whilefintech innova-
tionsalsointroducenewtechnologiestofinancialservices—forexample,RocketMortgage,
whichusesonlineoriginationinmortgagelending—theystillrelyonamodelofcentralized
intermediaries.
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institutionsenjoyinthecurrentfinancialsystemareadeliberateregulatory
choice:inordertoprovideinstitutionswiththeincentivestoabidebyregu-
lations,rulemakersallowtheseinstitutionstoearnsomerentstoensure
thattheyhaveafranchisevalue.

AdvocatesofDeFisolutionsarguethatfinancialservicesareripeto
undergodramaticanddisruptivechanges.Howthisevolves,intermsof
technology,regulation,andultimatelyliquidityandcredittotheeconomy,
hasimportantconsequencesfortheUnitedStatesandglobaleconomies.
Therearealsostrategicandcompetitiveimplicationsacrosscountries.The
goal of this paper is to raise some of the issues that arise in a system of 
decentralizedfinanceandproposesomesolutions,whileatthesametime
providinganintroductiontohowsuchasystemworksandthemechanics
behindit.

Westartbylayingouthowtheblockchaintechnologythatunderpins
virtuallyallDeFisolutionsworks.Wediscussthedifferentwayssecurity
isachievedunderdifferentprotocols, inparticularproofofwork(PoW)
andproofofstake(PoS),andwhateconomicincentivesarebuiltintothese
solutionstoensuretheintegrityoftheblockchainledger.Ouranalysishigh-
lightsthatthecurrentsecurityprotocolshavebuilt-ineconomicincentives 
forconcentrationofminingorvalidatorcapacityduetoinherentfixedcosts
andbenefitsofcoinsuranceforvalidators.WealsoshowthatlargePoW
networkscanhavenegativeexternalitiesonthesecurityofsmallerPoWnet-
works,whichhasimportantimplicationsforthecompetitivenessofPoW
protocols.ForPoSplatforms,anaddedcomplexityarisesfromthefactthat
the going concern value of the platform also affects the security of the plat-
formitselfandapplicationsthatrunonit.

Next,wediscussthebenefitsandlimitationsofsmartcontracts.These
areself-executingpiecesofscriptingcodethatcanintheorycarryoutany
computationandarethebuildingblocksofmanyDeFiapplications.Since
smart contracts are designed not to have recourse to the legal system, they 
havetobewrittenascompletecontractsupfront.Wehighlighttheimpli-
cations of such a change on the enforcement of contracts, the transaction 
costs of writing contracts, the opportunity of opting out of current remedial 
laws,andchallengesforconsumerfinancialprotectionifsmartcontracts
are written outside typical legal protections. Many of these challenges
mightgive rise to anew layerof “trusted” intermediaries, inparticular,
coderswhowillhelppeopletonavigateDeFiinfrastructurethatmightbe
toocomplicatedforindividualparticipants.Inthiscontext,weexplainthe
role and design of oracles, which provide access to data from outside the 
blockchainandallowsmartcontractstointeractwiththerealworld.Based
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onthesebuildingblocks,wethenprovideanoverviewofthecurrentcrypto
landscape and themainDeFi applications, such as decentralized crypto
exchanges,borrowingandlendingmarkets,andyieldfarming.

Finally,wecomparethisnewDeFiarchitecturetotraditionalfinancial
market solutions and lay out how these two regimes solve some of the
most important problems infinancial systems, such as data privacy and
transparency,extractionofrents,transactionscosts,governanceissues,and
systemicrisk.3

DeFiapplicationsmighthave thepotential todemocratizefinanceby
creatinga levelplayingfieldamongprovidersoffinancialproducts and
services.ButweshowthatthecurrentdesignofDeFiapplications,which
arepredominantlybuiltonpermissionlessandpseudonymousblockchains,
generatesformidablechallengesfortaxenforcement,aggravatesissuesof
moneylaunderingandotherkindsoffinancialmalfeasance,and,asaresult,
createsnegativeexternalitiesontherestoftheeconomy.Similartothetra-
ditionalfinancialsystem,thereareseveralnaturalpointswhererentscan
accumulateatdifferentlayersinDeFiarchitectureduetoendogenouscon-
straintstocompetitioncausedbynetworkexternalitiesandeconomiesof
scale.Also,rentextractioncanbedrivenbyfrictionsatthecustomerlevel
duetolackoffinancialsophisticationorbehavioralbiases.Incaseswhere
marketcompetitiondoesnotworktorestrictexcessiverents,regulations
are typically established toprotect the interest of users.But here again,
thepermissionlessandpseudonymousdesignseverelylimitstheabilityof
regulatorstorestrictunscrupulousoperators.

The pseudonymous and permissionless structure also has implications 
forthegovernanceofDeFiapps.ManyDeFiapps,intheirquesttoavoid
placingtrustinanyactororinstitution,haveexperimentedwithneworga-
nizationalforms,so-calleddecentralizedautonomousorganization(DAO).
ThebasicideaofDAOistospreadcontroloverdecisionsamongallinter-
estedstakeholdersbyissuingspecial“governance”tokensthatgivetheir
holders thepower toproposechanges to theprotocolandvoteon them.
Wediscussthegovernancechallengesthatariseinsucharrangementsand
show that they face the same fundamental governance issues as traditional 
organizations.Asaresult,weshowthatinthemajorityofcryptoprojects
ownershipisconcentrated.

Lastly, we discuss the potential of DeFi solutions to contribute to
systemicriskandhavespillovereffectsontherestoftheeconomy.We

3. Harvey,Ramachandran,andSantoro(2021),Schär(2021),andAramonte,Huang,and
Schrimpf(2021)alsoprovidedetaileddiscussionsoftheDeFiecosystemanditsapplications.
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highlightthatDeFisofarhasoperatedunderanarrowbankingmodel.This
removesmanyoftheproblemsfacedbythefractionalreservesystembut
also constrains the efficient use of capital. Presently, themain systemic
riskcomesfromtheabilityofinvestorstotakehighlyleveragedandinter-
connectedpositionsandapotentialrunonstablecoins.Sofar,thesystemic
riskhasbeenlimited,butastiesbetweentheregularfinancialsystemand
DeFiincrease,theriskcangrow.

Weconcludebydiscussingchallengesandpotentialsolutionsforregu-
latorsandmarketparticipants in thisnew infrastructure.Anaturalplace
for regulatory oversight in this new ecosystem is at the level of developers 
andvalidators,whointurncontrolthenetworkprotocol.Oncethislevel
ofregulatorycomplianceisestablished,manyotherfunctionscanbebuilt
thatwouldaddressthemajorityofissuesweoutlinedabove.Thissolution
looks similar toapermissionedblockchain,but itpreservesmostof the
desiredpropertiesoftheblockchainsuchasobservabilityoftransactions,
automaticsettlement,andexecutionofthesamesetofsmartcontracts.

If regulators give up on the ability to oversee validators, the effec-
tivenessofregulationwillbemuchmorelimitedandwilldependonthe
goodwill and voluntary cooperation of validators and developers of the 
blockchain. If validators accept transactions from every party, themost
regulators could hope for is to separate the network into regulated and
unregulatedparts.Thelatterpartcouldthenharborbadactorsandfacilitate
illegalactivities.Theopportunitiesofsidesteppingtheregulatedpartwill
generallyincreasewiththelevelofcryptoadoption,sincepeoplewillbe
abletotransactpredominantlyintheunregulatedpartandavoidtriggering
regulatoryoversight.

I. Blockchain Technology

Atypicalfinancialsystemcanberepresented,atanabstractlevel,asa
collectionofstatesandtransactionsthatdescribethetransitionfromone
statetoanother.Forexample,inapaymentsystemastateisacollection
ofalltheaccountsinthesystemtogetherwiththeirbalances.Transactions
specifyhowfundsmovebetweenaccounts.

Historically,financialintermediarieshavebeenthekeynodesinthefinan-
cialsystemthatcontroltheaccuracyofcustomeraccounts,performbook-
keepingfunctions,andensurethatunauthorizedpersonsdonothaveaccess
toanaccount.Foralongtime,thiscentralizedmodelofbookkeepingwas
theonlyviableoption.But recent advances in technologyhaveenabled
an alternative architecture of storing and managing information where no 
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single entity has full control over all the states and transactions or any 
subsetofthem.Instead,multipleparties(validators)holdtheirowncopies
ofstatesandjointlydecidewhichtransactionsareadmissible.Thisarchi-
tecturebecameknownasdistributedledgertechnology(DLT).Ablock-
chainisaformofDLTinwhichalltransactionsarerecordedandorganized
inblocksthatarelinkedtogetherusingcryptography.Bitcoinwasthefirst
andremainsthemostfamousapplicationofblockchaintechnology.

OneofthemainadvantagesofDLTistheeliminationofacentralpoint
offailure.Sincemultiplecopiesofrecordsexist,thecorruptionofasingle
nodeorasinglecopyhasnoeffectonthesecurityoftheblockchain.In
fact,blockchainprotocolallowsformultiplepointsoffailureorcorrup-
tionaslongasthemajorityofvalidatorsarenotcorrupted.Inparticular,
itallowsvalidatorstobepartiesthatdonottrustoneanotherorareeven
adversaries.

Blockchainsareusuallydividedintopermissionedandpermissionless
ledgersdependingonthesetofentitiesthatareallowedtobevalidators. 
Inapermissionedblockchain,asetofvalidatorsisapprovedbyacoordi-
natingbody,whichcanbeaprivatefirmoraconsortiumofinstitutions.
Incontrast,apermissionlessblockchaindoesnotimposeexanteconstraints
onthenumberoridentityofvalidators.Inaddition,blockchainsaresome-
timescategorizedasprivateorpublic ledgers. Inapublicblockchain,
everyonehas fullaccess to the informationstoredon theblockchain. In
contrast,onlyauthorizedpartiescanobservetransactionsinprivateblock-
chains.Typically,permissionedblockchainsareprivate,andpermission-
lessblockchainsarepublic.

Permissioned blockchains still require trust in the coordinating body
thatapprovesvalidators,whichisviewedbymanycryptoenthusiastsas
afundamentalflaw.Incontrast,permissionlessblockchainsdonotrelyon
trustinanyindividualvalidator,formingwhatfamouslyhasbeencalleda
“trustless”trustarchitecture.Thetrustlesstrust,however,comesatahigh
cost.Sinceanyonecanbecomeavalidatorinapermissionlessblockchain,
thesystemispotentiallyvulnerabletoaSybilattackwhereanadversary
subvertsthesystembycreatingalargenumberofpseudonymousvali-
datorsanduses them togaindisproportionately large influenceover the
consensusprotocol.

Twomainapproacheshavebeenproposedforpermissionlessprotocols
toberesilienttoaSybilattack:proofofwork(PoW)andproofofstake
(PoS).Themainideabehindbothapproachesforvalidatingtransactionsis
toprovidevalidatorswitharewardfortheirservicesandtomakeitcostly
for an adversary to attain amajority stake and subvert the system.The
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reward ismeant to provide validatorswith financial incentives towork
honestly.Therewardusuallycombines twoparts: transactionfeesanda
prespecifiedamountalsoknownasablockreward.Theblockreward is
typically denominated in the platform’s native currency and is financed
throughissuanceofnewcoins,thusservingasadilutiontaxonallusers.

Thedecentralizationoftheledgeralsohasimplicationsforthescalabil-
ityofthenetwork.Intuitively,astheledgerbecomesmoredecentralized
morecopiesneedtobedistributedandmoreresourcesneedtobespent
toachievetheprotocolconsensusandmaketheblockchainsecure.This
trade-offbetweendecentralization,security,andscalabilitywasfamously
formulatedbyVitalikButerin,acofounderofEthereum,intheearlydays
ofEthereumandbecameknownasthescalabilitytrilemma(orsometimes
astheblockchaintrilemma).Thetrilemmahasattractedalotofattention,
andalargenumberofnewblockchainsolutionshavebeenintroducedto
achievethethreegoalssimultaneously.4

In thefollowing,weleaveaside the technical issuessuchasscalabil-
ity.Wealso refrain fromagame theoryanalysisof securityofdifferent
protocols.5Instead,wefocusontheembeddedeconomicmechanismsand
incentivesthatareattheheartofthedifferentprotocolsecurityapproaches.
SincemostDeFiapplicationsarecurrentlybuiltonpermissionlessblock-
chains,wewillfocuspredominantlyontheseblockchains.Weshowthat
bothPoWandPoSfavorvalidatorconcentration,sincetherearestrong 
implicit incentives for validators to pool their capacity and coinsure their 
riskofwinningablockreward.WealsodiscusstheresilienceofPoWand
PoStoanattackandshowthatlargeexistingnetworkshavenegativeexter-
nalityonsmallnetworks.Thesepropertieshaveimportantimplicationsfor
competitioninthecryptospace,whichwediscussinsectionIV.

I.A. PoW Protocols

InaPoWprotocolsuchasBitcoin,validators(alsoknownasminers)
compete for the right to verify transactions and obtain their reward by
solvingacomputationallyintensiveproblem.Forasuccessfulattackona
blockchainanattackerneedstocontrolalargefractionofthetotalnetwork
power,typically51percent,whichresultedinthenickname“51%attack.”
Once an attacker controls the majority of mining power they can alter

4. These includesharding, sidechains,and lightningnetworks.Therearealsonon-
blockchainsolutions,forexample,hashgraphtechnologies.

5. Foranexampleofsuchanalysis,seeBiaisandothers(2019)andHalaburda,He,and
Li(2021).
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transactionsinthesystem,forexample,theycanspendthesamecrypto-
currencymultipletimes(knownasadouble-spendingattack).

ThelikelihoodofanattackinaPoWprotocolthereforedependsonthe 
prospectsthatamalevolentpartyamassesenoughcomputingpower.Notice 
thatminersshouldatleastbreakeveninthelongruntobewillingtoinvest
inmining.Thustheexpectedrewardscollectedforminingablockshould 
coverthecostofitsmining.Thisimpliesthattherearenoeconomicdis-
incentivesofamassing51percentandtheconstraintisonthefeasibilityof
amassing51percentofhashingpower(Budish2018).6

Ofcourse,anysuccessfulattackonablockchainreduces trust in this
blockchainandthereforeitseconomicvalue.Ifminershavetoincurlarge
fixedcoststosetuptheiroperations,thenbyattackingtheblockchainthey
willforfeitsomeofthefutureprofitsandmightnotbeabletorecovertheir
initialinvestments.Thisreducesthebenefitsoftheattackandcanmakeit
unprofitable.

Thelowerthefixedcosts,thelesscostlyisa51%attack.Asaresult,any
factorsthatreducefixedcostshavenegativeeffectsonthesecurityofthe
network.Inparticular,largePoWnetworkslikeBitcoinorEthereumhave
negativeexternalitiesonthesecurityofsmallerPoWnetworks.

ThelargeappreciationofBitcoinandEthereumledtosignificantinvest-
mentsinminingcapacity.7SmallernetworkslikeLitecoinorBitcoinGold
usually attract only a small fraction of the mining capacity of these larger 
coins,sincetheirrewardsalsoaremuchlower.Thiscreatesapossibility
that a miner with a large hashing capacity can divert a fraction of it to 
attackasmallercoin,iftheychoseto.

Furthermore,theemergenceofmarketplaceslikeNiceHash,wheremining 
hashpowercanberentedforaspecifictimeperiod,hasmadeitpossible
forpeopletospeculateonminingprofitabilitywithoutowningthephysical 
hardware themselves and to amasshashingpower for a possible attack.
Theamountofavailablehashingpowerinthesemarketplacesisonlya
smallfractionofthecapacityusedinlargenetworkssuchasBitcoinand
Ethereum,whichusuallyoperateclosetofullcapacity.Buttheavailable
capacityonNiceHashoftenissignificantlylargerthanthetotalmining

6. Hashingpowerorhashrateistheamountofcomputerpowerthatanetworkconsumes
tooperate;seeBitDegree,“WhatIsHashPower(Hashrate)?,”https://www.bitdegree.org/
crypto/learn/crypto-terms/what-is-hash-power-hashrate.

7. TheglobalminingcapacityofBTCincreasedmorethanonehundredfoldandETH
morethanthreehundredfoldoverthelastfouryears;seeCoinWarz,“BitcoinHashrateChart,” 
https://www.coinwarz.com/mining/bitcoin/hashrate-chart.
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capacityemployedinsmallernetworks.8 These renting opportunities have 
significantlyreducedthecostofa51%attackonsmallernetworksandin
fact have led tomany such attacks on smaller cryptocurrencies such as
BitcoinSV,BitcoinGold,andEthereumClassic(seetableA.1intheonline
appendix).

ThenegativeexternalitiesoflargePoWnetworksonsmallernetworks
haveimportantimplicationsforthecompetitivenessofPoWprotocols.It
suggeststhatonceoneorafewmajorPoWblockchainsareinexistence,
newentrantsmightfinditdifficulttocompete.Whilethenewprotocolhas
notreachedacriticalmassyet,ithasaheightenedlikelihoodofbeingsub-
jecttoanattack.Thismakesitlesssecureandmightreinforcethedominant
positionofthefirstmovers.Onedefenseagainstthenegativeexternalities
ofhashingcapacityinlargerblockchainswouldbetomakeminingequip-
mentveryplatformspecific,sothatslackinalargersystemdoesnotaffect
thenewentrant.However,platform-specificmininghardwarecanincrease
entry cost for miners to the new platform, which can have a negative effect 
onitsgrowthandsecurity.

While there havenot been any successful 51%attacksonBitcoinor
Ethereum,thisdoesnotmeantheyarecompletelysafefromthem.First,as
wementionedabove,thesenetworkshavebenefitedsofarfromlargeprice
appreciation thathavemademinersoperate atnearly full capacity. If at
somepointthereisasubstantialpricedecline,itislikelythatanincreasing
numberofminerswillfinditunprofitabletocontinuetheirminingopera-
tions.This can lead toan increase in sparemining rentingcapacityand
mightincreasetheprobabilityofanattack.

Second, in the original design, SatoshiNakamoto, the inventor of 
Bitcoin,envisionedaworldwhereminingwouldbefullydecentralizedand
notdependonafewlargeplayers.Inthisworld,minerswouldfinditdif-
ficulttocollude,andfailureofanyoneminerwouldhavenoconsequence
forthesecurityofthenetwork.

This original idea, however, clashes with the economics of mining in 
PoWprotocols.Bydesign,theprobabilityofwinningtheraceandobtaining 
theblockrewardisproportionaltothecomputingpowerspentonmining. 
This gives strong incentives for miners to pool their computing power 
andcoinsureeachother.Asaresult,mininginmostPoWblockchainsis
dominatedbylargeminingpools(Cong,He,andLi2021;Ferreira,Li,and
Nikolowa2019).

8. See,forexample,thewebsiteCrypto51.https://www.crypto51.app/.whichmeasures
thecostto51%attackBitcoinandothermajorPoWcryptocurrencies.
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Theconcentrationofminingpoolshasattractedalotofpublicattention
and concern, since high concentration facilitates collusion among miners 
and,with it, the danger of an attack.Even ifminers themselves do not
misbehave,highconcentrationincreasestheriskthatamalevolentparty,
eitheraprivateorastateactor,couldhijackthemandgaincontroloverthe
network.

Someobserversdownplayed the riskof the attackcoming frompool
concentration,arguingthateventhoughpoolscanhavesubstantialinflu-
ence over the cryptocurrency protocol, they do not necessarily control their 
miners.Therefore, ifanypool isnoticedengaginginroguebehavior, its
minerscanleaveitandjoinotherpools.

The power that a pool operator has vis-à-vis individual miners depends 
on the ease with which miners can shift capacity across pools, which in 
turndependsontheunderlyingsizedistributionoftheminers.InMakarov
andSchoar (2021)wedocument thatminerconcentration in theBitcoin
protocolishigh,evenatthelevelofindividualminers.Weshowthat,at
times,fewerthanfiftyminerscontrol50percentofminingcapacity.One
explanationforthisconcentrationinminingpowerseemstoliewiththe
highfixedcostsofsettingupalargeminingfarmthatresultinincreasing
returnstoscale.

The paper also shows that the concentration of mining capacity is 
countercyclicalandvarieswith theBitcoinprice. Itdecreases following
sharpincreasesintheBitcoinpriceandincreasesinperiodswhentheprice
drops.Thus,theriskofa51%attackincreaseswhentheBitcoinpricedrops
andmakesthesystemmorefragile.

I.B. PoS Protocols

WhilethecostsofanattackandtheresilienceofaPoWnetworkincrease
withthesizeofthenetwork,sodoesthecostofverification.Accordingto 
theCambridgeBitcoinElectricityConsumptionIndex,theannualelec-
tricity consumption of the Bitcoin network in 2021 reached 130 TWh,
which exceeds the annual consumption of such countries asNorway or
Ukraine.Becauseminershavetobecompensatedfortheircosts,largeelec-
tricityconsumption translates intohigh transaction fees.Figure1shows
theaveragetransactionfeesinthetwolargestPoWprotocols,Bitcoinand
Ethereum.AstheBitcoinandEthereumpriceshavesignificantlyincreased
overtime,sohavethefees.

Theseriousconcernsaboutthesustainabilityandenergyconsumption
ofPoWprotocolshavefavoredtheemergenceofPoSblockchains.PoS
protocolsconsumesignificantlyfewerresourcesthanPoWprotocols.Platt
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Panel B. Ethereum (ETH)

Sources: Messari.io and authors’ calculations.
Note: This figure shows the daily transaction fees and closing prices for Bitcoin and Ethereum from 

January 2017 to February 2022. Daily closing prices are plotted on the left axis and daily average 
transaction fees are plotted on the right axis. The figures are plotted in log scale.
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andothers(2021)estimateenergyconsumptionofmajorPoSprotocolsand
showthattheirenergyconsumptionpertransactioniscomparabletothat
intheVisanetwork.RecognizingthedrawbacksofPoWprotocols,after
2017therewasasignificantaccelerationinthedevelopmentofPoSblock-
chains.Also,EthereuminstitutedashifttoaPoSprotocol,Ethereum2.0, 
tobecompletedin2022.

InaPoSprotocol,insteadofsolvingadifficultmathematicalproblem,
avalidatorstakesitscoins,whichcanbeforfeitedifthevalidatorfailsto
verifytransactionsinatimelymanneroritsactionsaredeterminedtobe
malicious.InmostPoSprotocols,participantswhostakemorecoinsare
morelikelytobechosentoverifytransactions(orhavemorerightstovote
foravalidatorindelegatedPoSnetworks).Thus,PoSprotocolsarebuilton
theideathatapartythathasalargestakeinthegivennetworkwouldnot
wanttounderminethisnetworksincethegainsfromanattackwouldnot
compensate for the loss of value that comes from penalties and the drop in 
thenetwork’svaluation.

Theaboveargument relieson the idea thatavalidatorwhichownsa
largestakeintheplatformalsohasaninterestinitscontinuationvalueand
thusshouldbedisincentivizedfromendangeringit.Thislogicmakessense,
iftheattackinquestionis,forexample,adouble-spendingattack,since
thegainsinthatcaseareasmallfractionofthetotalvalueofthenetwork.

However, thegainsfromanattackmightnotberestricted tosimple
gainsfromdouble-spending.First,ifthenetworkispartofacompetitive
environment, competingnetworksmight realize substantial gains from
undermininganewentrant.SimilartowhatwedescribedinPoWblock-
chains,underminingfledglingrivalscanbeparticularlyprofitable if it
reducesfuturecompetition.

Second,manyPoSblockchainsaresmartcontractplatformsthatposi-
tion themselvesasabase layerprovidingsecurity forotherapplications
orevenotherblockchainsthatarebuiltonit.Inthiscase,thereistension
betweenthevalueofthebaselayerblockchainanditsapplications.Ifthe
valueofthebaselayerisbelowthevalueofanapplication,anattacker
whowantstounderminetheapplicationmightfinditprofitabletoattack
thebaselayer.Topreventsuchanattack,thevalueoftheblockchainatthe
baselayershouldbesubstantiallygreaterthanthevalueofitsapplications.
Since thevalueof thebase layer comesprimarily from transaction fees
(andseigniorage),thepossibilityofanattackonthebaselayerputsalower
boundontherequiredsizeofthefeesthathavetoaccruetotheblockchain
atthebaselayer.Highfees,however,hurtthevalueofapplicationsbuilton
theplatform,andthustheplatform’svalue.
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WeshowedinsectionI.AthatmininginPoWblockchainsisdomi-
natedbypoolsbecausetheyallowminerstocoinsureeachother.Asimilar
forceisatplayinPoSblockchains.Sincetheprobabilityofbeingchosen
and collecting the reward depends on the amount of coins a validator is 
staking,investorshaveincentivestopooltheirstakestogetherandcoinsure
eachother.

Table1documentsconcentrationofvalidatorsforthelargestPoSpro-
tocols asofFebruary2022.Thedata show significant concentration for
thevastmajorityofthePoSblockchains.Thetoptenvalidatorsholdtypi-
callymorethan25percentofthecapacity,whilethetopfiftyvalidatorsare
above50percent.

Inaddition,sincethetechnologyusedacrossdifferentPoSprotocols
sharesmanysimilarities,thesamevalidatorstypicallyworkonmultiple
blockchains.Table2 shows the topfifteenvalidators togetherwith their
combinedstakesinthetoptenlargestPoSprotocols.Thetopten,fifty,and
onehundredvalidatorsaccountfor14percent,32percent,and41percent
ofstakesacrossthetenlargestPoSblockchains,respectively.9

TheconcentrationofPoSvalidatorsatthetimeofwritingislowerthan
inthePoWprotocols,butitisnotfullydispersedeither.Itisofinterestthat
a few validators are starting to emerge as dominant players across different 
blockchains.

Table 1. Concentration of Validator Stakes

Cryptocurrency
Amount staked  

(% of circulating supply)

Validator concentration 
(%)

Top 10 Top 50

Solana 70 23  56
Cardano 73 30  47
Avalanche 97 17  57
Terra 77 36  76
Polkadot 57 30  56
CosmosHub 63 45  87
NEARProtocol 61 50  96
Polygon 34 72  99
Fantom 54 88 100
Tezos 76 63  96

Sources:Stakingrewards.comandauthors’calculations.
Note:Thistablereportstheconcentrationofvalidatorstakesforthetoptenproof-of-stakesmartcon-

tractplatformsbymarketcapitalizationasofFebruary2022.Validatorstakesincludestakesprovided
byvalidatorsthemselvesandstakesdelegatedtovalidators.ThedataexcludeEthereumsinceitisina
transitionperiod.

9. Authors’calculationsanddatafromStakingrewards.com.
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II. Smart Contracts

SmartcontractshavebecomeanotherfundamentallayerofthenewDeFi
architecture.Togobeyondsimpleinteractionssuchasthetransferofcoins
orassetsontheblockchain,manynewerprotocolsstartingfromEthereum
providetheopportunitytoembedpiecesofscriptingcodethatcan,intheory, 
carryoutanycomputation.Thesepiecesofcodebecameknownas“smart
contracts.”ThetermandtheconceptarecreditedtothecryptographerNick
Szabo,whodefinedsmartcontractsas“asetofpromises,specifiedin
digital form, including protocols within which the parties perform on these 
promises”(Szabo1996,par.5).Themodernimplementationofthisidea
arrivedwiththecreationofEthereum,whichisdesignedtoexecutesmart
contractsandmakeitconvenientfordeveloperstobuildapplicationson
topoftheblockchain.10

By itself, using software code to represent and execute contractual
agreementsisnotnew.Forexample,whentradingviaanonlinebrokerage 
platform, each time a customer sets up a limit order that automatically 
buyscertainstockswhenpricesmatchapredefinedlevel,thecontractis

Table 2. Top Validators

Validator Staked (US$ billions) Share (%)

Everstake 2.8 2.2
BinanceStaking 2.6 2.1
ChorusOne 1.6 1.3
DokiaCapital 1.6 1.3
CertusOne 1.5 1.2
BisonTrails 1.5 1.2
Allnodes 1.5 1.2
InfStones 1.5 1.2
Kraken 1.4 1.1
Staked 1.2 1.0
P2PValidator 1.2 1.0
OrionMoney 1.1 0.9
B-Harvest 1.0 0.8
StakingFacilities 1.0 0.8
Figment 1.0 0.8

Sources:Stakingrewards.comandauthors’calculations.
Note:Thistablereportsthetopfifteenproof-of-stakevalidatorsandtheiraggregatestakesinthetop

tenproof-of-stakesmartcontractplatformsbymarketcapitalizationasofFebruary2022.Validatorstakes
includestakesprovidedbyvalidatorsthemselvesandstakesdelegatedtovalidators.

10. SeeButerin(2014).
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executedbyasoftwareprogram.Financialmarketsande-commerceare
dominatedbythesetypesofarrangementssincetheyallowalargevolume
oftransactionstobeexecutedquicklyandefficiently.Butevenifthepro-
gramautomaticallyexecutesasetof tasks, in traditionalelectroniccon-
tracts, the parties to the contract still have recourse to the legal system if 
thereisadispute.Forexample,ifalimitorderisexecutedbasedonwrong
informationusedbytheonlinebrokerageplatform,theclientcanseekres-
titutionfromthebrokeragethroughthecourts.

Thecriticaldifferences,fromaneconomicperspective,betweentradi-
tionalelectronicarrangementsandsmartcontractsthatareexecutedona
permissionlessblockchainarisefromhowthecontractsareexecutedand
enforced.11Weshowthatsincesmartcontractsareself-executingoncethey
havebeenembeddedintheblockchain,theyrequirecontractingparties
tocompletecontractsasmuchaspossibleexante,sincetheycannotrely
onexpostremedialprotectionsthroughthelegalsystem.Wediscussthe
implications of this switch for the transaction costs of writing contracts, 
theabilityofcontractingpartiestooptoutofthecurrentlegalprotections,
andtheconstraintstoconsumerfinancialprotections.Theneedtoimport 
up-to-dateinformationfromtheoutside(off-chain)worldintotheblock-
chainalsoledtothedevelopmentofanewsetofentities,so-calledoracles.
Welayouttheroleoforaclesforthefunctioningofsmartcontractsand
potential vulnerabilities that are introduced through oracles. Finally,we
argue that thisnewarchitecturemight requirecontractingparties to rely
on a new set of trusted intermediaries, such as the developers of the smart 
contract platform or coders who help to write the computer programs that 
willbeexecutedontheblockchain.

II.A. Execution and Enforcement

Theexecutionofasmartcontractonapermissionlessblockchainfunda-
mentallychangestheprocessofenforcement(WerbachandCornell2017;
Werbach2018).First,onceaprogramhasbeenexecuted,thedistributed
natureofthecontractverificationmakesitimpossibletounilaterallystop
orreverse itsexecution,unlesscertainconditionsforstopping thesmart
contractwereincludedintheprogramexante.Second,evenifoneparty
wanted to sue a counterparty, theremight not be any party that can be

11. Smartcontractscanalsobeimplementedonpermissionedblockchains.Inthispaper,
wefocusonsmartcontractsrunonpermissionlessandpublicblockchainprotocols,since
theirmajorapplicationshavebeenhostedonsuchblockchains.



156 Brookings Papers on Economic Activity, Spring 2022

heldaccountablebecauseoftheanonymityofthetransactions.Practically
speaking,theremightbenoonewhocanbeservedwithalegalnotice.

These changes are important for the application of contract law, since 
itisfundamentallyaremedialinstitutionthatoperatesonanexpostbasis.
First,contractlawaimstorectifysituationsexpost,whereonepartyhas
wronged another party by breaching the terms of the contract or not
deliveringonapromisedaction.Second,thelawincorporatesavarietyof
doctrineswhichallowoneormultiplepartiestoannulthecontractexpost.
Theseexemptionsaremeanttoprotectcontractingpartiesagainstunwit-
tingly(ordeliberately)takingadvantageofeachotherorofanunforeseen
situation.Theseareissuessuchasunconscionability,mutualmistake,ille-
gality,capacity,consideration,fraud,orduress.Theroleofjudgesandthe
legal system is to oversee and enforce the intended application of the law 
in thesecases. Inotherwords, the legalsystemcompletescontracts that
wereeitherdeliberatelyorunintentionallyleftincompleteexante(Wright
andDeFilippi2015).

Ofcourse,contractsarewrittenintheshadowofthelaw.Theexpecta-
tionsthatcontractingpartieshaveabouthowlawswillbeenforcedaffect
howcontractsarewritten in thefirstplaceandwhichpartscanbe left
unspecified.Sincesmartcontractsdonotallowforrecoursetothelegal
system,theyhavetobewrittenascompletecontractsupfront.Or,ata
minimum,thecontractingpartieshavetospecifyexactlywhichstatesof
theworldtheyarewillingtoleaveunspecified.Sincethesmartcontract
cannotbeunilaterallystoppedand renegotiated, ifa stateof theworld
isnotexantespecified, theprogramwillexecuteas if this statenever
existed.

Thishighlightsthatacontractbreachinthetraditionalsenseisnotpos-
sibleon theblockchain.Once theparametersencoded in thesmartcon-
tractsarerealized,thecodewillexecutethetransaction.Thissignificantly
reduces the chance of one party to a contract reneging on it after the fact, 
say,becausetheychangedtheirmindortheywerenotseriousaboutthe
transactioninthefirstplace.Buttheautomaticexecutionofsmartcontracts
alsoeliminatestheopportunityfor“efficientbreach.”Takethesituationof
amutualmistake:abuyerandselleragreetothepurchaseofanassetat
aspecificprice,butjustbeforethesellerissupposedtodelivertheasset,
the seller discovers that the asset is worth much more than either side had 
realized.Here,inatraditionalcontractingsituation,thesellercouldengage
inefficientbreachandnotdelivertheassetuntilbothsideshadachanceto 
renegotiatethetermsofthedeal.However,withasmartcontract,thetransfer
willbeexecutedsincethepartiesbydefinitiondidnotplanforthemutual
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mistakeupfront.Asimilarlogicholdsformanyoftheotherprotections
thattraditionalcontractlawprovides.Thisshiftsthestatusquoofwhich
partywillbeintheroleofplaintiffanddefendant.12

II.B. Smart Contract Trade-Offs

TRANSACTION COSTS OF CONTRACTING Asthediscussionabovehighlights,
smartcontractsmustbewritteninprecise,fullydefinedcomputercode
sincetheycannotbemodifiedonceexecuted.Manyproponentsofsmart
contracts have suggested that this reduces their cost since there is no scope 
for ex post renegotiation.But these cost savingsmight be offset by the
higher up-front costs of negotiating and specifying the precise terms of  
anagreement inallpossiblestatesof theworld.Theseup-frontcosts
willbecomeespeciallyhighwhenthereislargeuncertaintyaboutthe
futurestatesoftheworldorifthesestatesarehardtoimagineandtodefine
exante.

To mitigate these issues, traditional contract law systems provide a 
seriesofmandatoryanddefaultpositionsthatallocateriskwhenmatters
areleftunspecified.Inthecaseofsmartcontractsthisrecoursetothelegal
systemisnotpossible.Sothecostsmustbebornebytheindividualsengag-
inginthecontract.Inthecaseofcontractsthatareverysimpleandstan-
dardizable,sometemplatesofcodewillmostlikelybedevelopedwhich
anyonecanusetoembedinasmartcontract.Thiscanreducetheup-front
cost in cases where many people have very similar contract issues and the 
futurestatesandoutcomesoverwhichthecontractneedstobedefinedare
alsoverystandardandsimpletounderstand.However,assoonasthereis
morevariationinpossiblecontracttemplatestobeconsideredinacontract-
ing situation, the mental cost of comparing and understanding the different 
optionsmightbecomequitehigh.Andofcourse,thecostsareevenhigher
ifthesituationisuniqueandalotofvalueisatstake.Herepartiescannot
choosefromexistingtemplatesbuthaveastrongincentivetonotinadver-
tentlymissormiscodeapossiblestateoftheworld.Thismeanstheydo
havetobeartheup-frontcostsoftryingtowriteascompleteacontractas
possible.

SMART CONTRACTS AS A COMMITMENT DEVICE Even people who trust the 
legalsystemmightinsomesituationswanttoavoidexpostlitigation
risktobringdownexantecost,forexample,reducingthepossibilityof

12. Partiestoasmartcontractcouldtryputtinginprotectionsagainstmutualmistakes
bywritingintothecontractarbitrationofthird-partyexperts,butthiswouldrequiretrustin
expertsandtherefore,wouldgoagainstthemainideaofsmartcontracts.
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opportunisticbehaviororefficientcontractbreachexpost.Takeasituation
wherebothpartiestoacontractarewell informedaboutthefunctioning
ofacertainfinancialproduct,say,amortgage,andthusideallythelender
would not need to spend time developing education material to inform the 
borroweraboutwhathappensincaseofdefault.However,iftheborrower
hastherighttosueexpostiftheywerenotinformedthatthelendercan
seize theproperty, the lenderwillbeforced todevelop trainingmaterial
toprovethattheborrowerhasbeeninformed.Aninformedborrowerand
lendermight bebetter off if they could shut off theopportunity for the
borrowertosueincaseofdefault.Itwouldeliminatethelender’sneedto
investinexpensivetrainingmaterialwhichiswastefulinthiscase.But
sincetheborrowercannotabdicatetheirrighttosue,bothpartiesmust 
bearthecostoftheup-fronttraining.

Theseissuesapplyinsituationswherebothpartiestoacontractaresure
thattheydonotvalueanyexpostprotectionthroughcontractlaws.This
requiresthatbothsidesmustbewellinformedaboutthelogicofthecon-
tractandallthepossibleexpostoutcomesanddonotfearthepossibilityof
beingtakenadvantageof.Infinancialmarketsthisisanimportantconcern
sincemanycontractsinvolveinvestmentsincomplexandriskyproducts,
forexample,tradinginderivatives.Ifcustomerscouldsueeachtimeabad
stateoftheworldoccursandclaimthattheyweremisledabouttheproduct,
intermediarieswouldnotbeabletosellanyriskysecurities.IntheUnited
Statesthelawhasaddressedtheseissuesbygrantingcertainexemptions
tohigh-net-worthindividualsorpeoplewhocandemonstratetheirknowl-
edgeinthoseproducts.Butitdoesnotprovidesweepingexemptionsfrom
theexpostprotectionsofcontractlawsinceinmanysituationsconsumers
might not evenbe awareof their own lackof knowledge relative to an
informedmarketparticipant.

SMART CONTRACTS AND CONSUMER FINANCIAL PROTECTION Alargebodyof
literatureinfinancehasshownthatmanyparticipantsinfinancialcontracts,
especiallyretailinvestors,lackfinancialliteracyandarenotwellprepared
tounderstandfinancialmarkets.13Althoughpartiesaregenerallyfreeto
enterintoagreements,subjecttocertainlimitationsandexceptions,the
lawprotectspartiesincertainsituationsbydeterminingwhethertheyhad
thecapacitytoenterintoalegallybindingagreement.Forexample,con-
tractsmaybevoidableifmadebyaminororpersonswhoarementally
illorintoxicatedatthetimeofcontracting.Bynotallowingmandatory 

13. See,forexample,LusardiandMitchell(2007).
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expostprotectionsthroughthelegalsystem,smartcontractsdonotprovide 
sufficientsafeguardsforfinanciallylessinformedormorefragilecustomers. 
Since smart contracts typically have limited means to test for a person’s 
financialsophisticationormentalcapacity,theenforcementofthesecon-
tractscouldleadtoundesirableoutcomesifthereisnoprovisiontoreverse
theoutcomeasintraditionalcontractlaw.

If financially less sophisticated consumers are aware of their lack of
knowledgeandunderstandthatthereisariskthatinsuchanenvironment
theyaredisadvantaged,themostplausibleresultwouldbetooptoutofthis
contractingenvironment.However,ifsmartcontractsbecamethepredomi-
nantformofcontracting,itwouldseverelyaffectmarketparticipationof
lesssophisticatedconsumers.Or,alternatively,thesecustomerswouldhave
tofindtrustedintermediariestoactontheirbehalf.Sowearebacktothe
originalproblemofhowtoensuregoodperformanceofintermediaries.But
giventhepseudonymityoftheblockchainenvironment,itwouldbemore
difficulttobuildtrust.Furthermore,alargebodyofliteratureinbehavioral
financehasshownthatmanyfinanciallyunsophisticatedconsumersarenot
awareoftheirlackofinformationorareoveroptimisticabouttheirability
toparticipateinfinancialmarkets.Asaresulttheymightunknowinglysign
contractsthatareagainsttheirowninterests.14

Tocurtailthemostegregiousabusesinthetraditionalsystem,theUnited
States has a set of consumer financial protection regulations in place,
including theConsumerFinancial ProtectionAct, theFairDebtCollec-
tionPracticesAct,andtheTruthinLendingAct.Theseaimtoreducethe
asymmetry in knowledge and information betweenfinancial institutions
andcustomerstoprovidebetteroutcomesforconsumers.Asthediscussion
ofsmartcontractssuggests,thesetypesofregulationswillbedifficultto
implementonapermissionlessblockchain.

ARE SMART CONTRACTS REALLY “TRUSTLESS”? Anoftenhighlightedpromise 
ofsmartcontractsisthattheymayreducetheneedfortrustbetweencontract-
ingpartiesortrustinthelegalsystem.Legalenforcementofcontractscan 
becumbersomeandpronetoerror.Insomesocietiesthelegalsystemitself
canevenbecorruptandbiased.Ifpeopledonottrustthelegalsystem,they 
mightpreferadecentralizedexecutionthatisnotsubjecttoexpostdiscre-
tion.Butitisnotclearwhethertrustcanberemovedaltogetherfromthe
processofsmartcontractingorwhetheritsimplyrequiresashiftoftrustto
otherintermediariesandsystems.

14. See,forexample,Laibson,Repetto,andTobacman(2007)orCampbell(2016).
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Inanarrowsetofcircumstances,smartcontractscanautomatically
enforcetransactionsifallpartsofthetransactionareon-chain.Forexam-
ple,acontractthatexchangesonetokenforanotheronthesameblockchain
doesnotrelyonenforcementoradjudicationoutsidetheblockchain.Here
theleveloftrustisashighasthetrustintheblockchainitself,butsome
leveloftrustisstillrequired.Forexample,partiesneedtotrustthedevel-
operswhooverseeanetwork’sprotocolnot tohaveembeddederrors in
the coding of the platform or that the consensus protocol is well enough 
designedthatitisnotpronetoanyattacks.

However, thevastmajorityof importantfinancial interactionsrelyon
assets,actions,orinformationthatexistoutsidetheblockchain.Forexam-
ple,oneofthemostimportantfinancialcontractsatypicalhouseholdinthe
UnitedStatesmakesisforamortgageagainsttheirhouse.Whileonecould
imagine a smart contract that uses the home as collateral, the transfer of the 
housecannotbefullyautomatedontheblockchainledger.First,thesmart
contractwouldhavetostipulatehowthedeedrecordinthepublicdatabase
mustchange,incaseofdefaultornon-repaymentoftheloan.Second,even
ifweassumethat thedeedrecorditself livesonthesameblockchain, if
the person who currently occupies the house does not move out when the 
ownership changes, it does need off-chain verification and enforcement
tochangethedefactostatethatmatters,forexample,canyouoccupythe
houseyousupposedlyown.

Getting off-chain data presents a number of challenges.The solution
revolves around the use of an oracle—anoff-chain entity that creates a
transactionon-chainwiththedataposted.Oraclesdefinehowasmartcon-
tract incorporatesoff-chaininformationintotheexecutionofaprogram,
whichwediscussindetailinsectionII.C.Theconsequenceofusingoracles 
isthatpartiesneedtotrustthem.

Inaddition,giventhelackofanexpostappealsprocessviathelaw,a
lotisatstakewhenspecifyingasmartcontracttobeascompleteaspos-
sibleupfront.Especiallyfor transactionsthataremorecomplicated, the
machine-readablecodeforthesmartcontractmustbecompleteandfollow
strictrulesofsyntaxandsemantics.Inpractice,mostpeoplearenotable
to write this type of contract themselves and therefore must rely on coders  
orthird-partydevelopers.Thiscanleadtoperverseincentivefordevel-
operswhoaremoreknowledgeablethantheprincipalwhohiresthemto
takeadvantageoftheprincipalandexploitdeliberatevulnerabilitiesinthe
code.Thefactthatthecodeunderlyingthecontractisstoredontheblock-
chainandpubliclyaccessiblealleviatesbutdoesnotcompletelyeliminate
theproblem.Thepseudonymityoftheblockchainmakesitdifficult to
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confirmif thedeveloperofacode isalso theagentbenefiting fromany
vulnerability.Andatleastcurrently,developersarenotboundbythesame
fiduciarystandardsasfinancialintermediaries.

OBSERVABILITY Wheninteractingwitharegularserver-basedwebappli-
cation,theuseroftencannotobservethedetailsoftheapplication’sinternal
logic.Asaresult,theuserhastotrusttheapplicationserviceprovider.
Smartcontractsmitigatethisproblemandensurethatanapplicationruns
asexpected,sincethecodeunderlyingthecontractisstoredontheblock-
chainandpubliclyaccessible.However,thistypeofobservabilitycanalso
haveadownsideif it leadstostrategicbehavior.Forexample, takeany
ratingsysteminfinancesuchasapersonalcreditscoreorafirm’sbond
rating.Ifthesmartcontractspellsoutexactlyhowthescoreiscalculated,
usersmightoptimizeagainstthecodesothattheylandjustabovethe
cutoffforthebestcategory.Thiscouldunderminetheusefulnessofthese
typesofscores.15

Anotherpossibleproblemwiththeobservabilityofdataontheblockchain
hasbeenhighlightedinCongandHe(2019).Sincegeneratingdecen-
tralizedconsensusentailsdistributinginformation,itchangestheinforma-
tionenvironmentforthemarketparticipants.Inparticular,asCongandHe 
(2019)argue,itcanencouragegreatercollusionbetweeninterestedparties.

II.C. Oracles

Whiletheblockchaintriestoremovetherelianceonthird-partyenforce-
ment,smartcontractsoftenneedtoaccessdatafromoutsidetheblockchain
iftheywanttointeractwiththerealworld.Consider,forexample,alimit
order,whereapersonwritesasmartcontracttoautomaticallysellatoken
ofBitcoinwhen thepricehitsacertain target level.For thiscontract to
work,thecontractneedstoaccessup-to-dateBitcoinprices.Ifthedataare
notobtainedinanaccurateandtimelyfashion,asmarttradercouldreap
largegainsbytakingadvantageofstaleorwrongprices.

Onesolutionwouldhavebeentoallowthesmartcontracttoobtainthe
price by querying an application programming interface (API) of some
exchange.Theproblemwiththissolutionisthatalmostallblockchains
aredesignedtobedeterministic,whichmeansthatanystateshouldbe
reproduciblegiven thehistoryof thenetwork transactions.Determinism
isimportantsothatdifferentnodesthatexecutethecontractcancometo
aconsensus.Sincequeryingtheinternetcan,ingeneral,producedifferent

15. SeeBerg,Puri,andRocholl(2020)foranexampleofloanofficersgamingascoring
threshold.
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values(forexample,thepricedependsonthetimeofthequery),allow-
ingthesmartcontracttoquerythepricewouldleadtodifferentvalues
acrossthenodes,thusmakingtheconsensusimpossible.

Asolutiontotheaboveproblemistouseanoff-chainentitythatdoes
thequeryandpoststhedataon-chain.Oncethedataareon-chain,smart
contractscanaccessandusethem.Theoff-chainentitiesthatquery,verify,
andauthenticateexternaldatasourcesandthentransmittheinformationto
ablockchain,inthecryptoparlance,arecalledoracles.

Therearemanytypesoforacles.16 The central issue in the design of any 
oracleistrust.Similartoachain,whichisasstrongasitsweakestlink, 
asmartcontractisassecureasitsleastsecurecomponents.Ifthedatasup-
pliedbyanoraclearecorrupted,thensoistheoutputofthesmartcontract.

Thesimplestdesignofanoracleiswhereanentityqueriesasingledata
providerandrecordsthedataontheblockchain.Forexample,itcouldbea
queryfromaCoinbasewebAPI.Thisiscalledacentralizedoracle,which
isoftenafastandefficientsolution.However,relianceononecentralized
entity and one centralized data source introduces several potential points 
offailure.First,theentitycanbecorrupted.Forexample,theoraclecould
withholdthedataorfrontrunoninformationitprovides.Second,thedata
canbecorruptedintheprocessoftransferringfromthedatasourcetothe
blockchainbecauseofasoftwarebug.Finally,thedatasourceitselfneeds
tobetrusted.

In itsperpetualquest tominimize trust from relyingon thirdparties,
thecryptocommunityhasbeenactivelyworkingonneworacledesigns.
Inspiredbythedecentralizedtrustmodelofpermissionlessblockchain
protocols,decentralizedoracleshavebecomeoneofthefastest-growing
solutions,withChainlinkcurrentlydominatingthespace.Themainidea
behindanydecentralizedoracleistosourcedatafromalargeandhetero-
geneoussetofentities(nodes) todeterminethevalidityandaccuracyof
thedataandtokeeptheentitieshonestbyusingincentivemechanismsand
skininthegame.

SimilartoPoSprotocols,everyparticipatingnodethatdeliversdatahas
tostakeadeposit,typicallyinthenativetokenofthenetwork.Ifthenode
providesaccuratedata,itearnsareward.Ifitmisbehaves,thenodecanlose
apercentageofitsstakeand,insomecases,accesstofutureparticipation
intheoraclenetworkand,asaresult,allfuturerevenuefromtheprotocol.

16. SeeBeniiche(2020)andCaldarelliandEllul(2021)forsurveysofdifferentoracle
types.
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Thefundamentalchallengethenistodeterminewhatthetruthis.Ina
blockchain, thecorrectnessof transactions isapropertyof internalcon-
sistency(nodouble-spending).Therecanbemultipleconflictingversions
oftheblockchain(forks),butthereisalwaysonethatiscorrect,andthe
goalofvalidatorsistoagreeonwhichone.Inanoraclenetwork,thesitua-
tionismorecomplicated.Dependingonthenatureofthedatainanoracle
network,theremightnotbeatruereportbutonlyitsnoisyrealizations.
Therefore, a typical solution to determine the consensus report is to rely on 
the wisdom of the crowd and use some form of aggregation across reports, 
forexample,takingthemedianormeanvalue.

Thisrelianceonadiversifiedsetofdataproviders,however,exposesthe
processtothepossibilityofanadversarialattack,whereanadversarybribes
theexistingnodesorsetsupnodes toproduceacorrupt report.Equally
problematiccouldbecollusionamongoraclenodes.Ifthegainsfromcollu-
sionbecomeveryhigh,theoraclenodesmightnotcaretolosetheircurrent
stakesorevenallfuturestakes.Asaconsequence,theoracle’seconomic
rentshouldbehighenoughtoensurethatitsmembersaretoremainhonest.

Theresearchondecentralizedoraclesisinafledglingstate.17 There are 
manyopenquestions.Forexample,holdingthesizeoforaclesnetwork-
fixed,whatdesignisthemostresilienttothebriberyattack?Isitoptimal
torestrictthesizeofthenetworkorallowafreeentryofnodes?Holding
economicrentofanoraclefixed,whatisthemaximumstakethatcanbe
writtenontheoracle’soutput?

III. The Current Cryptocurrency Landscape

According toCoinGecko, therewereover10,000crypto tokenswithan
aggregatemarketcapofmorethan$2trillionasofFebruary2022.Sev-
eralclassificationshavebeenproposedforcryptotokens.18Wehavefound 
itusefultoparsetheuniverseofcryptotokensintothefollowinglarge
categories,depictedinfigure2.

III.A. Stablecoins

Tostartwith,wecanseparatecryptotokensintostablecoinsandnon-
stablecoins.Stablecoinsaredesignedtomaintainapegtofiatcurrencies

17. SeeBreidenbachandothers(2021)andthereferencestherein.
18. See,forexample,CongandXiao(2021)orPrasad(2021).ArecentCenterforAmer-

icanProgressreportdescribeshowcryptocurrenciesfitinthecurrentregulatorylandscape;
seePhillipsandThornton(2022).
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andthereforeactasasafeassetthatisnotsubjecttothesamevolatilityas
manycryptocurrencies.Theabsenceofcentralbankdigitalcurrencyand
thegrowthofDeFiapplicationsbasedonsmartcontractscreatedastrong
demandforprivatestablecoinsthatarenativetocryptocurrencyprotocols.
According toCryptoRank, if at thebeginningof2021 themarketvalue
ofallstablecoinswas$30billion, thenbyFebruary2022ithadreached
$180billion.19Asapointofcomparison,thetotalvalueofBritishpound
banknotesincirculationin2021wasabout£80billion.20

Theexistingstablecoinscanbedividedintostablecoinsbackedbytra-
ditionalliquidandsafeassets,forexample,USdollarsandTreasurybills,
andalgorithmicstablecoinsbackedbyothercryptocurrencies.Infigure3,
panelAshowstherelativeshareofstablecoinsbackedbytraditionaland
cryptoassets,withtheformerbeingthevastmajority.

PanelsBandCshowthelargeststablecoinswithineachcategory.The
stablecoinsbackedbytraditionalassetsaredominatedbyjustthreecoins:
Tether,USDCoin,andBinanceUSD.Toguaranteethepeg,thestablecoins

Crypto
tokens

• Stablecoins
 • Backed by
  traditional assets
 • Backed by other
  cryptocurrencies
• Non-stablecoins
 • Cryptocurrencies
 • Smart platform 
  tokens
 • dApps tokens
 • NFT
 • Other

Sources: CoinGecko and authors’ calculations.
Note: This figure shows the share of market capitalization by categories of cryptocurrency tokens and 

coins (here we collectively refer to them as tokens) as of February 2022. “Smart Contract Platform” 
includes tokens for platforms that host smart contracts on their own blockchains. “Stablecoin” refers to 
tokens that are pegged to a specific asset such as fiat currency. The category “dApps” includes tokens 
used for different decentralized application protocols. “NFT” refers to non-fungible tokens. “Other” 
refers to the rest of the cryptocurrency tokens that cannot be classified to the categories listed above.
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33.9%
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Figure 2. Share of Market Capitalization by Token Categories

19. SeeCryptoRank,“CryptoMarketInsightsandAnalytics,”https://cryptorank.io/.
20. SeeBankofEngland,“BanknoteStatistics,”https://www.bankofengland.co.uk/

statistics/banknote.
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Sources: CoinGecko and authors’ calculations.
Note: This figure shows the share of market capitalization by stablecoin categories as of February 

2022. Panel A shows the share of stablecoins backed by traditional assets compared to those backed by 
crypto assets. Stablecoins backed by crypto assets include those algorithmically backed by a particular 
cryptocurrency or by multiple tokens such as tokens in a liquidity pool. Panel B shows the share of top 
stablecoins backed by traditional assets. Panel C shows the share of top stablecoins backed by crypto assets.
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backedbytraditionalassetsshouldbebackedone-to-onebycashorcash-
like assets such asUSTreasuries.Many stablecoin providers hadmade
claimsthattheirtokenswere100percentbackedbyliquidassets,onlylater
torevealthatthatwasnotthecase.Thefamousexamplesincludethetwo
mostpopularstablecoins,TetherandUSDCoin.21Inbothcases,somepart
ofcollateralwasheldinsecuritiessubjecttodefaultrisk.InOctober2021,
Tetherwasfined$41millionbytheCommodityFuturesTradingCommis-
sionformakingmisleadingclaimsaboutbeingbackedone-to-onebythe
USdollar.22

Alongwiththestablecoinsbackedbytraditionalassets,therehasalso
beengrowingacceptanceofalgorithmicstablecoins.Basedondatafrom
CoinGeckoandourcalculations,asofFebruary2022,thecombinedvalue
ofalgorithmicstablecoinsexceeded$25billion,withthelargestcoins
beingDaiandTerraUSD.Therisingpopularityofalgorithmicstablecoins
canagainbetracedtothedesireofthecryptocommunitynottorelyon
centralizedparties.Sincefiatcurrenciesareissuedbygovernments,the
stablecoinsbackedbytraditionalassetsdependontrustingovernment.To
breakfromtheneedtotrustthegovernment,algorithmicstablecoins—or,
astheyareoftencalled,programmablemoney—useothercryptocurrencies
as a collateral and sophisticatedalgorithms to regulate the stablecoin
supplytomaintainthepeg.23

Therearenow increasingcalls foranurgent regulationof thestable-
coins.Themainconcern is that lackof transparency in reportingof the
reservesandinadequatecollateralcanmakestablecoinspronetoarun.We
getbacktotheseissuesinsectionIV.E.

III.B. Non-Stablecoins

Non-stablecoins constitute a large and diverse group. Their value
dependsonthecurrentinvestorsentimentandfluctuateswidelyovertime.
First,wecanisolatecoinsthathavenootherfunctionthanbeingacrypto-
currency,eitherusedfortransactionpurposesorasastorevalue.This
groupincludesthefirstgenerationofcryptocurrenciessuchasBitcoin
andLitecoin.Byconstruction,thesearethecryptocurrenciesthatarebuilt
onnon-smartcontractplatforms.Themajorityof thesecryptocurrencies

21. See,forexample,DeandHochstein(2021)andDe(2021).
22. SeeCommodityFuturesTradingCommission,“CFTCOrdersTetherandBitfinexto

PayFinesTotaling$42.5Million,”https://www.cftc.gov/PressRoom/PressReleases/8450-21.
23. See,forexample,MakerDAO,“TheMakerProtocol:MakerDAO’sMulti-Collateral

Dai(MCD)System,”https://makerdao.com/en/whitepaper;andKereiakesandothers(2019).
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are based on PoWblockchains. Early on, crypto enthusiasts hoped that
these cryptocurrencies could replace government-sponsored currencies as  
atransactionmedium.However,itquicklybecameclearthatthiswas
infeasiblebecauseverifying transactionsonpublicPoW ledgers is slow
andhighlyenergy-inefficient.Sincethen,anewnarrativefortheben-
efitsofthesecoinshasemerged,positioningthemasthenew“gold”— 
adigitalstoreofvalue.FigureA.1intheonlineappendixshowsthat,asof
February2022,Bitcoindominatedthisgroupwithamarketshareofmore
than90percent,followedbyDogecoin.Dogecoinwascreatedin2013by
twosoftwareengineers,BillyMarkusandJacksonPalmer,asaparodyof
acryptocurrencythatwasmeant tobeworthless. Itsharply increased in
valueandbecamethefirstmemecoinin2021followingpublicsupportby
ElonMusk.

SMART CONTRACT PLATFORMS Another largegroupare tokens issuedby
smartcontractplatformssuchasEthereum,BinanceSmartChain,Solana,
andCardano.Inmanyways,thesetokensaresimilartothetokensinthe
firstgroup.Inparticular,theycanalsobeusedtopayfortransactionson
theplatformandareaclaimontheplatform’seconomicvalue.Thereason
weseparatethemfromthefirstgroupisthatcryptocurrenciesinthefirst
group offer no intrinsic economic value other than the potential for capital 
appreciation.Therefore,itisunclearwhataggregaterisk,otherthaninfla-
tion,theyaresupposedtobetiedto.

Incontrast,thevalueofasmartcontractplatformdependsonthescope
andthenumberofapplicationsrunontheplatformsincetheyaffect the
numberoftransactionsandtheamountoftransactionfees,whichinturn
influence the price of the platform token.24 FiguresA.2 andA.3 in the
onlineappendixshowthedevelopmentofsmartcontractplatforms.The
leftpaneloffigureA.2showstheevolutionofthemarketvalueofdiffer-
entplatforms.Therightpanelshowsplatforms’marketshare.FigureA.3
showsthegrowthofthetotalvaluelocked(TVL)ontheplatforms.TVLis
the overall value of crypto assets deposited in applications run on the plat-
form.Ithasemergedasamainmetricforgauginginterestinaparticular
platformorsectorofthecryptoindustry.

FiguresA.2andA.3showthatsmartcontractplatformsgrewexcep-
tionallyfastin2021.Ifatthestartof2021thetotalmarketvalueofsmart

24. ThisdivisionintotwogroupsisasimplificationsinceeventheBitcoinblockchain
canhostotherprotocols,forexample,OmniLayer,orhelpsecureotherplatforms,for
example,Rootstock andDeFiChain.However, presently the scope of these applications
comparedtothosebuiltonsmartcontractplatformsislimited.
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contractplatformswasaround$144billion,attheendofJanuary2022
itstoodat$683billion,reachingalmost$1trillioninNovember2021.
Similarly, thecombinedTVLacrossallplatformswas$18billionin the
beginningof2021andgrewtoabout$177billionbyFebruary2022.

FiguresA.2andA.3alsoshowthatEthereumstilldominatesthisspace.
ThemarketshareofEthereumhasbeenrelativelystableatabout50per-
cent.ThehighfeesontheEthereumplatform,however,haveledtothe
growth of other smart platforms and to an increase in share of applica-
tionsdeployedonthem.Ifinthebeginningof2021Ethereumcompletely
dominatedthespace,bytheendof2021itssharedeclinedto66percent.

DEFI APPLICATIONS Smartcontracts layeredonapermissionlessblock-
chain protocol have given rise to the emergence of what is called decen-
tralizedfinance(DeFi)—asuiteoffinancialapplicationsmeanttoreplicate
manyoftheelementsofthetraditionalfinancialsystemwithoutrelying 
oncentralizedintermediaries.

Figure4showsthefivelargestDeFisectors.Themainapplications
sofarhavebeencenteredontradingplatforms,lendingandborrowing
marketplaces,oracles,yieldfarming,andinsurance.PanelAshowsthe
evolutionofthemarketvalueofthesectors;panelBshowsthetotalvalue
lockedineachsector.

Decentralized crypto exchanges. Decentralized exchanges (DEXs)
haveattracteda lotofattentionandhavebecomethefastest-growing
sectorof theDeFiuniverse.Oneof themainadvantagesofDEXsover
centralizedexchangesistheabilityforuserstokeepcontroloftheirpri-
vatekeys.Whenmarketparticipantsdeposittheircryptotokenswitha
centralizedexchange,theyforfeittheirownershiptotheexchange.This
makesthemexposedtoexchangerisk—iftheexchangeishackedandits
fundsarestolen,investorscanexperiencesignificantlosses.Moregener-
ally,tradingonacentralizedexchangerequiresparticipantstotrustinthe
exchange,whichgoesagainstthemaximofdecentralizedfinance.Trading 
onDEXsisgovernedbysmartcontractsandeliminatescounterpartyrisk
fortheinvestors.Thesettlementoftransactionsisinstantaneous,afterthey 
areconfirmedandincludedontheblockchain.

ThemajorityofDEXsuseanautomatedmarketmaker(AMM)pro-
tocol,whichallowsadirectexchangeoftwocryptotokens,sayX and Y. 
Themainobject in anAMMprotocol is a newmarket structure called
aliquiditypool.Aliquiditypoolconsistsoftwopools:oneofX tokens
and one of Ytokens.Theratiooftokensineachpooldefinesthecurrent
exchangeratebetweenthetwotokens.
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Total value locked (US$ billions)
Panel B. Total value locked

Sources: CoinGecko, Defi Llama, and authors’ calculations.
Note: These figures show the market capitalization and total value locked for different categories of 

decentralized finance from January 2019 to February 2022. Trading refers to tokens used in decentralized 
exchanges, including those for spot trade and derivative exchanges. Lending and borrowing refers to 
DeFi platforms where lenders add funds into liquidity pools in return for a regular interest rate from 
borrowers. Yield farming includes yield aggregators and protocols that incentivize people to deposit or 
lend out their tokens in exchange for rewards.
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Aliquiditypoolsupportstwomainoperations:liquidityprovisionanda
swapbetweenthetwotokens.Anyonewhoownsthetwotokenscanchoose
tobealiquidityproviderbydepositingtokensX and Y to the respective 
poolsintheproportionequaltothecurrentratio.Inreturn,theliquiditypro-
viderreceivesaclaimontheshareofthetwopools’tokens,theso-called
liquiditypool(LP)tokens.

Aswaporderallowsone toexchangeone token for theother.The
exchangeratedependsonaparticular implementationof theAMMpro-
tocol and is determined by some deterministic rule called the bonding
curve.Forexample,intheconstantproductAMMusedbyapopularDEX,
UniswapV2,iftheinitialamountsofX and Ytokensintheliquiditypool
are x and y,andsomeonewantstoexchangeΔx of XtokensforYtokens,
theexchangerateisdeterminedaccordingtothefollowingrule:

.• •( ) ( )+ ∆ + ∆ = ⇔ ∆
∆

= −
+ ∆

x x y y x y y
x

y
x x

Swapping X for Y increases the relative share of Xtokensintheliquidity
pool and therefore lowers its price relative to the price of Ytokens.When-
evertheequilibriumpriceofthetwotokensdeviatesfromthecurrentratio
in the twopools,onecanprofit fromitbyexecutingaswaporderuntil
theratioreachestheequilibriumprice.Tocompensateliquidityproviders
forprovidingliquidity,everyonewhoexecutesaswaporderpaysatrans-
actionfeethatgoestotheliquiditypool.Thisissimilartolimitorderbook
exchanges,where liquidity takers executing amarket order usually pay
liquidityproviderswhosupplylimitorders.25

TheDEX’ssmartcontractusuallyallowstradinganypairoftokenssup-
portedbytheunderlyingblockchain.Forexample,UniswapV2,realized
on theEthereumblockchain,allows tradinganypairofERC-20 tokens.
Ifnoliquiditypoolexistsforaparticularpairoftokens,itcanbefreely
created.Theviabilityofthepoolthendependsontheabilityofthepoolto
attractliquidityprovidersandtraders.Theliquidityisusuallyconcentrated
inafewpairs.FigureA.4intheonlineappendixshowshowDEXtrading 
volumecomparesagainstcentralizedexchanges.WhilethevolumeofDEX
hasexperiencedfastgrowth,itstillconstitutesonlyafractionofthecentral-
izedexchangevolume.

25. SeeAoyagi(2020),AoyagiandIto(2021),LeharandParlour(2021),andCapponi
andJia(2021)forfurtherresultsandcomparisonofdecentralizedandcentralizedexchanges.
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Similar to centralized exchanges, a fewDEXsdominate the space. 
InfigureA.5intheonlineappendix,thetoppanelshowsthemarketshare
ofthetoptencentralizedexchanges,thebottompanelshowsthetopten 
decentralizedexchanges.Themajorityofcentralizedexchangevolumeis
concentratedonoffshoreexchangessuchasBinance,Huobi,OKX,and
FTX,whicharesubject to littleornoregulatoryoversight.Similarly,
Uniswap,PancakeSwapandSushiSwapaccount forabout70percentof
volumeamongDEXs.

Borrowing and lending. Lendingprotocolshavebeenanother fast-
growingsectorofDeFi.SimilartoDEXs,lendingandborrowingare
governedbysmartcontracts.ThevastmajorityofDeFilendingisover-
collateralizedloanssecuredbyothercryptocoins,whichisprimarilyused
forcreatingleveragedtradingpositions.

A typical transaction involvesborrowingsomeof thestablecoinsand
puttingupEthereumorBitcoinasacollateral.SincethevalueofEthereum
orBitcoinfluctuates,thereisadangerthatthevalueofcollateralcanbe
lowerthantheborrowedamount.Tomitigatethisrisk,asmartcontractuses 
anoracletoobtainup-to-datecryptocurrencypricesandautomaticallyliq-
uidatesthepositioniftheloan-to-valuefallsbelowaspecifiedthreshold.
The thresholddependson theperceived riskinessof thecollateral token
andrangesbetween50percentand80percent.

Aborrowerhastopayaborrowinginterestrateandcanreceivealending 
rateontheircollateral.Inaddition,aprotocolcollectsafeeforitsservice,
whichgoestothepoolcontrolledbyprotocoltokenholders.Thelending
rateisafunctionoftheborrowingrateandtheutilizationoffunds:borrow-
ingfees,netofprotocolfees,arespreadamongalllenders.Theborrowing
ratedependsontheasset.Itissetbythesmartcontracttomaximizeutiliza-
tionoffundsandchangesinresponsetothemarketconditions.

Figure5showsthat,similartoaDEX,thelendingspaceisdominated
bya few largeplayerssuchasAave,Anchor,andCompoundprotocols.
Mostprotocolsoperateonafewchains;forexample,Aaveisbuiltonthree
smartcontractplatforms:Ethereum,Avalanche,andPolygon.Anchoruses
onlyTerra,andCompoundonlyEthereum.Thus,theconcentrationwithin
aparticularsmartcontractplatformisevenhigher.

FigureA.6intheonlineappendixshowstheaggregatedamountdepos-
itedandborrowedacrossdifferentcryptotokens.Themainactivityis
concentratedinstablecoins,alongwithEthereumandWrappedBitcoin.26  

26. WrappedBitcoinisanEthereumtokenthatisintendedtorepresentBitcoinonthe
Ethereumblockchain.Itisbackedonaone-to-onebasiswithBitcoin.



172 Brookings Papers on Economic Activity, Spring 2022

Total value locked (US$ billions)
Panel B. Total value locked

Sources: CoinGecko, Defi Llama, and authors’ calculations.
Note: This figure shows the market capitalization and total value locked for the top twenty lending 

protocols based on market capitalization from May 2020 to February 2022.
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A large imbalance between the amount deposited and borrowed for
EthereumandBitcoinmeans that investorsuse themasacollateral to
borrowstablecoins,whichcanbeused,forexample,tobuyEthereumand
Bitcoin,thuscreatingaleveragedposition.

Yield farming. The desire to earn supersized returns led to the prolif-
erationofsmartcontracts thataimtomaximizetheyieldfromholding
cryptotokens.Asweshowedabove,cryptoinvestorshaveseveralstrate-
giestoearnreturnontheircoins.First,theycandelegatetheircoinsto
validatorswhostakethecoinsandearnrewardsforverificationoftrans-
actions.Second,investorscanearnfeesforprovidingliquiditytoDEXs.
Third,theycanearninterestbydepositingtheircoinsintolendingpro-
tocols.Finally,sometokenprovidersuseairdrops—thepracticeofgiving
awaytokenstoasubsetofinvestorsmeetingparticularcriteria.

Thereturnonanyoftheabovestrategiesvariesovertime.Yieldfarm-
ingsmartcontracts(orsimplyyieldfarms)aimtooptimizethereturnby
optimallyallocatinginvestmentsamongmultipleprotocolsandDeFiappli-
cations.Theprocessalsousuallyinvolveshighleverage.Forexample,LP
tokensobtainedafterplacingtokensinaliquiditypoolcanbefurtherused
ascollateralordepositedintolendingprotocols.

Thehighleveragecreatesariskoflargelossesduetoachainreactionof
multiplecontractsbeingliquidatedwhensomecontractslosetheirvalue,
eitherduringdownturnmarketmovementsorbecauseofhacks.Also,while 
yieldfarmstrategiesaredesignedtomaximizetheyieldoninvestment,they
donotautomaticallyresultinhighreturnsbecausetheunderlyingcrypto 
tokenscanlosevalue.Inmanycases,highyieldsarefinancedthroughan
increaseinthetokensupplywheretheneteffectdependsoninvestors’will-
ingnesstoabsorbanever-increasingsupplyoftokens.

NFT Lastly,2021sawameteoricriseinhypeandvalueofnon-fungible
tokens(NFTs).AnNFTisauniquepieceofdatastoredonablockchain.
Thedata canbe associatedwith a particular digital or physical asset or
a license touse theasset foraspecifiedpurpose.Becauseeach token is
uniquelyidentifiable,NFTsdifferfromothercryptocurrencies.NFTscan
beboughtandsoldandareseenasaformofdigitalart.TheNFTspace
attractedattentioninMarch2021whenadigitalcollageof5,000imagesby
theartistknownasBeeplewassoldforaneye-poppingpriceof$69mil-
lionatChristie’sauctionhouse.ThecombinedvalueofallNFTsattheend
ofJanuary2022stoodatabout$13billion.27

27. NFTGo,“MarketOverview,”https://nftgo.io/overview.
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IV. DeFi versus the Traditional Financial System

Manyoftheexistingproblemswithintermediariesoriginatefromwell-
knowneconomicfrictions thatare inherent infinancialmarkets,suchas
asymmetricinformation,adverseselection,moralhazard,andsoon.This
createsopportunitiesforabuseandalsosignificantcostsofguardingthe
publicandtheeconomyagainstfinancialfraud,malfeasance,andsystemic
risk.Technologicalinnovationshavealonghistoryinfinanceofhelping
toprovidesolutionstotheaboveproblemsandimprovingtheefficiencyof
financialmarkets.

DeFiapplicationsthusfarhavehadlimitedscope;theyhavebeenmainly
builtaroundsimpleapplications,suchastradingincryptocurrenciesorcol-
lateralizedlending.Buttheyaregrowingrapidlyinscopeandcomplexity.
Theyhavealsoescapedtheburdenofregulationandconsumerprotections
andhavebenefitedfromtremendousinvestoroptimismthatallowedmany
problemsandinefficienciestogounnoticed.

Inwhat follows,weaim tohighlight the important trade-offsoffered
bythetwoarchitectures.WhencomparingthepotentialbenefitsofDeFi
solutionswiththoseofferedbythetraditionalsystem,itisimportantto
thinkabouttheproposednewsolutionsinthecontextofthelargerfinan-
cial architecture rather than narrowly focusing on individual dimensions of 
possibleinefficiencies.

IV.A. Data Privacy and Transparency

Howtoprotectdataprivacyinanincreasinglydigitalsocietyhasbecome 
amajorconcerntoregulators,activists,andregularcitizensalike.Crypto
enthusiasts often tout the anonymityof transactions as “a feature, not a
bug”andviewitasamajorbenefitoverthetraditionalmodel,wherethe
failure or corruption of a centralized intermediary could lead client data to 
bemistakenlyexposedorhacked.Whileitisinthecommercialinterestof
intermediariestoprotecttheprivacyoftheirclients,itisareasonablecon-
cernthatintermediariesmightnotendogenizethefullcosttotheclients.28 
Thisconflictleadstoaclassicunderinvestmentproblemrelativetowhat
consumerswouldprefer.Inaddition,financialintermediariesmighthave 
an interest in using client data for their own commercial purposes or allow-
ingthirdpartiesaccess,includingthegovernment.

28. Someinfamousrecentexamplesofdatabreachesinthefinancialsectorarethe2017
breachofEquifaxthatexposedpersonalinformationof147millionpeopleandoccurrences
atbankslikeCapitalOneandFirstAmericanFinancialCorporation;seeTunggal(2022).
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Recognizingthisproblem,intheUnitedStatesalargesetofregulations,
suchastheBankSecrecyAct,RighttoFinancialPrivacyAct,theGramm-
Leach-BlileyAct,andtheFairCreditReportingAct,hasbeenputinplace
toprotectconsumersfromunlawfulaccesstotheirfinancialaccountsby
privateandpublicinstitutionsandtheunlawfuldisclosureorcommercial
useoffinancialinformation.

Butthelawsalsorecognizeanimportanttrade-offbetweenindividual
privacy and other important societal goals, such as preventing malevolent 
actorsfromusingthefinancialsystemformoneylaundering,financingof
criminalandterroristactivities,ortaxevasion.Thisistypicallyachieved
byputtingintoplaceknowyourcustomer(KYC)andanti–moneylaun-
dering(AML)lawsthatrequirefinancialinstitutionstoverifytheidentity
of a client when opening an account and to provide government authorities  
withinformationaboutsuspiciousfinancialtransactions.Financialinter-
mediaries in the traditional system then play the dual role of acting on 
the one hand as a shield to prevent the unauthorized collection, use, and 
disclosureofsensitivedata.Butontheotherhand,theyselectivelygrant
accesstoinformationinwell-definedcircumstanceswhereaccesstosuch
dataisimportantforthefunctioningoftheeconomyorthebroadersociety.
ExamplesincludereportingofcapitalgainstaxtotheIRSorgranting
accesstofinancialaccountsofindividualsincaseswhereanillegalor
terroristintenthasbeenclearlydefinedbylawandregulation.

Cryptocurrenciesbuiltonpermissionlessprotocolspreserveprivacyby
designbynotcollectinganypersonalinformationaboutaccountholders.
Crypto tokensare representedbyalphanumericstringsandprotectedby
cryptographyalgorithms.Cryptoaddressesareveryeasytogenerate,and
manyprotocolsencourageusersnottouseanaddressmorethanonce.
Even if a protocol has a complete record of transactions, the identity of 
thepersonbehindthetransactionscannotbeestablishedunlessthisperson
usesthetokenstotransactwithanentitythatdoesenforceKYCnorms,
suchasaregulatedfinancialinstitution.Inmanyways,thecurrentmodus
operandiofcryptocurrenciesissimilartoanoldSwissmodelofbanking
where people could set up anonymous accounts and no questionswere
asked.Thismodel,however,hasbeenrejectedinthemajorityofdeveloped
countriesinfavorofmoretransparencyandaccountability.

Collecting and protecting data is not costless, and in the traditional
architecture,intermediariesbearthiscost.Thebenefitsofrelyingoninter-
mediaries as the important entry nodes for participants in the traditional 
financialsystemmeanthatKYCnormsorAMLlawshavetobemoni-
toredonlyatalimitedsetofnodes.Forexample,whenacustomermakes
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apaymentusingacreditcardorabanktransferfromaUSbank,aretailer
doesnotneedtoworryaboutthelegalityofthefunds.Similarly,theability
tocollecttaxesdependsonthegovernment’scapacitytotracetransactions
andlinkthembacktoapersonororganization.Inthetraditionalsystem,
centralizedintermediariessuchasexchangesorbrokersareresponsiblefor
reportingtransactionstotheIRS.

ThepermissionlessandpseudonymousarchitectureofDeFigenerates
formidable challenges for tax enforcement, aggravates issues ofmoney
launderingandotherkindsoffinancialmalfeasance,andasaresultcreates 
externalitiesontherestoftheeconomy.Ifentryintothesystemisnot
monitoredbyintermediariesbuthappenscompletelyanonymouslybyset-
tingupanaddressonablockchain,KYCnormsandAMLlawswouldneed
toberegulatedatthelevelofthetransaction.Inmanycasesthiscouldbe
prohibitivelycostlyorimpracticalandthereforeleadtoanuntransparent
environmentthatfacilitatesillegaltransactions.

Consider,forexample,tradingonaDEX.RecallthataDEXissimplya
smartcontractthatexecutestradingbetweenanypairofcryptocurrencies
andthatcanbedeployedanonymouslybyanyone.Supposeacustomer
tradesandrealizessomecapitalgains.Sincetheidentityoftheperson 
behindthetransactionscannotbeestablisheduntilthispersonusesthe
tokensatanentity thatdoesan identificationcheck,by transactingwith
entitiesthatdonotverifyidentification,thepersoncouldspendthetokens
linkedtothecapitalgainstransactionsandthusavoideverpayingcapital
gainstaxes.

ButevenifthepersontransactswithanentitythatdoesenforceKYC
standards, this does not reveal any capital gains associated with the past 
transactionsofthiscoin.Inordertoimputethetruecapitalgainstax,the
entity would need either to investigate the full history of transactions up to 
thecurrentpointortodelegatethistasktoanotherintermediary.Inprac-
tice, tracing transactions along often multiple protocols is a challenging  
problem.Specializedblockchainanalytics companies suchasBitfury
CrystalandChainalysishaveshownthatitcanbedonesuccessfullyin
selectcasesofillegaltransactions.However,successfullytracingalltrans-
actionswould likely be very costly.Makarov and Schoar (2021) show,
forexample,thatBitcoinflowingoutofdarknetmarketslikeHydracan
belaunderedthroughmanyintermediaryaddressesandcaneventually
enterKYC-compliantexchangessuchasCoinbaseorGeminiwithout
beingtagged.

The pseudonymous nature of cryptocurrencies also makes it much
hardertoenforcerulesagainstmarketmanipulation, insidertrading,and
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self-dealing,sincesuspicioustransactionscannoteasilybetracedbackto
individuals. For example, large holders of cryptocurrencies have strong
incentivestolobbygovernmentofficialsorregulatorstopromoteinvest-
mentsincryptocurrenciesandadoptlaxregulation.Especiallyattheearly
stages in the development of new technologies, any announcements endors-
ing the official use of cryptocurrencies create significant positive price
impact(AuerandClaessens2020).Thedangeristhatsomeregulatorsor
politicians(ortheirfriends)receivegiftsintheformofcryptocurrencies
(orsimplyalreadyowncryptocurrencies)whichwouldtilttheirdecision
towardadoptionevenifitisnotintheinterestofthegeneralpublic.

As the above discussion shows, to safeguard society against these
inherentrisks,acompletelynewframeworkofensuringKYCandAML
standardswould have to be developed.Themajority ofDeFi players
activelylobbythattheyshouldnotbebearingthecostsoflinkingtrans-
actionstoeconomicactorsandensuringthatthefinancialsystempreserves
anadequateleveloftransparencyandaccountability,citingtechnological
constraints or the danger of losing a competitive advantage in the crypto 
space.29Butunlesssocietygivesupentirelyoncollectingtaxesandimple-
mentingKYCandAMLpractices,somebodyhastobearthesecosts.

IV.B. Economic Rents

Anotherimportantdimensionbywhichtoassessafinancialsystemis
howeconomicrentsaredistributedamongagentsinthesystem.Animpor-
tantconcernwiththetraditionalfinancialsystemhasbeenthatthecentral-
izedpositionofintermediariescanallowthemtoextractexcesseconomic
rentsattheexpenseoftheircustomers.TheproponentsoftheDeFiarchi-
tecture typically argue that the open-source and permissionless nature of 
DeFi protocols promotes competition.Therefore, the claim is thatDeFi
solutionsshoulddriveoutexcessrents.

This view, however, neglects the fact that free entry is not synonymous 
withmorecompetitionandthusnotapanaceaforbeneficialoutcomes 
inmanysituations.Theeffectivenessofcompetitiondependsonanumber 
offactors,suchaswhethertherearebarrierstoentry,switchingcosts,prod-
uctdifferentiation,asymmetricinformation,andnetworkexternalities.

29. Forexample,seeStakingFacilities,“StakingInfrastructureProvidersUniteinthe
European BlockchainAssociation,” https://stakingfac.medium.com/staking-infrastructure-
providers-unite-in-the-european-blockchain-association-6ecebbb8139f;FinancialServices
Republicans,“McHenryLeadsBipartisanLetterUrgingYellentoClarifyDigitalAsset
ReportingRequirements,” https://republicans-financialservices.house.gov/news/document 
single.aspx?DocumentID=408238.
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The presence of any of these factors hinders competition, and in some cases 
evencreatesadverseeffectsfromcompetition.Technologicalchanges
that affect any of these factors, therefore, also transform the competitive 
landscape.

Similartothetraditionalfinancialsystem,thereareseveralnaturalpoints 
whererentscanaccumulateatdifferentlayersintheDeFiarchitecturedue
toendogenousconstraintstocompetition.

First,atthelevelofvalidatorsoftransactions,inbothPoWandPoSrents
canaccumulateduetoinherenteconomiesofscaleandscope.Intheory, 
inPoWprotocols,ifminerswerefullydecentralized,onecouldexpect
themtoearnzerorentinasteadystatebecauseoffreeentry.Inpractice,
however,asweshowedinsectionI.A,miningisconcentratedinpoolsand
atthelevelofindividualminers.Highconcentrationofminingpowercan
facilitatecollusionandhelp sustain transaction feesabove their average 
costs.ForadominantprotocolsuchasBitcoin,thecompetitionfromother
PoWprotocolscanbelimitedbecauseofthenegativeexternalitiesthe
dominantnetworkhasonthesecurityofsmallerPoWnetworks.Inpar-
ticular,mining capacity canbe redirected to launch51%attacks on the
smallernetworks,asdiscussedinsectionI.A.

Similarly, rentscanalsoaccrue tovalidators inPoSprotocols.We
showedinsectionI.BthatvalidatorsinPoSareconcentrated.Furthermore,
the same validators are active over a large cross-section of cryptocurren-
cies,effectivelyforminganewmarketstructure.Thesevalidatorscontrol
alargeproportionofwealththatgivesthemsubstantialcompetitiveadvan-
tageovernewcomerswithsmallamountofwealth.

Second, rents can also accrue at the level of the smart contract platforms 
thatarebuiltonthebaselayers.Similartotraditionalpaymentsystemslike
Visa,Mastercard,orPayPal,therearestrongnetworkexternalities.Smart
contractplatformsdifferentiatethemselvesbythechoiceofprogramming
languagetocodeupsmartcontractsandthenetworkarchitectureandoften
havea limiteddegreeof interoperability.While smartcontractsbuilton
the same protocol can interact seamlessly with each other, communication 
betweenapplicationsbuiltondifferentplatformsingeneralislimited.30

Naturally, the decision of which platform to build an application on
dependsontheexistingpoolofapplicationsalreadydeployedontheplat-
formandtheplatform’sfuturegrowthprospects.Apopularplatformwith

30. A number of solutions have been proposed and are being developed to increase
interoperabilitybetweenchains;see,forexample,Ethereum,“BlockchainBridges,”https://
ethereum.org/en/bridges/,formoredetails.
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awiderangeofapplicationsandalargeuserbaseprovidesbetterbusi-
nessprospectsandthereforeismoreattractivethanalesspopularplatform.
Oftenthesenetworkeffectsincreaseexponentiallywitheachuser.Asa
result, developers and users might choose a more popular platform even if 
itchargeshighertransactionfees.Thesenetworkexternalitiesmightalso
standinthewayofswitchingtoaplatformwithabettertechnologyifa
criticalmassofusersiscapturedbytheincumbentplatform.

Onecouldarguethateveniftheplatformisamonopolist,competition
betweenvalidatorson thatplatformwillkeepfees low.However,aswe
showedabove,highconcentrationofvalidatorscanleadtocollusionand
allow them toearnexcess rents.Even ifvalidatorsdonotcollude,high
transactionfeescanstillberealizediftheplatformoperatingcapacityis
limitedandusersneedtopayapremiumforpriorityexecution(Huberman,
Leshno,andMoallemi2021).Finally,themajorityofPoSprotocolshavea
minimum level of transaction fees as a protocol parameter, which provides 
the platform with a direct tool to limit competition among validators and 
earnrent.

FigureA.7 in theonline appendix shows total transaction fees in the
year2021acrossdifferentplatforms.ThecaseofEthereumisstriking.The 
platformgeneratednearly$10billion in fees fromabout460million
transactions.Incontrast,Visa’stotalrevenuewasaround$24billionover
164.7billiontransactions.31 Thus, an average Ethereum fee per transaction 
hasbeenonehundredtimesthatofVisa.

ForPoSplatforms,anaddedcomplexityarisesfromthefactthatthegoing 
concern value of the platform also affects the security of the platform itself 
andtheapplicationsthatrunonit.Sincethevalueoftheplatformdepends
ontheleveloftransactionfees,feesshouldbehighenoughtodeterpossible 
attacksontheplatform,whichcanfurthersupporttheplatform’srentin
equilibrium.Thesesecurityconcernscanalsodecreasecompetitionamong
platforms.Sincealow-valueplatformcanbemoreeasilyattacked,the
concerns over the platform’s security may lead to slower growth, which in 
turncanreducetheplatform’scurrentvalue.

Third,economiesofscaleatthelevelofindividualDeFiapplications
can allow them to assemble local monopoly power and extract rents
despitetheopen-sourcearchitectureoftheblockchain.Inaddition,while
in theory crypto smart contracts are usually described as open-source
code, in practice successful applications have tried to protect their code 

31. ThisfigureislargerthantransactionfeesalonesinceVisaearnsrevenuefromsources
otherthanfeespaidbydirectusers.
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andlimititsdistribution.Here,anexampleoftwoDEXs,Uniswapand
SushiSwap,isinstructive.

Originally,UniswapV2wasoperatedasopen-sourcesoftwareutiliz-
ingageneralpubliclicense,whichallowsanyonetorun,distribute,or
modifyitscode.Thishasbeenusedbyapseudonymousdevelopercalled
ChefNomitocreateacloneofUniswapcalledSushiSwap.Similartocen-
tralizedexchanges,DEXsaresubjecttoeconomiesofscale.Anexchange
withalargeliquiditypoolispreferredoveranexchangewithasmallone.
Therefore,anexchangeclonewilltypicallyfinditdifficulttochallengethe
originalexchange.

TocompetewithUniswap,SushiSwapintroducedanewbusinessmodel,
whichhasnowbeenadoptedbyamajorityofotherapplications.Themain
changemadebyChefNomiwas tocreateagovernance token (SUSHI)
andgive itasa reward to traderswhoprovide liquidity to theplatform.
ThetokenallowsitsholderstovoteonhowtheSushiSwapplatformisrun 
andpotentiallyreceiveaportionofthetransactionfees.Asaconsequence,
investorscantradethesetokensandspeculateonthefutureprospectsof
theplatform.Thisbusinessmodelstrengthensnetworkexternalitiesand
thereforelimitscopycatstrategiesandcompetition.Themorevaluablethe
platformanditstokensare,thehigheristherewardforliquidityproviders.
Alargerliquiditypool,inturn,attractsmoretradingontheplatform,which
makestheplatformmorevaluable.

TheSUSHItokenwasalsousedtolauncha“vampireattack”todrain
liquidityoutofUniswap,wherebySUSHItokenscouldbeexchangedfor
UniswapLP tokens.ThoseLP tokenswould then be exchanged for the
originalassetsputintotheUniswapliquiditypools,thuscreatingliquidity
for SushiSwap instead.The attackwas successful, drainingUniswap of
about55percentofitsliquidity(Gushue2021).

Inresponse,Uniswapintroduceditsowngovernancetoken(UNI).To
limitcopycatattacks,thenewversionoftheprotocol,UniswapV3,also
adoptedadifferentlicenseagreement,calledbusinesssourcelicense,which
incorporates copyright law and allows Uniswap governance to restrict 
unauthorizedcommercializationofanentity’ssourcecodefortwoyears.

Finally,rentextractioncanbedrivenbyfrictionsatthecustomerlevel
duetolackoffinancialliteracyorbehavioralbiases.Manyfinancialprod-
ucts today, including smart contracts, are complex contractswithmulti-
plefeatures.Ifconsumers lackthefinancialsophisticationtounderstand
these product features, institutions that issue these contracts can shroud 
theactualcostofaproductorservice.Atypicalshroudingtechniqueisto
advertiseordrawattentiontoonesetofattractivefeaturesbuthideother
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moreexpensiveones.Ifconsumersareunabletoanalyzewhatisthebest
product,evencompetitionmightnotpreventrentextraction.Infact,more
competitionmightleadtomoreshroudingascompetingfirmstrytoappeal
to consumers with evermore enticing and salient features while hiding the 
unappealing dimensions of the product. Consumer finance products are
often designed andmarketed in this fashion,which leads to differential
targetingofcustomersbasedontheirfinancialliteracy.32 Similarly, in the 
crypto space,practices suchasairdrops,yield farming, andmemeDeFi
tokenshavehelpedcaptureinterestofmanyinvestors,butmanyindustry
insidersquestiontheirvalue(DiSalvo2020;Stevens2020).

IV.C. Transaction Costs

Evenifafinancialsystemlimitseconomicrents, itcanstillbeineffi-
cientbecauseofhightransactioncosts.Thetraditionalfinancialsystem
hasmanyinefficiencies,whichresultinhighcostsofbankingservicesand
longsettlementtimeoftransactions.Asubstantialpartofthesecostscomes
fromtheneedtocoverbrick-and-mortarcostsoftraditionalbanksandout-
datedinfrastructure.Manybankstodaystillusecustomizedsoftwarefrom
the1980sthatlacksreal-timeaccountreconciliationandliquiditymanage-
mentcapabilities.

Whilemany technological advances are largely exogenous to banks’
actions, the decision when and how to implement them depends on the 
financialarchitecture.Centralizedintermediariescanhavelimitedincen-
tives to invest in new technologies that could threaten their centralized 
positionevenif theyarewelfare improving.Also,modernizingabank’s
internalsystemcanhavealimitedeffectifotherbanksdonotcoordinate
onthechange.Oftenthethreatoflosingbusinesstonewentrantsisneces-
sarytoforcetheincumbentstoadoptmoreefficienttechnology.

Thedevelopmentofblockchaintechnologyhascertainlyhadapositive
effectonincentivesforthefinancialindustrytoupgradeitsinfrastructure
andreducecosts.Itislessclear,however,towhatextentthepotentialto
reduce thecostsdependson thepermissionlessnatureofblockchain. In
manycases,argumentscanbemadethatapermissionedblockchaincould
bedesigned todeliver amore cost-efficient and robust solutionwithout
curtailingcompetition.33

32. See,forexample,CélérierandVallée(2017)andRuandSchoar(2016).
33. See,forexample,SWIFT,“SWIFTCompletesLandmarkDLTProofofConcept,”

https://www.swift.com/news-events/news/swift-completes-landmark-dlt-proof-concept.
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Notice also that the permissionless and open-source nature of a protocol 
doesnotnecessarilymakeaninnovationprocesseasy.It isoftenargued
thatifablockchainprotocolisinefficient,thenonecancreateanimproved
version(akahardfork)bycopyingandupgradingtheexistingcode.We
showedinsectionIV.Bthatcompetitioncanbelimitedbetweendifferent
protocolsbecauseofstrongnetworkexternalitiesandminersorvalidators 
canearnrentinequilibrium.Ifanewforkleaveslessrenttominersand
validators,theycanhavelimitedincentivestosupportit.Bier(2021)details
thefightamongBitcoindevelopersabouttheBitcoinprotocolparameters
thatoccurredin2015–2017andprovidesadditionalinsightsintochal-
lengesthatcomewithforkingacompetingblockchain.

IV.D. Governance

The promoters of cryptocurrencies often highlight the idea that the 
blockchainledgerremovestheneedforatrustedthirdpartyintheexecu-
tionofcontracts.However,thisdoesnotmeanthatthesystemcanfunction
completely devoid of any human intervention.Even if the execution of
transactionsandsmartcontractson theblockchainareautomated, the
rulesgoverningtheblockchainitselfandanyupgradestothesystemmust
beagreeduponandimplementedbyitsparticipants.Theserulesdefinethe
governance of the system and in turn how it represents the interest of its 
differentstakeholders.

Themajor stakeholders in ablockchain ecosystemare,first, the core
developers who are charged with writing and updating the code that runs 
theblockchain.Thevalidatorswhoverifytransactionsandensuretheinteg-
rityoftheblockchainarethesecondsetofstakeholders.Often,theydecide
if theywant toadopt thechangesprovidedby thedevelopers.The third
importantgrouparethetokenholders.Wecanthinkoftheseasinvestorsor
equityholders.Finally,thefourthgroupareusersoftheplatform.Onsome
platforms,thethirdandthefourthgroupsarethesamepeople.

Whileallstakeholdershaveaninterestinmakingthecryptocurrency
they are engaged with succeed and grow, their incentives are not always 
completelyaligned.Forexample, theusersanddevelopersmightwant
feesontheblockchaintobelowtomakeutilizationmoreattractive,while
investorsandvalidatorswant tomaximize the returnon theirfinancial
investments.Stakeholdersmight alsodiffer in theirnonpecuniaryben-
efits;forexample,someparticipantsmightbewillingtoforgoeconomic
benefits for other objectives, such asmaintaining the independence or
purityoftheblockchainorpossiblytoundermineotherblockchains,as
discussedbefore.
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Thus,theclassicproblemsingovernanceapplyalsotothecryptouni-
verse:ruleshavetobesettofacilitatecoordinationandprovideincentives
toadoptvalueincreasinginvestmentsandtopreventminoritystakeholders 
frombeingexpropriatedbypowerfulinsiders.Providersofcapitalarepar-
ticularlypronetoexpropriation,sinceoncetheinvestmentismade,theydo
nothavecontinuedvalueaddedorrecoursetothefirm.

Corporategovernancehasbeenaprominentissueprobablyaslongas
organizations have existed; in academic research the topic has attracted
anenormousbodyofresearchatleastsincethepublicationofBerleand
Means’s famousbook in1932.34While there issignificantheterogeneity
acrosscountriesinspecificcorporategovernancerules,academicresearch
hasshownthatprivatesolutionsevenincompetitivefinancialmarkets 
cannot generally resolve governance issues, and the recourse to the legal 
systemisacrucialprerequisiteforawell-functioningfinancialsystem.35

ButthisrelianceonlegalenforcementclasheswiththemaximofDeFi
that tries to avoid placing trust in any actor or institution, including the legal 
ones.Inresponsetothischallenge,DeFihastriedtodevelopanewform
ofgovernance, so-calleddecentralizedautonomousorganization (DAO).
ThebasicideaofDAOistospreadcontroloverdecisionsamongallinter-
estedstakeholders.Thisisdonebyissuingspecialgovernancetokensthat
give their holders the power to propose changes to the protocol and vote 
onthem.Allactivityisgovernedbysmartcontractsandrecordedonthe
blockchain.InmostDeFiapplications,onegovernancetokenequalsavote,
andnewproposalsareimplementedaccordingtoapredefinedmajority 
rule.Toensurethattheholdersofgovernancetokenshaveaninterestin
the success of the platform long term, protocols often channel a share of 
thenetwork’stransactionfeesintothewalletsofthegovernancetoken 
holders.Thetokensmayalsocarrynon-governancerights,liketherightto 
beexchangedforcertainothertokensatpredefinedrates.Afamousexample
ofDAOisMakerDAO.36HereishowDAOisexplainedontheEthereum
website:“Startinganorganizationwithsomeonethatinvolvesfunding 
andmoneyrequiresalotoftrustinthepeopleyou’reworkingwith.Butit’s
hardtotrustsomeoneyou’veonlyeverinteractedwithontheinternet.With
DAOsyoudon’tneedtotrustanyoneelseinthegroup,justtheDAO’s
code,whichis100%transparentandverifiablebyanyone.”37

34. Foranoverview,seeHermalinandWeisbach(2017).
35. See,forexample,LaPortaandothers(2000).
36. MakerDAO,“MKRGovernance,”https://makerdao.com/en/governance.
37. Ethereum, “DecentralizedAutonomousOrganizations (DAOs),” https://ethereum.

org/en/dao/.
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Butwhileatransparentandverifiablegovernanceprocessiscertainlyan
importantfirststep,itdoesnotnecessarilyensuregoodgovernance.Any
DAOdesignfacesthesamefundamentaltrade-offsandissuesastraditional
organizations.First,decisionmakinginafullydecentralizedorganization
canbeinefficient.Whentheownershipisdispersedandstakesaresmall,
noownermightfinditintheirinteresttospendeffortandinvestinlearn-
ingaboutallthecomplexitiesneededtomakeadecision.Asaresult,many
stakeholdersmightrefrainfromvotingorlendtheirvotestoapartythat
is tryingtoamassvotingrightsforself-interestedreasons.Second,there
isalwaysadangerthatinvestorswithlargestakes(blockholders)cancap-
turecontrolandimposetheirpreferenceonthesystem.Recognizingthis 
problem,corporate lawsusually imposestrictdisclosure rulesonblock-
holders.Emulatingsimilarrulesonapublicpermissionlessblockchain
wouldbechallengingsinceeveryonecancontrolmultipleanonymous
accounts.Third,thevotingsystemcangivemorepowertoparticipants
whomayonlybeinterestedinmaximizingshort-termprofitsasopposed
todevelopingtheprotocoltowardinnovativeusecases.38 These arguments 
areverysimilar tothedebateaboutinvestorshort-termismintraditional
governance(Roe2018).

Notsurprisingly, thecryptospaceisabundantwithcolorfulexamples
ofgovernanceissues.39Ultimately,themajorityofinsidersrecognizesthe
inherent tensionsposedbygreaterdecentralization.Figure6 shows that
inthemajorityofcryptoprojects,developersandearlyinvestorschoseto
keepcontroloftheplatformbyallocatingsignificantstakestothemselves.
Inaddition,even ifdevelopersdonothavea largestake, inmanycases
theymanagedtomaintaindefactosignificantcontrolovertheplatform,for
example,VitalikButerin,whohasbeendubbedthe“benevolentdictatorfor
life”(VanWirdum2016,quotingCharlesHoskinson,par.19).40

Therehasbeen littleevidence so far to suggest that thecrypto space
can successfully resolve governance issues without relying on some off-
chainmechanisms.Giventhatgovernanceissuesofblockchainplatforms
andtraditionalfinancialfirmsarenotmateriallydifferent,itisverylikely
that robust governancemechanismswill require the support of external
regulation.

38. Infact,manyrecentattacksonDeFiappsexploitedthepossibilityoftakingoverthe
votingmechanismtodivertfundstotheattacker;see,forexample,Vigna(2022).

39. See,forexample,Bier(2021)andanattemptedhostiletakeoverofSteem(Copeland
2020).

40. Buterinhasalsobeenoneof theprominentcriticsof theDAO;see, forexample,
Buterin(2021).
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Sources: Messari.io and authors’ calculations.
Note: This figure shows the insider shares from top fifty tokens’ initial coin offerings. Insider share 

includes tokens to founding teams and developers; early investors such as seed investors, venture capital 
firms, and private sale investors; and associated entities which include companies that are related to the 
protocols or protocol founders. Insider shares do not include shares that go into the community, such as 
airdrops, grants, rewards, and tokens to public sale investors, or shares for the development of protocols, 
such as those going into foundations and reserves.
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The history of corporate governance demonstrates that simply provid-
ingincentivesformanagersorinvestorsmightnotbesufficienttodeter
badactorsifthefinancialgainsfrommisbehaviorarelarge.Astheimple-
mentation of governance rules in the United States has shown, personal 
accountabilityofmanagersanddirectors iscentrally important(Bartlett
andTalley2017).Fiduciarydutiesthatholdcorporateagentspersonally
accountableplayacritical role in theenforcementofgovernancerules.
The idea is that the threat of punishment creates disincentives for fraudu-
lentbehavior,wherejustlosingsomemoneyfromfraudwouldnothave
thesameeffect.

The pseudonymous nature of the permissionless blockchain environ-
ment,however,canmakeitdifficulttoholdbadactorsaccountablefortheir
actionsinthesameway.

IV.E. Systemic Risk

Oneofthemainsourcesofsystemicriskinthetraditionalfinancial 
systemis therelianceonfractionalreservebanking.Whenbanks take
depositsfromthepublic,theyonlyneedtoholdafractionofthesedeposits
inliquidassetsasareserveandcanlendtheremainderouttoborrowers.
Thegoalofa fractional reservesystemis toexpandeconomicactivities
intheeconomybyfreeingcapitalforlending.Itpermitsbankstousethe
majorityofthedepositstogeneratereturnsintheformofinterestrateson
loans.Theefficiency,however,comesatacostofpossiblebankfailures
andruns.

DeFisofarhasbeenoperatingunderanarrowbankingmodel,where
everyloanisover-collateralized.41Narrowbankingremovesmanyofthe
problems faced by fractional reserve systems, but it also constrains the
efficientuseofcapital.Themainriskcomesfromtheabilityofinvestorsto
takeleveragedpositionsandapotentialrunonstablecoins.

Arunonstablecoinscanoccurforanumberofreasons.Forstablecoins
backedbytraditionalassets,aruncanhappenforsimilarreasonstoarun
onbankormoneymarketfunds.Intheabsenceoftimelyinformation
aboutreserves,ifinvestorsdoubtthequalityofthecollateral,theyhave
anincentivetoexchangethestablecoinforcash,causingarununlessthe

41. Therehavebeenisolatedexamplesofundercollateralizedloans.SeeMedium,“The
CurrentStateofUndercollateralizedDeFiLending—2021,”https://medium.com/coinmonks/ 
the-current-state-of-undercollateralized-defi-lending-2021-1f84e14527b5,foranoverviewof
thecurrentsolutions.
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stablecoinisbackedone-to-onewithliquidassetslikecashorshort-term 
Treasuries.Possible solutions range from issuing stablecoins through
insuredbanks,requiringstablecoinstobebackedone-to-onewithsafe
assets,toestablishingacentralbankdigitalcurrency.Foradetaileddis-
cussionoftheregulationofstablecoinsandthetrade-offsbetweenpri-
vateandcentralbankdigitalcurrencies,seeGortonandZhang(2021)and
Gorton(2021).

Thesituationismorecomplexinthecaseofalgorithmicstablecoinsthat
relyonintricatedesignsmeanttohelpmaintainthepeg.Heretheissueis
lessabouttransparencyormisreportingbecausethedesignofastablecoin
ispublicknowledgeandall transactionsarerecordedontheblockchain.
Rather, themainconcern is about the complexity andpotential fragility
ofthesystem.Sincealgorithmicstablecoinsarenotfullybackedbysafe
assets, it is reasonable toexpect that, irrespectiveofaparticulardesign,
therealwaysexiststatesof theworldwherethepegisbrokenandthere
canbearunonthestablecoin.Theavailabledocumentationofstablecoins
universallylacksrigorousanalysisandcontainsonlyclaimsthatthedesign
isrobust,which,asthecaseofIronFinance’sTitaniumproves,canjustbe
wishfulthinking(Lim2021).

Theabilitytoestablishhighlyleveragedpositionsisanothersourceof
systemicrisk.Thecryptoecosystemisfamousforitswiderangeofhighly
leveragedproducts,withmanyexchangesofferinguptoonehundredtimes
leverageforperpetualderivativecontracts.42FigureA.8intheonlineappen-
dixshowsthatstartingJuly2021,volumeincryptoderivativesexceeded
thevolumeinspotmarkets.Highleverageexacerbatesvolatilityand,as
many industryobserversbelieve, is responsible for strongde-leveraging
cyclesandassociatedsharpdropsinthecryptocurrencyprices(McFarlane
2021;LeclairandRule2021).

DeFiaddsanadditionalcomplicationtothepicture.ManyDeFipro-
tocolsfacilitateleverageandacceptotherprotocols’tokensascollateral.
Eventhougheverysmartcontractandtransactionisrecordedonablock-
chain,and therefore in theorycouldbeanalyzed, inpracticemultiple
interconnecting contracts interacting with pseudonymous accounts result 
inahighlycomplexandpotentiallyfragilesystem.Thisfragilitycould
potentiallybeexacerbatedifsomecriticalsmartcontractshaveunintended
codingbugs.

42. See,forexample,Potter(2022).



188 Brookings Papers on Economic Activity, Spring 2022

V. Regulation

Asdiscussed,thenewfinancialarchitectureproposedbycryptocurrencies
andDeFipresentsformidablechallengesforregulators.Regulationof
financialassetsandservices typicallyhas threebroadgoals: (1)prevent
theuseoffundsforillicitactivities,moneylaundering,ortaxevasion;
(2)protectparticipantsinfinancialmarketsagainstfraudandabuses;and
(3)ensuretheintegrityofmarketsandpaymentsystemsandoverallfinan-
cialstability.

OurdiscussioninsectionIVhighlightsthatatpresentDeFisolutions
donotcomplywiththesethreegoals.Ifsocietydoesnotwanttogiveup
on ensuring these goals, some form of technological and regulatory solu-
tionseemsdesirable.Intheresponsetotheriseofcryptocurrencies,dif-
ferentcountrieshavefollowedvastlydifferentapproaches.Forexample,
China officially banned trading in cryptocurrencies and developed its
owncentralbankdigitalcurrency,whileElSalvadorallowedBitcoinas
legaltender.IntheUnitedStatestheregulatoryenvironmentisstillinflux,
andthereareoverlappingresponsibilitiesandsometimesevencontra-
dictoryapproaches.

However, there isurgencytoprovidingaclearerregulatoryframe-
workforatleasttworeasons.First,regulatorycertaintyisalwaysimportant 
for entrepreneurs and investors who wish to decide whether and how to 
participateinnewtechnologies.Second,theexponentialgrowthofcrypto-
currencies can lead to a situation where the political economy of regulation 
becomesverydifficultifregulatorswaittoolong.Ineffect,cryptocurrencies
andDeFiapplicationscanbecometoobigtoregulate.Weshowedinsec-
tionIVthatcurrentlymanyDeFisolutionsdonotbearthefullcostofthe
externalitiestheyimposeontheeconomy,suchasenforcingKYCorAML
lawsorcomplyingwithtaxreporting.Partofthecurrentvaluationofsome
cryptocurrenciesandDeFiapplicationsmightevenbebasedonanexpec-
tationthattheywillnothavetoevercomplywiththeseregulations.Thus,
requiringDeFisolutionstostartinternalizingthesecostswilllikelyresult
inlossesforsomeofthecurrentinvestors.Asaresult,anysuchproposals 
areusuallymetwithstrongresistanceby thecryptocommunity.This
putsregulatorsinadifficultposition.Whiletheyneedtosafeguardthe
financialsystem,inademocracythereisoftenpopulistpressuretoforgo
doingthethingsthataregoodinthelongruntosatisfyshort-rungoals.
Infact,thelossesmightbeblamedontheregulatoryactionitself,rather
than theattemptbyregulators topreventeven larger lossesforsociety
goingforward.
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The main challenges in regulating cryptocurrencies stem from the 
pseudonymousandjurisdiction-freenatureofthisnewarchitecture,which
is a consequence of the use of permissionless blockchain protocols and
thesmartcontractsrunningonthem.Thetraditionalfinancialarchitecture,
whereaccessrunsthroughcentralizedintermediaries.allowseachcountry
todetermineitsownregulatoryframeworkanddecide,forexample,who
canopenabankaccount,whatdocumentationmustbesupplied,andhow
informationcanbecollectedandstored.Also,asthe2022geopoliticalsitu-
ationbetweenRussiaandtheWestshows,thetraditionalsystemmakesit
possibletorestrictthefinancialsystemofonecountryfromaccessingthe
financialsystemsofothercountries.

TheanonymousandpermissionlessnatureofDeFiappsandtheunder-
lying blockchain protocols have the potential to remove the boundaries
between thefinancial systemsofdifferent countriesor evenenable citi-
zens to transact in an ecosystem that is completely outside of government 
regulationortaxenforcement.Whilefinancialintegrationcanhavebenefits
through better risk sharing or improved liquidity, it can also have large
costsifpoorlyregulatedsystemsundercutbetterregulatedonesinaraceto
thebottom.Thisbecomesespeciallyprevalentifdifferentfinancialsystems
operatewithvastlydifferentstandards.

Sowhataretheavailableoptionsforregulators?Whileacompletedis-
cussionofalldimensionsofregulationisbeyondthescopeofthispaper,
weoutlineafewkeyoptionsforrulemakers.Anaturalplaceforregulatory
oversight in this new ecosystem is at the level of developers and validators, 
who in turn control the network protocol.Once this level of regulatory
complianceisestablished,manyotherfunctionscanbebuilt.Inparticular,
separateentitiescanbeestablishedthatwouldberesponsibleforverify-
ingtheidentitiesandcertifyingthatcryptoaddressesbelongtoconfirmed
users.Theseentitiesshouldbesubjecttoregularaudits.Theprotocolscan
beadjustedsothatvalidatorscancheckifaparticularaddressbelongsto
a certified entity, andvalidatorswouldbe chargedwithonlyprocessing
transactionsthatinvolvecertifiedaddresses.

In addition, one could imagine that customers can also be provided
withprivatekeysbasedontheircharacteristics,suchasfinancialwealth
orsophistication.Smartcontractscanberankedbasedontheirsafety,risk,
andsoon.Rulescanbeestablishedthatwouldallowdifferentsmartcon-
tractcategoriestointeractwithcustomerswhocanprovidetherequired
key. Smart contracts can be designed to automate the ranking of other
smartcontractsandautomatethegenerationofprivatekeys.Cryptography
algorithmscanbedevelopedtoguardcustomers’privacy.Transitioningto
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thismodelwill likelyrequiresometimeanddevelopmentofnewsolu-
tions.Therefore,itwouldbeimportanttolayoutanappropriatetime-
lineanddeadlinesso thatmarketparticipantscanprepare fora smooth
transition.

Since countries might differ in how they want to structure their regu-
latory environment for validators, each country can opt to run its own 
versionoftheblockchain.Butifsomecountriesagreebroadlyonregula-
torystandards, theycanuse thesameblockchain.Countries thatchoose
torunseparateversionsof theblockchaincaninteractwithothersusing
interoperabilitymechanismssuchasbridges.Theabove solutioncanbe
moreeasilyappliedtonewblockchains.Butifamajorityoflargecountries
agreeon coordinated regulation, then even the existingblockchains can
bebroughtintoalegalframeworkwithouttheneedtobreakthemupinto
separatesidechainsbasedondifferentregulatoryrequirements.

Theabovesolutionlookssimilartoapermissionedblockchain,but
this system preserves most of the desired properties of the original design 
ofcryptocurrencies; forexample, transactionscanbeobservableon the
blockchain,settlementisimmediate,andthesamesetofsmartcontracts
canbeexecutedonit.Inaddition,ifmanycountriesagreeonregula-
tion, validators canbe elected so that no countryhas amonopolyover
thenetworks.Theabilitytoregulatevalidatorscanpotentiallychangethe
enforcementof smart contracts by allowing recourse to the contracting
parties.But,aswediscussedinsectionII,itcanhaveapositiveeffecton
efficiency.

Incontrast,ifregulatorsgiveupontheabilitytooverseevalidators,the
effectivenessofregulationwillbemuchmorelimitedandwilldependon
the goodwill and voluntary cooperation of validators and developers of the 
blockchain. If validators accept transactions from every party, themost
regulatorscanhopeforistoseparatethenetworkintoregulatedandunreg-
ulatedparts.Thiscouldbedone,say,byrequiringUScitizenstointeract
onlywithcertifiedDeFiappswhichcomplywithKYCandAMLregula-
tionsandprovidereportsontrades,taxcompliance,orotheractivities.The
relativesizeoftheregulatedandunregulatednetworkswilldependonthe
relative investment opportunities in these two networks and the ease of
movingfundsbetweenthem.Theproblemofregulatingcomplianceonly
atthelevelofDeFiappsis,first,thatmanycitizensevenfromcountries
thattrytoregulateDeFiappscouldstillfinditattractivetoinvestfunds
intheunregulatednetworktoavoidpayingtaxesandthelike.Theability
toevadecompliancecanprovidealargesubsidyfortheunregulatedpart
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ofDeFiapps.Second,regulationwillhavegenerallyalimitedbiteonthe
unregulatedpart,whichcanharbormanybadactorsandfacilitateillegal
activities.Theopportunities to sidestep the regulatedpartwillgenerally
increasewith the level of crypto adoption, since peoplewill be able to
interact predominantly in the unregulated part and avoid triggering regula-
torycompliance.

VI. Conclusion

InthispaperweprovidedanintroductiontohowthenewDeFiarchi-
tectureworksandthemechanicsbehindit.Wealsolaidoutsomeofthe
potentialbenefitsandchallengesofthedevelopingnewsystemandpre-
sentedacomparisontothetraditionalsystemoffinancialintermediation.
Inourdiscussionwefocusedontheeconomicforcesandfrictionsthatcan
arise within this system and the regulatory approaches that might help to 
mitigatetheproblems.OuranalysishighlightsthatwhiletheDeFiarchi-
tecture might have the potential to reduce transaction costs, it is not an  
automaticsolutiontotheproblemofrentsinthefinancialsector.Andit
mayalsocreateadditionalproblems.Weidentifyasakeychallengeto
regulatorsthepermissionlessandanonymousnatureofthecurrentDeFi
blockchains.Theseprovide theopportunityformarketparticipants to
circumventcontrolsinthefinancialsystemandcreateexternalitiesforthe
rest of society, for example, through facilitating tax evasionor skirting
AMLlaws.

Wehighlight that there areways to regulate theDeFi systemwhich
wouldpreserveamajorityoffeaturesoftheblockchainarchitecturebut
supportaccountabilityandregulatorycompliance.Thesesolutionswould
relyonasystemwherevalidatorsontheblockchainagreetocheckifa
particular address belongs to a certified entity and validatorswould be
chargedwithonlyprocessingtransactionsthatinvolvecertifiedaddresses.

How this system evolves in terms of technology and regulation has
importantconsequencesforliquidityandcreditprovisionintheeconomy,
andultimatelythestandingoftheUnitedStatesandotherglobaleconomies.
Therearealsostrategicandcompetitiveimplicationsacrosscountries.The
UnitedStatesobtainssignificanteconomicandstrategicbenefitsfromthe
centralrolethattheUSdollarandtheUSfinancialsystemholdinternation-
ally.Therefore,itisintheUnitedStates’interesttoencourageinnovation
andmodernfinancial technologiesbut at the same time to set standards
thatprotectconsumersandmaintainthetransparency,accountability,and
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stabilityofthesystem.Thecross-jurisdictionalstructureofpermissionless
blockchainledgersentailsadangerthatparticipantswillengageinregula-
toryarbitragewhichcouldunderminethefinancialsystemanditsstability.
Coordinationbetweenthemainfinancialmarketswillbeimportanttopre-
ventahollowing-outoffinancialregulations.

ACKNOWLEDGMENTS   We thankJaniceEberly,GaryGorton,Eswar
Prasad,DanielFerreira,andJamesStockforveryhelpfulcomments.Wealso
thankJiagengLiu,YuouWu,andXinXiongforexcellentresearchassistance.



MAKAROV and SCHOAR 193

References

Allen,Franklin,ElenaCarletti,andXianGu.2019.“TheRolesofBanksinFinan-
cialSystems.”InThe Oxford Handbook of Banking,editedbyAllenN.Berger,
PhilipMolyneux,andJohnO.S.Wilson.Oxford:OxfordUniversityPress.

Aoyagi,Jun.2020.“LiquidityProvisionbyAutomatedMarketMakers.”Working
Paper.SocialScienceResearchNetwork,October15.https://ssrn.com/abstract= 
3674178.

Aoyagi, Jun, andYuki Ito.2021. “CoexistingExchangePlatforms:LimitOrder
BooksandAutomatedMarketMakers.”WorkingPaper.SocialScienceResearch
Network,March22.https://ssrn.com/abstract=3808755.

Aramonte,Sirio,WenqianHuang,andAndreasSchrimpf.2021.“DeFiRisksand
theDecentralisationIllusion.”BIS Quarterly Review(December):21–36.

Auer,Raphael,andStijnClaessens.2020.“CryptocurrencyMarketReactionsto
RegulatoryNews.”WorkingPaper381.Dallas:FederalReserveBankofDallas,
GlobalizationInstitute.https://doi.org/10.24149/gwp381.

Bartlett,Robert,andEricTalley.2017.“LawandCorporateGovernance.”InThe 
Handbook of the Economics of Corporate Governance, Volume 1,editedby
BenjaminHermalinandMichaelWeisbach.Amsterdam:NorthHolland.

Beniiche,Abdeljalil.2020.“AStudyofBlockchainOracles.”ArXiv:2004.07140.
Ithaca,N.Y.:CornellUniversity.

Berg,Tobias,ManjuPuri,andJörgRocholl.2020.“LoanOfficerIncentives,Internal 
RatingModels,andDefaultRates.”Review of Finance24,no.3:529–78.

Berle,Adolf,andGardinerMeans.1932.The Modern Corporation and Private 
Property.Piscataway,N.J.:TransactionPublishers.

Biais, Bruno, Christophe Bisière,Matthieu Bouvard, and Catherine Casamatta.
2019.“TheBlockchainFolkTheorem.”Review of Financial Studies32,no.5:
1662–715.

Bier,Jonathan.2021.The Blocksize War: The Battle for Control over Bitcoin’s Pro-
tocol Rules.Independentlypublished.

Breidenbach, Lorenz, Christian Cachin, Benedict Chan, Alex Coventry, Steve
Ellis,AriJuels,andothers.2021.“Chainlink2.0:NextStepsintheEvolution
ofDecentralizedOracleNetworks.”WhitePaper.https://chain.link/whitepaper.

Budish,Eric.2018.“TheEconomicLimitsofBitcoinandtheBlockchain.”Work-
ingPaper24717.Cambridge,Mass.:NationalBureauofEconomicResearch.
https://www.nber.org/papers/w24717.

Buterin,Vitalik.2014.“Ethereum:ANextGenerationSmartContractandDecentral-
izedApplicationPlatform.”WhitePaper.https://ethereum.org/en/whitepaper/.

Buterin,Vitalik.2021.“MovingbeyondCoinVotingGovernance.”Blogpost,
VitalikButerin’sWebsite,August16.https://vitalik.ca/general/2021/08/16/ 
voting3.html.

Caldarelli,Giulio, and JoshuaEllul. 2021. “TheBlockchainOracleProblem
inDecentralizedFinance—AMultivocalApproach.”Applied Sciences 11, 
no.16:7572.



194 Brookings Papers on Economic Activity, Spring 2022

Campbell,JohnY.2016.“RestoringRationalChoice:TheChallengeofConsumer
FinancialRegulation.”American Economic Review106,no.5:1–30.

Capponi,Agostino, andRuizhe Jia. 2021. “TheAdoption ofBlockchain-Based
DecentralizedExchanges.”ArXiv:2103.08842.Ithaca,N.Y.:CornellUniversity.

Célérier,Claire,andBorisVallée.2017.“CateringtoInvestorsthroughSecurity
Design:HeadlineRateandComplexity.”Quarterly Journal of Economics132,
no.3:1469–508.

Cong,LinWilliam,andZhiguoHe.2019.“BlockchainDisruptionandSmartCon-
tracts.”Review of Financial Studies32,no.5:1754–97.

Cong,LinWilliam,ZhiguoHe, and JiasunLi. 2021. “DecentralizedMining in
CentralizedPools.”Review of Financial Studies34,no.3:1191–235.

Cong,LinWilliam,andYizhouXiao.2021.“CategoriesandFunctionsofCrypto-
Tokens.” InThe Palgrave Handbook of FinTech and Blockchain, edited by
MaurizioPompellaandRomanMatousek.NewYork:SpringerNature.

Copeland,Tim.2020.“SteemvsTron:TheRebellionagainstaCryptocurrency
Empire.”Decrypt,August18.https://decrypt.co/38050/steem-steemit-tron- 
justin-sun-cryptocurrency-war.

De,Nikhilesh.2021.“CircleRevealsAssetsBackingUSDCStablecoin.”CoinDesk, 
July 20. https://www.coindesk.com/business/2021/07/20/circle-reveals-assets-
backing-usdc-stablecoin/.

De,Nikhilesh,andMarcHochstein.2021.“Tether’sFirstReserveBreakdownShows 
Token49%BackedbyUnspecifiedCommercialPaper.”CoinDesk,May13.
https://www.coindesk.com/markets/2021/05/13/tethers-first-reserve-breakdown- 
shows-token-49-backed-by-unspecified-commercial-paper/.

DiSalvo,Mat.2020.“Billions inEthereumatPlay:DeFiMemeCoinsAreNo
Joke.”Decrypt,September4.https://decrypt.co/40939/defi-meme-coins-no-
joke-billions-ethereum.

Ferreira,Daniel,JinLi,andRadoslawaNikolowa.2019.“CorporateCaptureof
BlockchainGovernance.”WorkingPaper593.Brussels:EuropeanCorporate
GovernanceInstitute(ECGI).

Gorton,GaryB.2021.“TheOrkneySlewandCentralBankDigitalCurrencies.”
WorkingPaper.SocialScienceResearchNetwork,October7.https://ssrn.com/
abstract=3937323.

Gorton, Gary B., and Jeffery Zhang. 2021. “Taming Wildcat Stablecoins.”
WorkingPaper.SocialScienceResearchNetwork,July19.https://ssrn.com/
abstract=3888752.

Gushue, JosephP. 2021. “Uniswapv3Employs a ‘New’LicenseAgreement to 
StakeCopycatVampireAttacks.”Blogpost, ImagineThat IPLaw,Volpe
Koenig,April20.https://www.vklaw.com/ImagineThatIPLawBlog/uniswap-
v3-employs-a-new-license-agreement.

Halaburda, Hanna, Zhiguo He, and Jiasun Li. 2021. “An EconomicModel of
ConsensusonDistributedLedgers.”WorkingPaper29515.Cambridge,Mass.:
NationalBureauofEconomicResearch.https://www.nber.org/papers/w29515.



MAKAROV and SCHOAR 195

Harvey,CampbellR.,AshwinRamachandran,andJoeySantoro.2021.DeFi and 
the Future of Finance.Hoboken,N.J.:JohnWileyandSons.

Hermalin,Benjamin,andMichaelWeisbach,eds.2017.The Handbook of the 
Economics of Corporate Governance, Volume 1.Amsterdam:NorthHolland.

Huberman,Gur,JacobD.Leshno,andCiamacMoallemi.2021.“Monopolywith-
out aMonopolist:An EconomicAnalysis of the Bitcoin Payment System.”
Review of Economic Studies88,no.6:3011–40.

Kereiakes,Evan,DoKwon,MarcoDiMaggio,andNicholasPlatias.2019.“Terra
Money: Stability andAdoption.”White Paper. https://assets.website-files. 
com/611153e7af981472d8da199c/618b02d13e938ae1f8ad1e45_Terra_White_
paper.pdf.

Laibson,David,AndreaRepetto,andJeremyTobacman.2007.“EstimatingDis-
count FunctionswithConsumptionChoices over the Lifecycle.”Working
Paper13314.Cambridge,Mass.:NationalBureauofEconomicResearch.https:// 
www.nber.org/papers/w13314.

LaPorta,Rafael,FlorencioLopez-de-Silanes,AndreiShleifer,andRobertVishny.
2000.“InvestorProtectionandCorporateGovernance.”Journal of Financial 
Economics58,no.1:3–27.

Leclair,Dylan,andSamRule.2021.“HowLeverageintheDerivativesMarket 
Dipped the Bitcoin Price.” Bitcoin Magazine, November 17. https:// 
bitcoinmagazine.com/markets/leverage-in-derivates-market-dipped-bitcoin-price.

Lehar,Alfred,andChristineA.Parlour.2021.“DecentralizedExchanges.”Work-
ingPaper.SocialScienceResearchNetwork,August16.https://ssrn.com/
abstract=3905316.

Lim,Michelle. 2021. “Iron Finance’sDeFi BankRun—andHowMarkCuban
Got‘Rekt.’”Forkast,June22.https://forkast.news/iron-finances-defi-bank-run-
why-mark-cuban-got-rekted/.

Lusardi,Annamaria,andOliviaS.Mitchell.2007.“FinancialLiteracyandRetirement 
Preparedness: Evidence and Implications for Financial Education.”Business 
Economics42,no.1:35–44.

Makarov,Igor,andAntoinetteSchoar.2021.“BlockchainAnalysisoftheBitcoin
Market.”WorkingPaper29396.Cambridge,Mass.:NationalBureauofEco-
nomicResearch.https://www.nber.org/papers/w29396.

McFarlane,Gary.2021.“HowCryptoDerivativesCrashedtheMarket—DoPrices
SignalBuyBitcoin?”InsideBitcoins,June3.https://insidebitcoins.com/news/
how-crypto-derivatives-crashed-the-market-do-prices-signal-buy-now.

Merton,RobertC.1995.“AFunctionalPerspectiveofFinancialIntermediation.”
Financial Management24,no.2:23–41.

Phillips,Todd,andAlexandraThornton.2022.“CongressMustNotProvideStatu-
toryCarveouts forCryptoAssets.”Center forAmerican Progress,March 1.
https://www.americanprogress.org/article/congress-must-not-provide-statutory-
carveouts-for-crypto-assets/.

Platt,Moritz, Johannes Sedlmeir, Daniel Platt, Paolo Tasca, Jiahua Xu, Nikhil
Vadgama, and Juan Ignacio Ibañez. 2021. “Energy Footprint of Blockchain



196 Brookings Papers on Economic Activity, Spring 2022

ConsensusMechanismsbeyondProof-of-Work.”ArXiv:2109.03667.Ithaca,
N.Y.:CornellUniversity.

Potter, Sam. 2022. “WildCrypto Leverage Is onOffer for Pros in 20-Times 
Bitcoin Bet.” Bloomberg, January 26. https://www.bloomberg.com/news/ 
articles/2022-01-26/wild-crypto-leverage-on-offer-for-pros-in-20-times-bitcoin- 
bet#xj4y7vzkg.

Prasad,EswarS.2021.The Future of Money: How the Digital Revolution Is Trans-
forming Currencies and Finance.Cambridge,Mass.:HarvardUniversityPress.

Roe,MarkJ.2018.“StockMarketShort-Termism’sImpact.”WorkingPaper.
SocialScienceResearchNetwork,October22.https://papers.ssrn.com/sol3/
papers.cfm?abstract_id=3171090.

Ru,Hong,andAntoinetteSchoar.2016.“DoCreditCardCompaniesScreenfor
BehavioralBiases?”WorkingPaper22360.Cambridge,Mass.:NationalBureau
ofEconomicResearch.https://www.nber.org/papers/w22360.

Schär,Fabian.2021.“DecentralizedFinance:OnBlockchain-andSmartContract-
BasedFinancialMarkets.”Federal Reserve Bank of St. Louis Review103,
no.2(April):153–74.

Stevens,Robert.2020.“VitalikButerin:DeFiYieldFarmersGoBrrrMoreThan
CentralBanks.”Decrypt,August31.https://decrypt.co/40318/vitalik-buterin-
ethereum-defi-yield-farmers-central-banks.

Szabo,Nick.1996.“SmartContracts:BuildingBlocksforDigitalMarkets.”https:// 
www.fon.hum.uva.nl/rob/Courses/InformationInSpeech/CDROM/Literature/
LOTwinterschool2006/szabo.best.vwh.net/smart_contracts_2.html.

Tunggal,AbiTyas.2022.“The65BiggestDataBreaches(UpdatedJune2022).”
Blogpost,UpGuard,June26.https://www.upguard.com/blog/biggest-data-
breaches.

VanWirdum,Aaron.2016.“EthereumClassicCommunityNavigatesaDistinct
PathtotheFuture.”Bitcoin Magazine,August19.https://bitcoinmagazine.com/ 
business/ethereum-classic-community-navigates-a-distinct-path-to-the-future- 
1471620464.

Vigna, Paul. 2022. “Crypto Thieves Get Bolder by the Heist, Stealing Record
Amounts.”Wall Street Journal,April22.https://www.wsj.com/articles/crypto-
thieves-get-bolder-by-the-heist-stealing-record-amounts-11650582598.

Werbach, Kevin. 2018. The Blockchain and the New Architecture of Trust.
Cambridge,Mass.:MITPress.

Werbach,Kevin,andNicolasCornell.2017.“ContractsExMachina.”Duke Law 
Journal67:313–82.

Wright,Aaron,andPrimaveraDeFilippi.2015.“DecentralizedBlockchainTech-
nology and theRise of LexCryptographia.”Working Paper. Social Science
ResearchNetwork,March20.https://ssrn.com/abstract=2580664.



$SSHQGL[

)LJXUH $��� 0DUNHW FDSLWDOL]DWLRQ RI WRS QRQ�VPDUW FRQWUDFW FU\SWRFXUUHQFLHV� 7KHVH ILJXUHV VKRZ WKH
PDUNHW FDSLWDOL]DWLRQ RI WRS QRQ�VPDUW FRQWUDFW FU\SWRFXUUHQFLHV DQG WKH UHVW IURP -DQXDU\ ���� WR )HEUXDU\
����� 7KH WRS VHYHQ FU\SWRFXUUHQFLHV LQFOXGH %LWFRLQ� 'RJHFRLQ� /LWHFRLQ� %LWFRLQ &DVK� 'DVK� DQG 'HFGUHG�
3DQHO $ VKRZV WKH PDUNHW FDSLWDOL]DWLRQ RI WKH WRNHQV LQ ELOOLRQ 86' DQG WKH 3DQHO % VKRZV WKHLU FRUUHVSRQGLQJ
SHUFHQWDJHV DV D VKDUH RI PDUNHW FDSLWDOL]DWLRQ IRU DOO FU\SWRFXUUHQFLHV� 'DWD VRXUFH� &RLQ*HFNR� $XWKRUV¶
FDOFXODWLRQV�

)LJXUH $��� 0DUNHW FDSLWDOL]DWLRQ RI WRS VPDUW FRQWUDFW SODWIRUPV� 7KHVH ILJXUHV VKRZ WKH PDUNHW FDSL�
WDOL]DWLRQ RI WRS ILYH VPDUW FRQWUDFW SODWIRUPV DQG WKH UHVW IURP -DQXDU\ ���� WR )HEUXDU\ ����� 7KH FRLQV IRU
WKH WRS ILYH VPDUW FRQWUDFW SODWIRUPV DUH (WKHUHXP� %LQDQFH &RLQ� 6RODQD� &DUGDQR� DQG 3RONDGRW� 3DQHO $
VKRZV WKH PDUNHW FDSLWDOL]DWLRQ RI WKH WRNHQV LQ ELOOLRQ 86' DQG WKH 3DQHO % VKRZV WKHLU FRUUHVSRQGLQJ SHU�
FHQWDJHV DV D VKDUH RI PDUNHW FDSLWDOL]DWLRQ IRU DOO VPDUW FRQWUDFW SODWIRUPV� 'DWD VRXUFH� &RLQ*HFNR� $XWKRUV¶
FDOFXODWLRQV�



)LJXUH $��� 7RWDO YDOXH ORFNHG RQ WRS VPDUW FRQWUDFW SODWIRUPV� 7KLV ILJXUH VKRZV WKH PXOWL�FKDLQ WRWDO
YDOXH ORFNHG E\ WRS VPDUW FRQWUDFW SODWIRUPV IURP -DQXDU\ ���� WR )HEUXDU\ ����� 'DWD VRXUFH� 'HIL /ODPD�
$XWKRUV¶ FDOFXODWLRQV�

)LJXUH $��� 'DLO\ VSRW WUDGH YROXPH IRU FHQWUDOL]HG H[FKDQJHV FRPSDUHG WR GHFHQWUDOL]HG H[FKDQJHV�
7KLV ILJXUH VKRZV WKH GDLO\ VSRW WUDGH YROXPH IRU FHQWUDOL]HG DQG GHFHQWUDOL]HG H[FKDQJHV IURP -DQXDU\ ����
WR )HEUXDU\ ����� 7KH ILJXUH LV SORWWHG LQ ORJ�VFDOH� 'DWD VRXUFH� 7KH %ORFN� $XWKRUV¶ FDOFXODWLRQV�



CoinGecko 2021 Year End Cryptocurrency Report

45%
50%

55% 55%
51% 53% 55% 52%

48% 48% 48%
43%

18%
16%

16% 18%
18% 15% 12%

12%
11% 9% 8%

7%

13%
13%

13% 14%
13% 12% 12%

12%
12%

11% 12%
14%

10% 8%
7% 5%

8%
7% 7% 8%

9%
10% 10%

9%

6%
5% 6%

8%

3.23% 4.21% 4.22% 4.95%
4.71% 4.54% 5.31%

3% 3%
4% 5% 6%

0%

10%

20%

30%

40%

50%

60%

70%

80%

90%

100%

Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec

Binance Huobi OKEx Coinbase Crypto.com FTX KuCoin Kraken Bitfinex Gate.io Bitmart Gemini

42

2021 Top 10 Centralized Exchanges (CEX) 

CEXes trading volume climbed slightly before dipping further in December

Data source: CoinGecko
Top-10 CEX as of 1 July 2021 Ȃ Binance, Huobi, Coinbase, Crypto.com, FTX, OKEx, Kraken, Bitfinex, Bitmart, Gemini
Top-10 CEX as of 1 January 2022 Ȃ Binance, Huobi, Coinbase, Crypto.com, FTX, OKEx, KuCoin, Kraken, Bitfinex, Gate.io

Total Trading Volume ($ Trillion)

$1.2T $1.4T $2.3T $3.2T $1.3T $0.8T $1.4T $1.8T$1.6T $1.8T $2.1T

Top 10 CEX Trading Volume Breakdown in 2021

Remarkably, Crypto.com has emerged as 
the quarter's biggest dark horse, 
increasing its market share from an 
average of 0.5% per month in the first 
half of 2021 to 7.8% in December.

Top-10 centralized exchanges recorded a 
total of $5.55 trillion spot trading 
volume in Q4 2021. Q4 peaked at $2.07 
trillion in November before falling to $1.64 
trillion in December (-21%).

+36%
Top 10 CEX Total Trading Volume 

Growth from Q3 to Q4 2021

%LQDQFHȇV market share fell to 42.7% at 
the end of Q4 as global regulatory scrutiny 
on the exchange continued.

+XRELȇV�PDUNHW�VKDUH�shrank by nearly 
50% in Q4, ending the quarter with a 7% 
share by volume among the top-10 CEXs.

$1.6TMarket
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2021 Top 10 Decentralized Exchanges (DEX) 

Trading volumes of Top 10 DEXes skyrocketed at the end of the year

Data source: CoinGecko
Top-10 DEX as of 1 November 2021 Ȃ Uniswap (v3), Uniswap (v2), PancakeSwap (v2), SushiSwap, Trader Joe, Raydium, Curve, SpookySwap, Orca, Compound Finance
Top-10 DEX as of 1 December 2021 Ȃ Uniswap (v3), Uniswap (v2), PancakeSwap (v2), SushiSwap, Trader Joe, Raydium, Curve, SpookySwap, Compound Finance, QuickSwap
Refer to CoinGecko Quarterly Report Q2 2021 and Quaterly Report Q3 2021 for Top-10 decentralized exchanges rebalances from January to September

Since launch, Trader Joe has expanded its 
market share quickly, while 6XVKLVZDSȇV
market share has notably declined.  

Top 10 DEXes spot trading volume in Q4 
2021 recorded a total of $522 billion in 
trading volume.

+67%
Top 10 DEXes Total Trading 

Volume Growth from Q3 to Q4 
2021

DEXes volumes skyrocketed in 
November and December where it 
jumped from $123B in Sept to $196B and 
$187B respectively.
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Uniswap maintained its position as the 
top DEX (V2 and V3 protocol), with 44.1% 
market share through out Q4 2021

Top 10 DEX Trading Volume Breakdown in 2021
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PLUURU�[\]�T�2QV.�PYI*W74��QIR[/\(9�OI<2T8I-,R.%[�%*�,�

)LJXUH $��� 0RQWKO\ 6SRW YV� 'HULYDWLYHV 9ROXPH� 7KLV ILJXUH VKRZV WKH PRQWKO\ VSRW DQG GHULYDWLYHV WUDGH
YROXPH LQ 86' IURP )HEUXDU\ ���� WR -DQXDU\ ����� 'DWD VRXUFH� &U\SWRFRPSDUH ([FKDQJH 5HYLHZ� -DQXDU\
�����

https://stark.mirror.xyz/q3OnsK7mvfGtTQ72nfoxLyEV5lfYOqUfJIoKBx7BG1I
https://stark.mirror.xyz/q3OnsK7mvfGtTQ72nfoxLyEV5lfYOqUfJIoKBx7BG1I


7DEOH $��� %ORFNFKDLQ ��� $WWDFNV
7KLV WDEOH VXPPDUL]HV WKH ��� DWWDFNV RQ EORFNFKDLQV LQ D GHVFHQGLQJ FKURQRORJLFDO RUGHU� 6RXUFH� $XWKRUV¶ VHDUFK RI QHZV�

&RLQ 'DWH 6XFFHHGHG" /RVV LQ 86' $IWHU WKH $WWDFN

%LWFRLQ 69
�%69�

$XJ �� ���� 1R ? 7KH %69 WHDP FODLPHG WKDW WKH DWWDFN ZDV WKZDUWHG DQG DOO IUDXGXOHQW FKDLQV LGHQ�
WLILHG�

%LWFRLQ 69
�%69�

$XJ �� ���� <HV 8QNQRZQ 7KH %69 WHDP UHFRPPHQGHG WKDW QRGH RSHUDWRUV LQYDOLGDWH WKH IUDXGXOHQW FKDLQ�
7KH %LWFRLQ $VVRFLDWLRQ FROOHFWHG HYLGHQFH RI WKH LOOHJDO DFWLYLW\ DQG LWV UHSUHVHQ�
WDWLYHV ZRUNHG ZLWK ODZ HQIRUFHPHQW DXWKRULWLHV LQ DIIHFWHG MXULVGLFWLRQV�

%LWFRLQ 69
�%69�

-XQ ��� ���� �
-XO �� ����

<HV 8QNQRZQ 6HYHUDO FU\SWR H[FKDQJHV VXVSHQGHG %69 WUDQVDFWLRQV� GHSRVLWV DQG ZLWKGUDZDOV�
$IWHU WKH -XO\ � EORFN UHRUJDQL]DWLRQ� WKH %69 WHDP GLVFRYHUHG WKH PDOLFLRXV QD�
WXUH RI WKH DFWLYLW\� WKHQ WRRN PLWLJDWLQJ DQG SUHYHQWDWLYH PHDVXUHV� 7KH H[FKDQJH
%LWPDUW ODWHU FODLPHG WKDW WKH DWWDFNHU KDG GHSRVLWHG ³IDNH´ %69� WUDGHG WKHP IRU
RWKHU FRLQV� DQG PRYHG WKRVH FRLQV WR RWKHU H[FKDQJHV� 2Q -XO\ ��� %LWPDUW ILOHG
IRU LQMXQFWLYH UHOLHI LQ WKH &RXUW VHHNLQJ WR SUHYHQW IXUWKHU WUDQVIHUV DQG DVNLQJ
IRU RWKHU H[FKDQJHV WR IUHH]H FRLQV WKH\ UHFHLYHG IURP WKH DWWDFNHU� %LQDQFH DQ�
QRXQFHG D VKXW�GRZQ RI LWV %69 PLQLQJ SRRO VFKHGXOHG IRU -XO\ ���

9HUJH �;9*� )HE ��� ���� 1R ? %LWWUH[ SDXVHG WKH ;9* ZDOOHW� 7KH 9HUJH WHDP VDLG WKH DWWDFN ZDV WKZDUWHG DQG
IDLOHG�
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)LUR �),52�
IRUPHUO\
=FRLQ�

-DQ ��� ���� <HV ���� PLOOLRQ EXW
PRUH WKDQ ��� RI
WKH ),52 ZDV
UHFRYHUHG

([FKDQJHV SDXVHG GHSRVLWV DQG ZLWKGUDZDOV� 7KH )LUR WHDP LVVXHG DQ HPHUJHQF\
VZLWFK WR WHPSRUDULO\ GLVDEOH /HODQWXV WR SUHYHQW WKH DWWDFNHU IURP DQRQ\PL]LQJ
IXQGV� 7KH\ DOVR UHOHDVHG D KRWIL[ DV D SUHYHQWLYH PHDVXUH RQ -DQXDU\ ��� DVNLQJ
DOO ZDOOHWV DQG PDVWHUQRGHV WR EH XSJUDGHG� 7KH SULFH RI ),52 GURSSHG �������
RQ -DQXDU\ ��� 7KH )LUR WHDP ORFNHG WKH DWWDFNHU¶V SURFHHGV DQG VXVSHFWHG WKDW
WKLV DWWDFN ZDV QRW ILQDQFLDOO\ PRWLYDWHG� 7KH )LUR FRPPXQLW\ YRWHG WR VXSSRUW
UHLPEXUVLQJ H[FKDQJHV ZLWK WKH ORFNHG IXQGV� 7KH IXQGV ZHUH UHWXUQHG WR %LQDQFH�
7KH )LUR WHDP H[SHGLWHG DFWLYDWLRQ RI &KDLQ/RFNV� D VHFRQGDU\ YDOLGDWLRQ OD\HU�
DQG GHSOR\HG LW RQ -DQXDU\ ���

$HWHUQLW\ �$(� 'HF �� ���� �
-DQ �� ����

<HV PRUH WKDQ
���������� EXW DOO
WKH VWROHQ $( ZHUH
UHFRYHUHG ODWHU

+XREL WLPHO\ SDXVHG DOO WKH $( GHSRVLWV DQG ZLWKGUDZDOV DQG DOHUWHG WKH $( WHDP
RQ 'HFHPEHU �� VKRUWO\ DIWHU WKH DWWDFNHU EURDGFDVWHG WKH QHZ FKDLQ� %LQDQFH
GHOLVWHG $( RQ 'HFHPEHU ��� 7KH $( WHDP IRXQG WKDW WKLV DWWDFN WDUJHWHG VSHFLILF
H[FKDQJHV �2.([� +XREL� *DWH�,2 DQG %LQDQFH� LQ WKHLU LQYHVWLJDWLRQV� 7KH $(
FRPPXQLW\ PHPEHUV KHOSHG WR PLWLJDWH WKH ��� DWWDFN E\ UHQWLQJ KDVKLQJ SRZHU
WR PLQH LQ WKH FRPPXQLW\ IRUN� 2Q -DQXDU\ �� WKH $HWHUQLW\ &RPPXQLW\ 7HOHJUDP
JURXS ZDV DWWDFNHG� 7KH $( WHDP FODLPHG WKDW WKH\ WKZDUWHG WKH DWWDFNHU¶V DWWHPSW
WR UROO EDFN H[FKDQJH WUDQVDFWLRQV RQ -DQXDU\ �� DQG UHFRYHUHG WKH ��PLOOLRQ VWROHQ
$( WRNHQV� 7KH $( WHDP DOVR DQQRXQFHG WKHLU SODQ DERXW LPSOHPHQWLQJ +\SHU�
FKDLQV� ZKLFK DUH 3R6 V\VWHPV WKDW UHO\ RQ H[LVWLQJ 3R: EORFNFKDLQV WR SUHYHQW
��� DWWDFNV�
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%LWFRLQ &DVK
$%& �%&+$�
QRZ H&DVK�

1RY ��� ���� <HV 8QNQRZQ *LYHQ WKDW WKH DWWDFN ZDV QRW ILQDQFLDOO\ PRWLYDWHG EXW IRU SURWHVWLQJ D QHZ PLQHU
WD[� WKH XQNQRZQ DWWDFNHUV FRXOG QRW VXVWDLQ WKLV DWWDFN� %&+$¶V SULFH ZDV QRW
DGYHUVHO\ DIIHFWHG E\ WKH DWWDFN�

*ULQ �*5,1� 1RY �� ���� 8QNQRZQ 8QNQRZQ 7KH PRWLYDWLRQ IRU WKLV DWWDFN UHPDLQV XQFOHDU� 7KH GHYHORSPHQW WHDP SXW D ZDUQ�
LQJ RQ LWV ZHEVLWH IRU WKH VXGGHQ LQFUHDVH RI KDVKUDWH ZKLFK FRLQFLGHG ZLWK WKH
1LFHKDVK UDWH GRXEOLQJ RXWVLGH RI NQRZQ SRROV� ,W DOVR VXJJHVWHG H[WUD FRQILUPD�
WLRQV RQ WUDQVDFWLRQV� 7KH SULFH RI *5,1 UHPDLQHG UHODWLYHO\ XQFKDQJHG DIWHU WKH
QHZV RI ��� WKUHDW EURNH�

(WKHUHXP
&ODVVLF �(7&�

$XJ ��� ���� <HV 8QNQRZQ 7KH VHULHV RI DWWDFNV KDG QR VLJQLILFDQW LPSDFW RQ WKH SULFH RI (7&� 2Q $XJXVW
��� WKH (7& WHDP DQQRXQFHG WKDW WKH\ ZRXOG SXUVXH HQIRUFHPHQW DQG UHJXODWLRQ
RI KDVK UHQWDO� 2Q 6HSWHPEHU �� 1LFH+DVK DFNQRZOHGJHG LWV KDVK�SRZHU UHQWDO
SODWIRUP PD\ KDYH IDFLOLWDWHG WKH DWWDFNV� 7KH (7& ODWHU LPSOHPHQWHG D 0RGLILHG
([SRQHQWLDO 6XEMHFWLYH 6FRULQJ �0(66� VROXWLRQ WR UHGXFH WKH OLNHOLKRRG RI IXWXUH
��� DWWDFNV�

(WKHUHXP
&ODVVLF �(7&�

$XJ �� ���� <HV 8QNQRZQ %LWIO\ DQG %LQDQFH UHSRUWHG WKH EORFN UHRUJDQL]DWLRQ DQG KDOWHG (7& WUDQVDFWLRQV�
ZLWKGUDZDOV� DQG GHSRVLWV� 7KH H[FKDQJH 2.([ VDLG LW ZRXOG FRQVLGHU GHOLVWLQJ
(7& GXH WR WKH QHWZRUN¶V VHYHUH ODFN RI VHFXULW\� &RLQEDVH H[WHQGHG GHSRVLW DQG
ZLWKGUDZDO FRQILUPDWLRQ WLPHV IRU (7& WR URXJKO\ WZR ZHHNV� 7KH (7& WHDP
DQQRXQFHG D VHFXULW\ SODQ RQ $XJXVW ���

(WKHUHXP
&ODVVLF �(7&�

-XO ��� ���� �
$XJ �� ����

<HV ���������� 7KH EORFNFKDLQ DQDO\WLFV ILUP %LWTXHU\ UHSRUWHG LQYHVWLJDWLRQV WKDW GHEXQNHG WKH
(7& WHDP¶V LQLWLDO VWDWHPHQW RI QR DWWDFN�
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%LWFRLQ *ROG
�%7*�

-XO �� ���� 1R ? %HVLGHV ZDUQLQJV� WKH %7* WHDP SULYDWHO\ VXSSOLHG PLQLQJ SRROV DQG H[FKDQJHV
ZLWK DQ XSGDWHG YHUVLRQ RI WKH %7* QHWZRUN ZKLFK KDV D FKHFNSRLQW WKDW DXWRPDW�
LFDOO\ UHMHFWHG WKH DWWDFNHU¶V FKDLQ�

%LWFRLQ *ROG
�%7*�

-DQ ��� ���� �
-DQ ��� ����

<HV ������� %7*¶V PDUNHW SULFH ZHQW XS DERXW �� SHUFHQW RYHU �� KRXUV DIWHU QHZV RI WKH DWWDFN
EURNH� ,Q D ZKLWH SDSHU� WKH %7* WHDP SURSRVHG D QHZ VRIW IRUN DSSURDFK� &URVV�
&KDLQ %ORFN 1RWDUL]DWLRQ 3URWRFRO� WR SUHYHQW IXWXUH ��� DWWDFNV�

9HUWFRLQ
�97&�

'HF �� ���� 1R ? 7KH PRWLYDWLRQ IRU WKLV DWWDFN UHPDLQV XQFOHDU� %LWWUH[� SRVVLEO\ WKH RULJLQDO WDUJHW
RI WKH DWWDFN� GLVDEOHG LWV ZDOOHW EHIRUH WKH UHRUJDQL]HG EORFNV ZHUH SXEOLVKHG� WKXV
SUHYHQWHG WKH SRWHQWLDO GRXEOH�VSHQG� 7KH 97& GHYHORSHU EODPHG 1LFHKDVK IRU
WKHLU KDVKSRZHU UHQWDO VHUYLFHV�

([SDQVH
�(;3�

-XO ��� ���� <HV ��� 7KLV DWWDFN UHFHLYHG OLWWOH QHZV FRYHUDJH� 2QO\ D IRUPHU UHVHDUFKHU DW WKH 0,7
'LJLWDO &XUUHQF\ ,QLWLDWLYH GLVFORVHG LW RQ JLWKXE�

/LWHFRLQ &DVK
�/&&�

-XO �� ���� �
-XO �� ����

<HV ������ 7KLV DWWDFN UHFHLYHG OLWWOH QHZV FRYHUDJH� 2QO\ D IRUPHU UHVHDUFKHU DW WKH 0,7
'LJLWDO &XUUHQF\ ,QLWLDWLYH GLVFORVHG LW RQ JLWKXE�

(WKHUHXP
&ODVVLF �(7&�

-DQ �� ���� �
-DQ �� ����

<HV ���������� 7KH (7& WHDP LQLWLDOO\ FODLPHG WKHUH ZDV QR DWWDFN EXW ODWHU FRQILUPHG LW� &RLQEDVH
SXEOLVKHG D UHSRUW RQ WKH DWWDFN DQG SDXVHG DOO (7& WUDQVDFWLRQV� ZLWKGUDZDOV DQG
GHSRVLWV� (7& KDG D QHDU ��� GHSUHFLDWLRQ RQ -DQXDU\ �� 7KH EORFNFKDLQ VHFXULW\
ILUP 6ORZ0LVW IRXQG WKH DWWDFNHU UHWXUQHG VWROHQ IXQGV WR WKH <R%LW DQG *DWH�LR
H[FKDQJHV RQ -DQXDU\ ���
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9HUWFRLQ
�97&�

2FW ��� ���� �
'HF �� ����

<HV PRUH WKDQ
��������

&RLQEDVH SXEOLVKHG D UHSRUW WKDW SURYLGHV PDQ\ GHWDLOV RQ WKH WLPHOLQH DQG ILQDQFLDO
ORVVHV RI WKLV VHULHV RI DWWDFNV� 7KH 97& GHYHORSHU EODPHG FORXG�PLQLQJ VHUYLFHV
VXFK DV 1LFHKDVK�

$XUXP&RLQ
�$8�

1RY �� ���� <HV �������� 7KH $XUXP &RLQ WHDP SXW DOO WKH EODPH RQ WKH H[FKDQJH &U\SWRSLD� DQG FODLPHG
WKDW WKH $8 WHDP LV QRW UHVSRQVLEOH WR WKH ORVV EHFDXVH $XUXP&RLQ LV DQ RSHQ�
VRXUFH GLVWULEXWHG FU\SWR FXUUHQF\� &U\SWRSLD GLG QRW HYHQ DFNQRZOHGJH WKH ORVV�

3LJHRQFRLQ
�3*1�

6HS ��� ���� <HV ������� 7KH 3*1 GHYHORSHUV SDWFKHG WKH EXJ WKDW ZDV H[SORLWHG LQ WKH DWWDFN� %HFDXVH
3*1 LV D FRS\FDW FU\SWRFXUUHQF\� WKH EXJ ZDV RULJLQDOO\ IURP WKH %LWFRLQ VRXUFH
FRGH ZKLFK ZDV DOUHDG\ IL[HG RQ 6HSWHPEHU ��� 7UDGLQJ UHVXPHG RQ 2FWREHU ��

5DYHQFRLQ
�591�

6HS ��� ���� �
6HS ��� ����

<HV 8QNQRZQ 7KH 5DYHQFRLQ WHDP UHSRUWHG WKHLU ILQGLQJV DQG VROXWLRQV RQ 6HSWHPEHU ��� 7KH\
FKRVH WR LPSOHPHQW D GHIDXOW PD[LPXP UHRUJ GHSWK ZLWK VSHFLILF QRGH FRQGLWLRQV
DV D VROXWLRQ WR SUHYHQW IXWXUH ��� DWWDFNV� 7KH\ DOVR UHOHDVHG D KRWIL[ IRU D EXJ
WKDW ZDV LQKHULWHG IURP %LWFRLQ VRXUFH FRGH ZKLFK DOORZV GRXEOH�VSHQG DWWDFNV
XVLQJ WKH FKDLQ RQ 6HSWHPEHU ���

)/2
%ORFNFKDLQ
�)/2�

6HS �� ���� <HV ������� %LWWUH[ GLVDEOHG WKH ZDOOHW DIWHU WKH GRXEOH�VSHQG DQG DOHUWHG WKH )/2 WHDP� 7KH
)/2 WHDP GHFLGHG WR UHSD\ WKH DSSUR[LPDWH ������� )/2 VWROHQ IURP %LWWUH[ DQG
DVNHG WKH )/2 FRPPXQLW\ IRU GRQDWLRQV� 7R PLWLJDWH ��� DWWDFNV DQG SURWHFW
WKH QHWZRUN� WKH )/2 WHDP LQLWLDOO\ SODQQHG WR LPSOHPHQW 6XQQ\ .LQJ¶V DGYDQFHG
FKHFNSRLQWLQJ V\VWHP� EXW ODWHU FKRVH WR DGG WKH PRUH DSSOLFDEOH PD[ UHRUJ GHSWK
FRQVHQVXV UXOHV WR )/2 LQVWHDG RI XVLQJ WKH FHQWUDO FKHFNSRLQW PHFKDQLVP�
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=HQ&DVK
�=(1� QRZ
+RUL]HQ�

-XQ �� ���� <HV PRUH WKDQ
��������

7KH =HQ&DVK WHDP DQQRXQFHG WKDW WKH\ KDG WDNHQ PLWLJDWLQJ DFWLRQV� FRQWDFWHG
H[FKDQJHV WR LQFUHDVH FRQILUPDWLRQ WLPHV� DQG FRQGXFWHG IRUHQVLF DQDO\VLV VRRQ
DIWHU UHFHLYLQJ ZDUQLQJV IURP D SRRO RSHUDWRU� 2Q -XQH �� WKH =HQ WHDP UHOHDVHG DQ
RIILFLDO VWDWHPHQW DERXW WKH DWWDFN RQ WKHLU ZHEVLWH�

/LWHFRLQ &DVK
�/&&�

0D\ ��� ���� <HV 8QNQRZQ 7KH H[FKDQJH <R%LW WZHHWHG WKDW D ��� DWWDFN RQ /&& ZDV LGHQWLILHG� 7KH /&&
WHDP DOHUWHG H[FKDQJHV WR LQFUHDVH FRQILUPDWLRQ UHTXLUHPHQWV� DQG DQQRXQFHG WKDW
WKHUH ZRXOG SRVVLEO\ EH D KDUG IRUN� 6RPH QHZV UHSRUWV LPSOLHG WKDW WKH ORVV ZDV
PLQRU LQ WKLV DWWDFN� /DWHU LQ D ZKLWH SDSHU� WKH /&& WHDP SURSRVHG D QHZ K\�
EULG 3R:�3R6 VROXWLRQ� ³7KH +LYH´� WKDW DLPV WR SURWHFW WKH QHWZRUN DJDLQVW ���
DWWDFNHUV�

9HUJH �;9*� 0D\ ��� ���� <HV PRUH WKDQ
����������

$IWHU DWWDFNHUV H[SORLWHG WKH VDPH ZHDNQHVV DV WKH SUHYLRXV $SULO DWWDFN� 9HUJH
WULHG WR GRZQSOD\ LW DV D ''R6 DWWDFN RQ VRPH PLQLQJ SRROV� 7KH SULFH RI ;9*
GURSSHG VLJQLILFDQWO\ DIWHU WKH DWWDFN�

%LWFRLQ *ROG
�%7*�

0D\ ��� ���� �
0D\ ��� ����

<HV ����������� 7KH %7* WHDP XSGDWHG LWV PLQLQJ DOJRULWKP LQ -XQH ���� LQ RUGHU WR DGG DQ LP�
PHGLDWH PHDVXUH RI VDIHW\ IURP ��� DWWDFNV� $OWKRXJK WKH %7* WHDP ZDUQHG
H[FKDQJHV DERXW WKH DWWDFN� WKH H[FKDQJH %LWWUH[ DVNHG WKH %7* WHDP WR SD\ IRU
WKHLU ORVV� %7* UHIXVHG WR SD\ DQG ZDV GHOLVWHG IURP %LWWUH[ ODWHU LQ 6HSWHPEHU
�����
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0RQD&RLQ
�021$�

0D\ ��� ���� �
0D\ ��� ����

<HV ������� 0DQ\ H[FKDQJHV KDOWHG GHSRVLWV RI 0RQDFRLQ DIWHU WKH QHZV RI DWWDFN� 7KH 0RQD�
FRLQ GHYHORSHU DGYLVHG H[FKDQJHV WR LQFUHDVH FRQILUPDWLRQV WR ���� 6RPH QHZV
UHSRUWV VWDWHG WKDW WKH DWWDFNHU KDG EHHQ DWWHPSWLQJ WR H[SORLW D ZHDNQHVV LQ WKH
0RQDFRLQ¶V GLIILFXOW\ DGMXVWPHQW PHFKDQLVP IRU VL[ PRQWKV SULRU WR WKLV DWWDFN
EHLQJ GHWHFWHG�

9HUJH �;9*� $SU �� ���� <HV ������� 7KH SUREOHP ZDV WHPSRUDULO\ IL[HG ZLWK DQ HPHUJHQF\ FRPPLW SRVWHG E\ WKH OHDG
9HUJH GHYHORSHU� EHFDXVH WKH DWWDFNHUV XVHG D ZHDNQHVV LQ WKH 9HUJH FRGH WR IDOVLI\
WLPH VWDPSV RQ EORFNV� &ULWLFV VDLG WKDW WKH YXOQHUDELOLW\ UHPDLQV XQIL[HG DIWHU WKH
EORFNFKDLQ ZDV KDUG�IRUNHG� 7KH 9HUJH WHDP WULHG WR GRZQSOD\ WKH VHYHULW\ RI WKH
DWWDFN RQ VRFLDO PHGLD�

(OHFWURQHXP
�(71�

$SU �� ���� <HV 8QNQRZQ ,W ZDV ILUVW QRWLFHG EHFDXVH D PDVVLYH DPRXQW RI HPSW\ EORFNV ZHUH FRQVWDQWO\
PLQHG RQ WKH FXUUHQF\¶V EORFNFKDLQ� 6RPH (71 FRPPXQLW\ PHPEHUV VXVSHFWHG
WKDW WKH DWWDFNHU ZDV %LWPDLQ� ZKR VHHPHG WR KDYH D ODUJH SURSRUWLRQ RI QHWZRUN
KDVKUDWH DW WKDW WLPH� 7KLV DWWDFN DIIHFWHG WKH (OHFWURQHXP IRU D ZKLOH� EXW (OHF�
WURQHXP HYHQWXDOO\ PRYHG RQ�

.U\SWRQ �.5� $XJ ��� ���� <HV ������ 7KH DWWDFNHUV GHPDQGHG D UDQVRP� ZKLFK .U\SWRQ GHFOLQHG WR SD\� .U\SWRQ WULHG
WR WXUQ WR WKH 3R6 FRQVHQVXV PHFKDQLVP WR SUHYHQW IXWXUH DWWDFNV� EXW WKH SURMHFW
ZDV WHUPLQDWHG D IHZ PRQWKV ODWHU�

7HUUDFRLQ
�75&�

-XO ��� ���� <HV 8QNQRZQ 7HUUDFRLQ¶V SULFH FROODSVHG� 7KH H[FKDQJH %WHU DQQRXQFHG WKDW WKH DWWDFNHU ZLWK�
GUHZ DERXW �� %7& YDOXH EHIRUH WKH DFFRXQW ZDV GLVDEOHG�



&RLQ 'DWH 6XFFHHGHG" /RVV LQ 86' $IWHU WKH $WWDFN

)HDWKHUFRLQ
�)7&�

-XQ �� ���� �
-XQ ��� ����

<HV ������ )HDWKHUFRLQ ODWHU DGRSWHG DQ $GYDQFHG &KHFNSRLQWLQJ �$&3� IHDWXUH WR SURWHFW
DJDLQVW ��� DWWDFNV� 7KH FKHFNSRLQW PDVWHU QRGH LV GHSOR\HG DQG PDLQWDLQHG E\
WKH OHDG )7& GHYHORSHU�

&RLOHGFRLQ
�&/&�

-DQ �� ���� <HV 8QNQRZQ 7KH ��� DWWDFN NLOOHG &RLOHG&RLQ IRU QRQ�ILQDQFLDO UHDVRQV� 6RPH FRPPXQLW\
PHPEHUV DFFXVHG /XNH�-U� D %LWFRLQ &RUH GHYHORSHU DQG WKH IRXQGHU RI (OLJLV PLQ�
LQJ SRRO� RI XVLQJ WKH SRRO UHVRXUFHV WR DWWDFN &RLOHGFRLQ� /XNH�-U GHQLHG LW� %XW
KH VWDWHG WKDW &RLOHG&RLQ ZDV D VFDP WKDW ZRXOG GLVFUHGLW DQG KDUP %LWFRLQ¶V UHS�
XWDWLRQ�
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