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Purpose — This study investigates the development of adolescents’ advertising literacy and
privacy protection strategies in the context of targeted advertisements on social networking
sites (SNSs).

Design/methodology/approach — A survey was conducted among 374 adolescents aged
between 12 and 17, and 469 young adults (18-25 years) served as a comparative benchmark.

Findings — Results indicate that advertising literacy increased progressively throughout
adolescence, and reached adult-like levels only by the age of 16. In addition, adolescents have
an inadequate awareness of commercial data collection practices. This awareness slowly
increased as a function of their age until it reached an adult level around the age of 20.
Finally, findings reveal that adolescents took little action to cope with targeted advertisements
by means of privacy protection strategies.

Practical implications — This paper devotes much attention to the formulation of specific
recommendations for EU policy makers and regulatory bodies. In addition, it also holds
implications for advertisers (e.g., the need for more in-depth data protection impact
assessments), social media providers (e.g., adolescent-friendly privacy policy) and social
caretakers (e.g., achieving advertising literacy and privacy education).

Originality/value — This paper fulfills the need to investigate adolescents' advertising literacy
and privacy protective behaviors on SNSs, and in turn, directly translates these insights into
recommendations that can underpin the rationale of regulatory or policy decisions.
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Introduction

Growing up in the digital era, adolescents have embraced social networking sites
(SNSs) as an integral part of their daily lives. The pervasiveness and increased popularity of
SNSs among adolescents has also drawn the attention of advertisers, offering them an
important venue for their commercial agendas. On these platforms, adolescents are regularly
confronted with targeted advertising that is tailored to their personal characteristics and
behavior (Zarouali et al., 2017, 2018). The tracking, profiling and targeting practices that
enable personalization are sophisticated and opaque, and as such, can inhibit adolescents’
ability to understand these commercial practices, or make critical decisions about their
privacy and personal data (Verdoodt and Lievens, 2017). A study revealed indications that
adolescents might not be fully aware of brand communications that circulate in a social
networking environment (Rowley et al., 2016). Recently, this issue has been the subject of
heightened public debate and raised important concerns from a children’s rights perspective,
particularly for their rights to privacy and protection against exploitation under the UN
Convention on the Rights of the Child (“UNCRC”) (Verdoodt and Lievens, 2017). Therefore,
we aim to empirically investigate whether adolescents understand advertising on SNSs (i.e.
their advertising literacy) and determine to which extent they engage in protective behaviors
to safeguard their privacy, and in turn, directly translate these insights into recommendations
that can underpin the rationale of regulatory or policy decisions at European level (European
Commission, 2010; Verdoodt and Lievens, 2017).

At the EU level, the collection and processing of children’s data for targeted
advertising practices is covered by the General Data Protection Regulation (“GDPR”)
(European Parliament and Council, 2016). The GDPR applies to (most often fully or partially
automated) processing of personal data (Article 2 GDPR). The GDPR already pays particular
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personal data, as they are less aware of the risks and the consequences of the processing of
their personal data on their rights (Recital 38 GDPR). This specific protection for children
should be awarded when their personal data is processed in the context of marketing and
profiling (Recital 38 GDPR). Advertisers that want to process children’s personal data for the
delivery of personalized advertising will have to comply with the principles and requirements
for data controllers and the specific protection for children in the GDPR (Macenaite and
Kosta, 2017; Verdoodt and Lievens, 2017; Zuiderveen Borgesius, 2015). In addition, the
ePrivacy Directive contains rules for the processing of personal data in the electronic
communication sector, which already cover popular tracking technologies used for the serving
of targeted advertisements like cookies. As such, it forms an additional layer of protection,
complementing the GDPR. In January 2017, the European Commission launched its proposal
for an ePrivacy Regulation, which is set to replace the ePrivacy Directive and align the rules
for electronic communications with the new standards of the GDPR. At the moment, it is still
unclear what the real impact of these changes on the daily lives of children and the exercise of
their rights will be (Lievens and Verdoodt, 2017). In this regard, research on adolescents’
understanding of the personalization and data collection elements, as well as the uptake of
privacy protection strategies are highly relevant to develop evidence-based recommendations
regarding the finalization and implementation of the ePrivacy Regulation.

Based on the aforementioned, our research aim is threefold. First, we explore at what
age advertising literacy among adolescents’ (12-17 years) is fully developed in the context of
targeted advertising on SNSs, with young adults being the benchmark (18-25 years). This
comparison will allow for meaningful interpretation on the progression of adolescents’
advertising literacy, allowing us to determine when this knowledge crystallizes into a
sophisticated defense mechanism. Second, by using the same comparative base, we aim to

explore whether adolescents have an adequate awareness of data collection practices. Third,



we as well as privacy conceptions and institutional privacy protection strategies on SNSs (as
compared to young adults). This allows us to explore patterns of privacy awareness and
management from a targeted advertising perspective. With the obtained findings, we devote
considerable discussion on how these findings can directly feed into recommendations for EU

policy makers and regulatory bodies.

Theoretical Framework

Advertising literacy

Adpvertising literacy refers to the necessary skills and abilities to recognize, interpret
and critically evaluate advertising (Hudders et al. 2017). More frequently than not, the
concept of advertising literacy has been used to infer an individual’s understanding of the
selling and persuasive intent of advertising. For decades, scholars have argued that by the age
of 12, children have reached a robust level of advertising literacy for traditional advertising
forms (Gunter et al., 2005; Gunter and Furnham, 1998; Valkenburg and Cantor, 2001).
Recently, however, studies have countered this claim by showing that advertising literacy has
not entirely matured at the age of 12, indicating that it continues to develop through
adolescence as well (Carter et al., 2011; Rozendaal et al., 2010). Given this empirical
evidence, it is somewhat remarkable to observe that no research efforts have been directed to
the development of advertising literacy past the age of 12. This issue is now more relevant
than ever as adolescents are daily exposed to covert and embedded advertising formats during
their —extensive- time on SNSs (i.e. sponsored posts or targeted ads). To elaborate on this
issue, it is essential to address that advertising literacy depends on two major elements: (1)
cognitive and information processing ability, and (2) experience (Friestad and Wright, 1994).

When it comes to cognitive and information processing ability, it has been asserted
that covert and embedded ads require a greater amount of mental resources to successfully

process the persuasive and selling intent of these persuasive messages (Hudders et al., 2017;



Owen et al., 2013; Panic et al., 2013). On SNSs, targeted ads adopt the format of the network,
and are subtly integrated in the user news feed in between other, organic posts (Aguirre et al.,
2016). This practice blurs the boundaries between advertising, entertainment and information,
making it more challenging for adolescents to understand these messages as pieces of
marketing content (Hudders et al., 2017). Therefore, we argue that advertising literacy in the
context of targeted advertisements on SNSs needs sufficient time to develop, which should be
a process that continues during adolescence as well.

A second requirement for advertising literacy development is the experience or
practice individuals have with advertisements, which can simply be defined as the amount of
exposures to a specific ad format (Evans and Park, 2015; Friestad and Wright, 1994). As
argued by Friestad and Wright (1994), experience and practice with certain types of
persuasion attempts may only begin beyond a consumer’s childhood. In contrast to traditional
advertising (to which children are exposed to from a very young age), consumers might start
to gain experience with targeted ads on SNSs during their adolescent years, as the terms of
service of most SNSs usually restrict their use to those aged 13 or older. Although it should be
acknowledged that children may already have a profile account before the age of 13
(Livingstone et al., 2013; Ofcom, 2017), we can still argue that experience-based
development of advertising literacy in a SNSs context is most likely to occur well-beyond the
childhood years, and thus develop throughout adolescence.

Based on this reasoning, we expect adolescents’ advertising literacy to increase as a
function of their age during adolescence. However, the question still remains when
adolescents reach an adult-like level of advertising literacy (i.e. a fully developed or matured
advertising literacy). Therefore, we formulate:

H1: Advertising literacy in the context of targeted advertising on SNSs gradually

increases during adolescence.



RQ1: At what age do adolescents reach adult levels of advertising literacy in the

context of targeted advertising on SNSs?

Awareness of Data Collection and Use

In addition to advertising literacy, adolescents need a wider array of advertising
competences to fully comprehend how targeted advertisements work and intend to persuade
people. In this respect, it is essential to know that these platforms have compiled an
unprecedented database of personal information about their users, which companies and third
parties can easily employ to tailor advertising at specific, predefined target groups who are
most likely to be interested in a particular product or service (Knoll, 2016; Tucker, 2014).
Advertisers can select their audience based on innumerable pieces of personal data, such as
socio-demographic information, preferences and interests, lifestyle pattern, real-time location,
visited websites, etc. Therefore, being aware of the acquisition and usage of one’s personal
data by companies and brands is crucial to have an accurate and thorough understanding of
targeted advertising on SNSs, as well as to trigger critical reflection with regards to the
consequences of these marketing practices for their online privacy.

Tracking and profiling of consumers’ online information and activities often happens
covertly on SNSs (Boerman, Kruikemeier, et al., 2017). Research showed that users’ usually
know that data collection and usage is somehow involved, but have insufficient knowledge on
how and which data are being used by companies and third parties (McDonald and Cranor,
2010; Smit et al., 2014). Thus, even if adolescents were to have sufficient advertising literacy
(i.e. understanding that targeted ads aim to sell and persuade), it does not necessarily follow
that they also understand the underlying data acquisition and usage due to a general lack of
transparency (Lievens and Verdoodt, 2017; Zarouali et al., 2017). A recent study of De Pauw
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recognize a personalized advertisement, few of them succeeded in understanding that the
advertisement was based on their own personal data, i.e. their previous browsing behavior.
Surprisingly, other than this finding, little insights are available on adolescents’ knowledge of
advertisers’ widespread acquisition and use of personal data for targeting purposes on SNSs.
Therefore, we aim to provide more conclusive empirical evidence on this issue. Hence, we
formulate following research questions:

RQ2a: Does awareness of data collection and use on SNSs for advertising purposes

increase during adolescence?

RQ2,: At what age do adolescents reach adult levels of awareness of data collection

and usage on SNSs for advertising purposes?

Institutional Privacy Protection Strategies and Concerns

From the moment SNSs gained a considerable popularity around the globe, the topic
of online privacy attracted the attention of academic research from the angle of commercial
exploitation by companies and third parties (Debatin et al., 2009; Livingstone et al., 2013).
Although this issue concerns all users on SNSs, it is particularly important in the case of
adolescents. When it comes to online privacy on SNSs, it has been argued that adolescents
engage in loose and /aissez-faire behavior, hereby sometimes ignoring the risk of privacy
invasions (Trepte and Reinecke, 2011; Youn, 2009). In this context, scholars often refer to
what has been called the privacy paradox (Barnes, 2006; Norberg et al., 2007; Taddicken,
2014). This paradox asserts that adolescents in general consider their online privacy to be
important, yet they do not act accordingly to protect it in specific situations (Barnes, 2006).
Indeed, studies have revealed that adolescents are less eager to engage in privacy protective

behavior than older age groups, as they disclose much more personal information and are less



likely to use privacy settings as compared to adult users (e.g. Christofides et al., 2009;
Walrave et al., 2012).

However, it is important to note that this line of reasoning mainly applies to
adolescents’ protective strategies towards their social privacy on SNSs. This refers to
protective measures to control access to their personal data by other users, rather than the SNS
provider or third parties (like advertisers). Considering the intrusiveness and ubiquity of
targeted advertising in SNSs, it is crucial to also determine to what extent adolescents engage
in institutional privacy protective behavior, which refers to protection strategies to control and
cope with the use of personal data by companies and third parties for advertising purposes
(Raynes-Goldie, 2010; Young and Quan-Haase, 2013). To date, it remains somewhat unclear
whether adolescents are truly concerned about their institutional privacy in the context of
advertising on SNSs, and, to what extent they engage in institutional privacy protection
strategies as a control and coping mechanism. In this regard, boyd (2014) argued that
adolescents might not be concerned about commercial or organizational actors having access
to their personal information; online privacy for them rather means avoiding surveillance
from parents, teachers, friends and other meaningful persons in their lives. This can be
explained by referring to adolescents’ imagined audiences on a SNS: whereas friends, peers,
family and other members of their network represent “known audiences” (i.e. social privacy),
advertisers and commercial parties are usually “unknown audiences” (i.e. institutional
privacy) (Debatin et al., 2009; Trepte and Reinecke, 2011; Young and Quan-Haase, 2013). In
other words, the information gathering practices for purposes of targeted advertising might
remain invisible on social platforms, and thus, out of reach of adolescents’ privacy concerns
(Debatin et al., 2009).

Based on this discussion, we highlight the urgent need to clarify adolescents’ privacy

concerns vis-a-vis advertisers on SNSs (i.e. institutional privacy), with adults being the



comparative base; and more importantly, explore to what extent they engage in institutional
privacy protecting strategies to cope with advertisements based on their personal data. With
adolescents’ well-being, e-safety and fundamental rights at stake (such as their rights to
privacy and development) (Verdoodt and Lievens, 2017), we formulate the following
important research questions:

RQ3.: Does engaging in institutional privacy protection strategies increase during

adolescence?

RQ3y: At what age do adolescents reach adult levels of institutional privacy protection

strategies on SNSs?

RQ4: To what extent are adolescents concerned about their institutional privacy, and

how does this compare to adults?

Methods
Participants and Procedure

The adolescent sample consisted of 374 respondents aged between 12 and 17 (Nizyear =
60; Ni3year = 70; Nisyear = 565 Nisyear = 68; Nigyear = 635 Nizyear = ST)(Mage = 14.47, SD = 1.69; 53%
girls) who met the criterion of being active on SNSs. We decided to include 12 year olds as
well because solid and reliable evidence exists that significant numbers of children younger
than 13 have a profile on a SNS, even though the minimum age is set to 13 (e.g. Lilley and
Ball, 2013; Ofcom, 2017). All adolescents in the sample were recruited from secondary
schools situated in [region deleted for the purpose of double-blind peer review]. Different
tracks of the [region’s] school system were covered by our study. Prior to the study, formal
consent from the school’s principal, parental consent and adolescents’ informed consent were
obtained. The study’s procedure was approved by the ethical committee of our institution
[ethical approval number: SHW 17 37]. The paper-and-pencil questionnaire was conducted

in classrooms during school time. All respondents were assured that their responses would be
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treated anonymous and confidential, and that they could withdraw their participation at any
given time without negative consequences. No respondent decided to do so. Importantly,
given the focus on adolescents’ understanding of targeted ads, we decided to offer them a
visual aid to make the questions more concrete (which is also beneficial for the external and
ecological validity). They were given examples of real targeted ads or sponsored posts that
appear in the news feed of two popular SNSs, Facebook and Instagram. These ads contained
the “sponsored” disclosure. These stimuli helped the adolescents to better comprehend the
focus of the study, and subsequently, orient their minds toward that direction.

Regarding the adult subsample, a total of 469 respondents aged 18-25 years
participated in the study (Nisyear = 40; Nioyear = 76; Nagyear = 63; Natyear = 815 Nizyear = 60; Nasyear = 30;
NMosyear = 09; Nosyear = 50) (Muge = 21.41, SD = 2.19; 52% female). These young adults were
recruited by university students in their community environment. Most had a higher education
level (69%), around one third had a higher secondary education level (28%), and 1 % had a
low secondary or lower education. The majority of the respondents were students (73%), 22
% had a full-time position, 2% had a part-time position, and 2% were unemployed at that
point in time. As argued by Rozendaal et al. (2010), young adults represent an accurate
benchmark in advertising research because of two reasons: 1) they have grown up in a -more
or less- similar digital and commercial media environment as today’s adolescents, and 2) they
are expected to have a ‘mature’ level of advertising literacy, making them highly suitable for
direct comparisons. The young adults received the exact same survey as the adolescents
(including the same visuals).

Measures

Adpvertising literacy was operationalized as understanding of the selling and persuasive
intent of a sponsored post on a SNS. To measure this construct, we used the recently

developed scale (Boerman, van Reijmersdal, et al., 2017) consisting of six items. A sample
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item is “The reason that sponsored posts are shown on SNSs is to encourage people to buy
the advertised brand”). The response options ranged from 1 (strongly disagree) to 7 (strongly
agree). The scale was found to be reliable (Oadolescents = .93; Qaduits = .78). All items were
aggregated to form a single measure for advertising literacy (Madotescents = 5.05, SDadotescents =
1.49; Maauiss = 6.06, SDaguirs = 0.67)

To measure awareness of data collection and use, we asked participants whether they
were aware of what type of data SNSs collect for brands to use for targeting sponsored posts.
Six options were presented: 1) personal information (e.g. age, gender, residence, etc.); 2)
preferences and interests (e.g. liked pages); 3) behavior on SNSs (e.g. wall posts, shared
pictures, comments, etc.); 4) real-time location (e.g. via location services on smartphone); 5)
Social contacts (e.g. friends list, chat messages from Facebook Messenger, etc.); 6) behavior
outside the network (e.g. visited websites via Google, apps used, etc.). The answer options
were yes, no or don’t know. As commercial actors can easily use all of these data, all six
options were true. The answers will be analyzed separately, as well as aggregated to form a
single measure. In this respect, the answer yes was coded 1, and no or don’t know were coded
0. The total score served as the value for adolescents’ awareness of data collection and usage
for advertising purposes (Madolescents = 2.35; SDadotescents = 1.735 Maguirs = 4.09, SDaguirs = 1.75).

Based on the study conducted by Young and Quan-Haase (2013), we measured
institutional privacy protection strategies by asking respondents about 8 strategies they
employed to control and cope with their personal data being used by advertisers for
commercial purposes (e.g. “I restrict my personal information to SNSs to prevent advertisers
from obtaining it”’). Respondents were asked to rate these strategies on a 7-point Likert scale,
with response options ranging from one (strongly disagree) to seven (strongly agree) (for all
the items, see Table 2). Similar to the previous concept, the strategies will be analyzed

separately, as well as averaged to create a single measure of the extent to which adolescents
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engage in overall institutional privacy protection behavior on SNSs (Madoiescenss = 3.60;
SDadotescents = 1.09; Maduiss = 3.47, SDaduis = 1.08)

We used the six-item Global Information Privacy Concern scale (Malhotra et al.,
2004), and made slight adaptations in order to measure respondents’ privacy concerns in the
context of advertising on SNSs (i.e. institutional privacy concerns). The response categories
ranged from one (strongly disagree) to seven (strongly agree). A sample item is ‘To me, the
most important thing is to keep my privacy intact from online brands on SNSs’. Initially, the
scale’s reliability was .69 for the adolescent subsample, and .54 for the adult subsample.
Therefore, we omitted the fourth item to improve the scale’s reliability (Gadolescents = -78; Oladults
=.78). The mean score of the remaining five items was used as a measurement of institutional
privacy concern (Madoiescents = 5.77 , SDadotescents = .98 Muduiss = 5.41, SDaguis = 1.03).

Finally, we also included control variables in our survey (e.g. gender, time spent on
SNSs and education). However, analyses showed that none of these covariates had a
significant influence on our dependent variables, hereby offering little contribution in
answering our research questions. Therefore, we did include them in all the analyses of our
data, but we decided not to report them in the results section (see next paragraphs) for both

clarity and brevity sake.

Results
Advertising literacy

We first conducted an analysis of variance (ANOVA) to investigate differences in
advertising literacy during the adolescent years. A significant association was found between
age and advertising literacy (F(5, 365) =33.47, p <.001). To elaborate on this result, we
visualized the development of advertising literacy in Figure 1. As can be seen on this
depiction, advertising literacy gradually increases from the age of 12 until it seems to level off

around the age of 15-16. Post-hoc LSD tests confirmed that advertising literacy increased
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significantly until the age of 16 (M = 5.83, SE = .12) (see Table 1). From then on, no
significant increase in advertising literacy can be witnessed. When it comes to adults, age was
not positively related to advertising literacy (F(7, 461) = .89, p =.52). The mean advertising
literacy score among adults was 6.06 (and thus, representing the adult benchmark). As shown
in Table 1, post-hoc analyses reveal that only by the age of 16, adolescents possess a
advertising literacy level that does not differ significantly from adults (Misyear = 5.83 VS Muduiss
=6.06, p = .08). Therefore, we conclude that advertising literacy toward targeted advertising

on SNS reaches adult-like levels around the age of 16.

[INSERT FIGURE 1AROUND HERE]

[INSERT TABLE 1AROUND HERE]

Data Collection Awareness

To explore the association between the age and data collection awareness, Pearson’s
chi-square tests were used. Results revealed that 5 out the 6 options were positively related to
adolescents’ age. These targeting options are: personal information (y°(10) = 30.86, p <.001);
preferences and interests (y’(10) = 45.53, p <.001): behavior on network (y’(10)=18.11, p
<.05); real-time location (y?(10)= 34.24, p <.001); behavior outside network (y*(10) = 42.60,
p <.001). For social contacts, no significant association was found with age (y*(10)=7.54,p =
.67). To visualize this, we included Figure 2, which shows the proportion —in percentages- of
adolescents that were aware (i.e. answered yes) of the types of data being collection and used.
This clearly illustrates the five abovementioned (gradual) increases, but also shows an
alarming overall pattern of poor data collection awareness among adolescents (and

particularly the younger ones). To explore the age at which adolescents reach adult-like
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awareness, we used the aggregated score of this construct (see measures). Interestingly, LSD
post-hoc output in Table 1 demonstrates that even by the age of 17, adolescents have not yet
reached a matured level of data collection awareness (Mi7year = 3.30 vs. M aquirs = 4.09, p <
.001). Further examination indeed showed that this awareness continued to develop during
young adulthood as well, since age accounted for a significant variation in data collection
awareness among adults as well (F#(7, 461) = 2.17, p <.05). Only by the age of 20 did this

knowledge stagnate, with no further significant increases (M2pyear = 5.08, SD = .21).

[INSERT FIGURE 2 AROUND HERE]

Institutional Privacy Protection

Table 2 presents all the privacy protection strategies in relation to adolescents’ age,
along with a test of significance (F-tests). A general trend can be identified for five out of
eight privacy protection strategies (1, 4, 5, 6 and 8): young adolescents (12-13 years) have
low scores for protecting and coping with their institutional privacy, but they gradually tend to
engage in more strategies as they enter late adolescence. Nevertheless, it can be concluded
that even by the age of 17, the overall scores of these five privacy protection strategies are
relatively low. For the three remaining options, i.e. reading the privacy policy, changing
advertising settings and deleting cookies, the increase in adolescents’ age had no significant
influence in engaging in these three privacy protection strategies.

To avoid a lengthy account on all the different protection strategies and their
respective relationships, we used adolescents’ aggregated score on privacy protection
strategies to answer our research questions. First, an ANOVA revealed a significant
association between age and adolescents’ aggregated institutional privacy protection behavior

(F(5,359)=5.033, p <.001), which confirms the trends visualized in Table 2. Although
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significant, we must again emphasize that the ‘age-related improvements’ are limited, with
17-year old adolescents presenting a mean score of only 3.86 out of 7. When it comes to
adults, age was not significantly related to institutional privacy behavior (F(7, 461) =1.09, p
=.37), with a mean score of 3.47 on a scale of 7. Surprisingly, in answering the research
question that requires the comparison between adolescents and adults in terms of privacy
protective behavior, analyses showed that adults were not more likely to engage in privacy
protective behavior. On the contrary, as Table 1 delineates, pairwise comparisons with LSD
show that adolescents have rather similar scores to adults before the age of 14 (i.e. statistically
not different), but from then on, they score significantly higher on privacy protection
strategies than adults (except for the age of 16). All in all, the mean scores for adolescents
remain relatively low, which also holds true for adults.

Finally, analyses also indicated that age was not significantly associated with
adolescents’ institutional privacy concerns (£(5, 362) = 1.73, p =.13). This indicates that
institutional privacy concern is a -more or less- stable construct throughout adolescence.
Interestingly, an additional ANOVA revealed that adolescents were even more concerned
about their institutional privacy concerns than adults (Mudotescenss = 5.77 V8. Magus= 5.41, p

<.001). This will be further elaborated in the discussion.

[INSERT TABLE 2 AROUND HERE]

General discussion

In the present study we contribute to a deeper understanding of the development of
advertising literacy -or ‘advertising literacy’- during the adolescent years (12-17 years) for
targeted advertisements on SNSs (also called ‘sponsored posts’). These ads take the form of a

regular SNS post, and are well embedded in the overall layout of a social network (i.e. on a
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user’s news feed in between other seemingly similar organic posts). In addition, we shed light
on data collection awareness and institutional privacy management during this period as well.
In all this, young adults (18-25 year) were set as the empirical benchmark. The research is
timely because some recent regulatory frameworks are open for significant reforms (e.g.
GDPR, ePrivacy Regulation, etc.), and the results could therefore feed into valuable
recommendations for policy makers.

First, the data showed a developmental progression in adolescents’ advertising
literacy (i.e. the understanding of the selling and persuasive intent) in the context of targeted
ads on SNSs. We found that advertising literacy was limited around the age of 12. Past this
age, it gradually increased until it seemed to level off around the age of 16, reaching
sophisticated adult-like levels. This result puts the general conception that advertising literacy
is acquired between the ages of 8 to 12 into perspective. The assertion is mainly based on
studies conducted with traditional advertising (i.e. television commercials) (Rozendaal et al.,
2010; Valkenburg and Cantor, 2001). Our study challenges and extends previous research by
showing that for advertising on a SNSs, advertising literacy continues to develop well beyond
the childhood years, and might only be considered a fully developed, sophisticated and robust
defense mechanism around the age of 16 in a commercialized social landscape. Adolescents
may be ‘social media literate’, but this does not necessarily transfer into being ‘ad literate’ on
these platforms.

Although our data showed that adolescents have an adult level advertising literacy by
the age of 16, the collection and use of personal data to personalize these ads were mostly
operating ‘under the radar’ of adolescents’ consciousness. This awareness eventually matured
only by the age of 20. That being said, it must be addressed that even at this point,
respondents were not entirely capable to determine which pieces of information companies

and third-parties can use. Thus, adolescents are not sufficiently aware of how data are being
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collected, aggregated, and eventually used to target them with personalized ads. This
covertness of data collection, profiling and targeting practices could make it very difficult for
adolescents to make well-informed consumer decisions, as well as engage in critical online
privacy assessments.

Finally, our study also revealed empirical indications of adolescents not adequately
engaging in institutional privacy protection strategies, i.e. strategies to control and cope with
the use of personal data by companies and third parties for advertising purposes (see Table 2
for an overview of these strategies). Although older adolescents engaged more often in these
strategies than young adults, their overall level of protection only scratched the surface of
what can be deemed responsible privacy-protective behavior on SNSs (particularly among the
younger ones). However, poor institutional privacy protection is not necessarily an indication
of not caring or not being concerned. Our results also showed that adolescents were actually
concerned about the collection and usage of their personal data on SNSs, hereby perceiving
advertisers as an immediate privacy concern. Thus, an interesting contradiction emerges
between adolescents being concerned about their institutional privacy on the one hand; but on
the other, exhibit lax institutional privacy protective behavior. This empirical inconsistency
confirms the privacy paradox (Barnes, 2006; Norberg et al., 2007). Adolescents’ privacy
concerns are not translated into privacy-protective behavior on SNSs. Recommendations on
this issue will be discussed below (cfr. practical implications).

Implications for Regulation

General Data Protection Regulation

Considering the overall low levels of advertising literacy and data collection
awareness during adolescence in this study, we argue that adolescents also deserve specific
protection when it comes to targeted advertising on SNS. This group of youngsters is fully

awarded the right to privacy and to protection from exploitation by the UNCRC. Therefore, it
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is essential that legislators carefully balance any decision in this context and adopt (age-
based) measures that recognize the reality of adolescents’ low advertising competences. In
this regard, however, choosing a high age threshold in the context of Article 8 of the GDPR
(Article 8 requires parental consent for all children under 16 years old when information
society services are offered directly to them, but Member States can lower this age threshold
to 13 years) will not necessarily provide better protection for youth. More specifically, a high
age threshold places too much responsibility in the hands of parents, who might not be
familiar with the digital environment themselves and lack knowledge or skills to make an
informed decision, or who are simply not interested (Lievens and Verdoodt, 2017; van der
Hof, 2017). As such, we recommend Member States of the EU to adopt a lower age threshold
for consent combined with additional specific protection measures (see infra) for all children
under 18 years when it comes to the processing of their personal data in the context of
(targeted) advertising.

Draft ePrivacy Regulation

The draft ePrivacy Regulation brings about important changes for the players involved in
targeted advertising (Zuiderveen Borgesius et al., 2017). Yet, whereas the GDPR explicitly
recognizes children as a vulnerable group of individuals that deserve specific protection when
it comes to the processing of their personal data, especially in the context of profiling and
marketing, the original proposal for an ePrivacy Regulation by the European Commission
contained no references to children at all. In the latest amendments proposed by the Council,
children are mentioned in the context of the “legitimate interests” as a potential ground for
legitimizing the processing of metadata or the placement of cookies on end-users’ devices
(Articles 6b and 8 Council amendments of 6 March 2020). More specifically, this ground
cannot be used by data controllers who process electronic communications data of children or

who place cookies on children’s devices, and as such, will have to continue to obtain
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(parental) consent. Apart from this addition and a new provision to combat child sexual abuse,
children remain absent from the draft Regulation. However, our findings clearly demonstrate
that adolescents still have little understanding of and knowledge about tracking practices used
and the extent and sensitivity of the data collected for targeted advertising. Therefore, the
final ePrivacy Regulation should be aligned with the GDPR, by recognizing that children,
including adolescents, require specific protection when it comes to the processing of their
communications data (Verdoodt and Lievens, 2017).
Default Limitations and Age-Appropriate Services

Furthermore, default limitations on the collection of personal data of adolescents (as
well as younger children) for both the development of user profiles and the application thereof
for targeted advertising purposes might be considered (Lievens and Verdoodt, 2017). These
findings resonate in the viewpoint of the Article 29 Working Party, who argued in 2013 that
in the best interest of the child, companies “should not process children’s personal data for
behavioral advertising purposes, neither directly nor indirectly, as this will be outside the
scope of a child’s understanding and therefore exceed the boundaries of lawful processing”
(Article 29 Data Protection Working Party, 2013). More recently, the Working Party
highlighted that as children (i.e. all under 18s) represent a more vulnerable group of society,
organizations should, in general, refrain from profiling them for marketing purposes (Article
29 Data Protection Working Party, 2017). In this regard, the present results confirm that not
only children, but also older adolescents continue to experience severe difficulties in
understanding the persuasive and selling intent of targeted advertising, as well as being aware
of the underlying data-driven mechanisms. Therefore, specific limitations on the collection
and use of both children’s and adolescents’ communications data could be a step forward.

The study also showed that adolescents were not very effective in engaging in privacy

protection behavior toward personalized advertising. In this regard, the Article 29 Working
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Party stresses that children should be able to exercise their rights to privacy and data
protection in a manner that is adapted to their level of maturity (Article 29 Data Protection
Working Party, 2009, p. 29). Therefore, any protective measure against targeted advertising
should take into account this lack of privacy-enhancing behavior among adolescents, as well
as their age, implying that different measures might be needed for younger adolescents as
compared to older ones.
Disclosing the commercial nature of advertisements on SNS

Aside from the rules on the use of personal data, advertisers that choose to use targeted
advertising on SNS have to comply with the more general rules for commercial
communication contained in the Unfair Commercial Practices Directive (Directive
2005/29/EC) and the eCommerce Directive (Directive 2000/31/EC). More specifically,
advertisers are legally required to identify targeted advertisements on SNS as commercial
content. In practice, the so-called principle of identification has led certain advertisers to use a
type of labeling or ‘cues’ to make commercial content recognizable (Verdoodt et al., 2016).
Our results indicate that adolescents did not fully understand the persuasive intent of targeted
ads, nor that these messages are based on their personal information. These findings call for
an evaluation of the current practices of social media platforms that signpost commercial
communication (e.g. by using words such as “sponsored”). It should be questioned whether
these practices are effective when it comes to informing adolescents and succeed at fulfilling
the aim of the identification principle. Insights on these issues should lead to clear policy

guidelines to ensure the successful implementation of a transparent disclosure.

Practical Implications
This research first of all holds implications for advertisers and marketers. For the sake

of responsible advertising practice, we encourage these actors to become aware of the fact that
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adolescents might not be sophisticated decoders of personalized commercial communication
on SNSs. Advertisers could carry out in-depth data protection impact assessments, with
attention for the best interests and rights of adolescents, when setting up personalized
advertising campaigns (Verdoodt and Lievens, 2017). As shown by our findings, the age and
level of maturity of the adolescent should play an important role in these assessments. Based
on the latter, SNS providers should subsequently adapt their data protection policies. In sum,
targeted advertising undoubtedly offers an interesting opportunity to reach a young audience,
but this opportunity should —at all times- be harnessed with sufficient circumspection.

In addition, some practical recommendations can be formulated towards SN'S
providers. First, privacy policies must be multi-dimensional, ranging from offering privacy
policies that actually make sense to adolescents to adopting fair and adolescent-friendly
marketing practices. For instance, a distinction could be made between users based on the age
information given upon registration, thereby offering an alternative child-friendly service
incorporating the same features but limited tracking for targeted advertising (Van Alsenoy et
al., 2015). Second, SNS providers could consider employing new types of disclosure for
campaigns aimed at adolescents; one that truly arrives at accurately revealing the persuasive
nature of targeted advertisements, as well as informs its recipients about the personalized
nature of the message in a clear and unambiguous way (e.g. “this is a personalized ad”).
Finally, the low adoption of institutional privacy protection strategies among adolescents
might call for privacy-friendly default settings. Therefore, they should be given ‘adolescent-
friendly’ information about personal data collection and processing, as well as be allowed to
exercise meaningful control over its usage by the SNS provider and third parties for targeted
advertising purposes (to be in accordance with Article 12 GDPR).

Finally, we can also address relevant implications for social caretakers (e.g. parents,

teachers, etc.). The slow but gradual increase in advertising literacy and data collection
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awareness indicates that it is more crucial than ever to include (social) media literacy in
school curricula, with a specific focus on ad literacy, starting from a young age. They should
be taught at school, but also at home (e.g. by their parents), that advertisers on SNSs possess
innumerable pieces of information about their users, and can use these data to persuade people
based on personalized ads. Also, information should be provided about how and why these
persuasive messages are created and presented, which may encourage adolescents to take a
critical stance vis-a-vis targeted advertisements on SNSs (Zarouali et al., 2017). In addition,
they should also be triggered to reflect on the possible consequences of these practices on
their online privacy. Privacy decision making is seldom the result of a rational calculus of
costs and benefits; rather, it is often affected by misperceptions, ignorance, and a lack of
knowledge (Acquisti et al., 2015). Therefore, increasing privacy awareness and literacy might
be a key element in encouraging adolescents’ to engage in responsible privacy behavior on

SNSs.

Limitations and Directions for Future Research

Despite these relevant implications, this study has also some limitations that provide
interesting future research venues. First, although we revealed important associations between
adolescents’ age and several persuasion-related competences on SNSs, we did not investigate
which processes were at the base of these age differences (e.g. cognitive development,
information processing abilities, etc.), nor did we test under which conditions these
differences might vary (e.g. contextual factors, personality traits, etc.). Put simply,
establishing these associations does not translate into further understanding of ow and when
they occur. We need to arrive at a more accurate and better substantiated empirical
examination and theoretical explanation of adolescents’ interaction with and awareness of

personalized communications on social platforms. This will subsequently feed into a —much

22



needed- wider base of knowledge contributing to theoretical advancement. Therefore, this
study could serve as an important departing point that paves the way for a highly relevant and
timely research agenda.

Second, this study was conducted based on a convenience sample. Although research
often relies on data from nonprobability samples, scholars should still take precautions in
terms of generalizing the current findings. Despite this limitation, we still argue that this study
enhances our knowledge of adolescents’ engagements with personalized advertising on SNSs.

Third, in operationalizing advertising literacy, we did not specifically differentiate
between understanding the selling and persuasive intent. Prior studies did make this
distinction among children, and found that understanding of the persuasive intent is
cognitively more complex than the straightforward purpose of the selling intent, and
therefore, takes more time to develop (e.g. Carter et al., 2011; Rozendaal et al., 2010).
Therefore, it could be relevant to take this particular distinction into consideration in future
research efforts. In addition to the constructs used in this research, it would be interesting to
include other cognitive advertising-related abilities (e.g. ad skepticism, critical processing,
persuasion resistance, etc.), to investigate whether the developmental patterns observed in this
study hold for these other abilities as well.

Fourth, we focused on what has been referred to as dispositional persuasion-related
abilities, or the possession of advertising literacy, disclosure knowledge and data collection
awareness (Hudders et al., 2017). These types of measures deliver useful insights about the
general level of adolescents’ persuasion abilities. However, future research endeavors could
also focus on its situational counterpart, or to the actual activation and application of these
abilities during (and/or directly before or after) exposure to a specific targeted advertisement

on a SNS.
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Finally, we assessed awareness of data collection and use by presenting on six types of
data (e.g. personal information, location, visited websites, etc.). This number of presented
options is arbitrary, based on what we consider to be important and commonly used data.
However, it is important to note that SNSs collect innumerable pieces of personal data. In
addition, as technology develops rapidly, advancements will most likely open the floodgates
to even more extensive forms of data collection for advertising purposes. It is therefore
essential that scholars keep pace with these improvements, and set up scientific inquiries
among a youth audience with regards to the understanding, awareness, fairness, transparency

and privacy implications of these practices.
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