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Abstract

Do men and women perceive cybercrime types differ-
ently? This article draws on the distinction between
socio-economic and psychosocial cybercrime proposed
by Lazarus (2019) to investigate whether men and
women hold different perceptions of digital crimes
across these two dimensions. Informed by the synergy
between feminist theory and the Tripartite Cybercrime
Framework (TCF), our survey examined respondents’
differential perceptions of socio-economic cybercrime
(online fraud) and psychosocial cybercrime (cyberbul-
lying, revenge porn, cyberstalking, online harassment)
among men and women in the United Kingdom. The
results revealed that women considered psychosocial
cybercrime worse than men. Conversely, we found
no differences between men and women with regard
to socio-economic cybercrime. The article concludes
that psychosocial cybercrimes are more gendered than
socio-economic cybercrime, suggesting problems with
the meaning of ‘cyber-enabled crimes’, and substan-
tiating the synergy between the TCF and feminist
perspectives.
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1 | INTRODUCTION

This article explores the value of feminist theory in understanding digital crimes. Social and sit-
uational constructions of gender offline are concurrently impactful in cyberspace (Jane, 2016,
2018; Mumporeze & Prieler, 2017). Indeed, online attitudes, behaviours and perceptions are exten-
sions of offline social processes and relationships in society (Citron, 2014; De Kimpe et al., 2018;
Jane, 2016; Li, Coduto & Morr, 2019; Mumporeze & Prieler, 2017). Empirical evidence from many
nations such as Russia (Khlomov, Davydov & Bochaver, 2019), Rwanda (Mumporeze & Prieler,
2017), China (Liong & Cheng, 2017; Min & Shen, 2020), Finland (Koiranen et al., 2019), India
(Ahmed, Cho & Jaidka, 2017), Taiwan (Lai, Hsieh & Zhang, 2019), Syria (Oztiirk & Ayvaz, 2018),
Nigeria (Lazarus & Button, in press; Lazarus & Okolorie, 2019), Australia (Hutchings & Chua,
2017), Malaysia (Shaari et al., 2019), Germany, Switzerland, the United Kingdom and the United
States (Eckert, 2018) demonstrate the direct connection between online and offline behaviours
and relationships. Before the digitalisation of crimes, women (and girls) were shown to be more
fearful of traditional crimes than men (and boys) (Box, Hale & Andrews, 1988). Likewise, in recent
years, studies have shown that women are more fearful than men that abuse on the Internet will
result in physical harm (Office for National Statistics, 2017a, 2017b). Differences between men and
women in the virtual world are connected to long-standing gender issues in society, and therefore
gender issues in cyberspace are likely to persist as long as they exist offline (Eckert, 2018; Jane,
2016; Mumporeze & Prieler, 2017).

Consequently, we argue that who is victimised, why, and to what effect applies differently to dig-
ital crimes that are more psychologically motivated (e.g., online revenge porn) than those that are
more financially motivated (e.g., online fraud) (based on the distinction between socio-economic
and psychosocial cybercrime (Lazarus, 2019)). This warrants the examination of the connections
between gender and cybercrime types, as a critical starting point. In other words, it is vital to
disaggregate cybercrime types to demonstrate their differential, gendered impacts. Accordingly,
this study asks: Do men and women perceive cybercrime types differently? This article aims to:
(i) investigate perceptions of the different forms of digital crimes across gender; and (ii) advocate
for the centrality of gender as a theoretical starting point for the investigating of various types
of digital crimes. We present the rest of the study as follows: theoretical background (section 2),
methods (section 3), findings (section 4), discussion (section 5) and conclusion (section 6).

2 | THEORETICAL BACKGROUND
2.1 | Feminist criminology perspectives
Feminist criminology advocates a more critical examination of gender issues in society to

understand crime (Burgess-Proctor, 2006; Carrington, 2014, 2017; Chesney-Lind, 2020; Sabon,
2018). Feminist criminology perspectives are not simply the study of crimes committed by
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women (and girls), nor are they just studying women/girls as victims of crime (Carrington, 2014;
Chesney-Lind, 2020; Lynch, 2018; Naegler & Salman, 2016). For example, while many gender
differences appear in statistical investigations about crime, most of them are rarely expressed and
embedded in the feminist epistemology of crime (Chesney-Lind, 2020; Gustafson, 1998; Smith
& Torstensson, 1997). The feminist epistemology of crime explicitly takes into account: (i) the
unequal power relation between boys/men and girls/women; and (ii) the differences between
boys/men’s and girls/women’s perceptions and experiences of the world, in its approach to the
study of crime and gender (Chesney-Lind, 2020; Lynch, 2018; Sabon, 2018; Sharp, 2015). Many
scholars have demonstrated that gender is situationally accomplished, socially constructed, and
culturally performative, and its persistence as a significant factor in people’s lives is remarkable
(Chesney-Lind, 2020; Connell & Messerschmidt, 2005; Cook, 2016; hooks, 2000; Ibrahim, 2015;
Lazarus et al., 2017; Oakley, 2018; Stambolis-Ruhstorfer & Tricou, 2017). Accordingly, this article
acknowledges that gender intersects with multiple axes of social (dis)advantages such as age.
Thus, feminist perspectives encompass the use of an intersectional theoretical framework to
examine how conceptions of gender and crime interact (Burgess-Proctor, 2006; Carrington, 2014).
Feminist criminologists examine these interactions in offline contexts, but it is important to
identify how these extend to the virtual (Lazarus, 2019). Therefore, it is a valuable lens/approach
exploring the risk/crime perception research (e.g., Gustafson, 1998; Painter, 1992), where prior
works have consistently established gender differences. Accordingly, we now focus on gender
differences in risk/crime perceptions.

2.2 | Gender differences in risk/crime perceptions

In perceptions of risk or crime, gender makes a difference. Many scholars such as Gustafson (1998),
Smith & Torstensson (1997), Davis & Dossetor (2010) and Choi & Merlo (2021) have consistently
established that gender differences matter as far as perceptions of crime are concerned. These
authors demonstrated many years ago that gender differences in the perception of risk/crime
reflect the gendered ideology and gendered practice alongside gender structures (e.g., Choi &
Merlo, 2021; Gustafson, 1998; Smith & Torstensson, 1997). Gender socialisation, for example, is an
essential aspect of gender differences in crime perception. First, women (and girls) are generally
socialised to place relatively low value on fighting, taking punches, and other physical abilities,
unlike men (and boys). At the same time, men and boys are socialised to deny fear more than are
women and girls (Smith & Torstensson, 1997). Second, the media, parents, the police and public
authorities generally produce and tailor warnings of danger and precautionary advice for women
(and girls) more than for men and (boys) (Gustafson, 1998; Smith & Torstensson, 1997). Such
socialisation patterns concerning fear and physical vulnerability may influence women’s depen-
dency on the men in their lives for security and protection offline. In turn, it also shapes the gender
differences in perceptions of crimes and risks. Other forces in society, such as unequal power rela-
tions between men and women, also create multiple dimensions and positions regarding gender
differences (Burgess-Proctor, 2006; Chesney-Lind, 2020; Gustafson, 1998; Painter, 1992).

Indeed, the social control of women by men, men’s dominance over women, and the vulnera-
bilities of women, produced and maintained in relational processes, are implicated in perceptions
of risks and crimes (according to feminist research about traditional crimes) (Connell & Messer-
schmidt, 2005; Cook, 2016; hooks, 2000; Gustafson, 1998; Painter, 1992). Comparably, ‘victims
of traditional crimes largely have the same needs as victims of digital crimes’ (Leukfeldt, Notté
& Malsch, 2020, p.73). Research on crimes on the Internet illuminates the idea that sexually



4 WI LEY IP%’I'II;V:;% ‘.':3"&“:&' | [HowardLeague THE HOWARD JOURNAL OF CRIME AND JUSTICE

motivated crimes (e.g., rape threats and sexual harassment online) are perceived as more
frightening for women (and girls) than for men (and boys) (e.g., Eckert, 2018; Walker & Sleath,
2017). It may well be that those most victimised by psychological crimes on the Internet (e.g.,
women and girls) are those most fearful of these crimes. There is certainly no doubt that gender
identity is a critical factor in accounting for the gap in fear of crime between men and women
(Choi & Merlo, 2021; Gustafson, 1998; Smith & Torstensson, 1997). This reinforces the fact that
people socialised as feminine in society are less likely to suppress their expression of fear than
those socialised as masculine. Thus, the gender disparities in crimes on the Internet merit
attention, not the least, because they are crucial in critiquing the term ‘cybercrime’ particularly
the cyber-enabled and people-centric classifications.

2.3 | The meaning of cybercrime and ambiguities

Cybercrime refers to any criminal activity carried out through the use of Information Communi-
cation Technology (ICT) and the Internet (Button & Cross, 2017; Hall et al., 2021; Iacobucci et al.,
2021; Jaishankar, 2018; Leukfeldt, Notté & Malsch, 2020; Park et al., 2019). It has been defined in
different jurisdictions and by many scholars (Adogame, 2009; Button et al., 2014; Hall et al., 2021;
Jaishankar, 2018; Lazarus, 2020a, 2020b; Park et al., 2019; Powell, Stratton & Cameron, 2018; Yar
& Steinmetz, 2019) and security agencies (e.g., Interpol, 2020; Kaspersky, 2020) to mean slightly
different things. However, the most consistent idea is that the term ‘cybercrime’ is an umbrella
word for a wide spectrum of digital crimes such as cyber espionage, cyberstalking, online fraud,
cyberbullying, online revenge pornography, and the distribution of computer viruses (Gordon &
Ford, 2006; Lazarus, 2019; Yar & Steinmetz, 2019). The term ‘cybercrime’ on the one hand, is overly
broad, and on the other, it is rigid, and by implication, it is resistant to change because it is ‘loosely’
used in everyday parlance as a simple ‘acronym’ for all forms of crimes on the Internet (Lazarus,
2019, p.18).

Consequently, there is a fairly clear pattern to suggest that in using the term ‘cybercrime’ as a
given, multitudes of researchers ‘clump together’ a wide spectrum of digital crimes with arbitrary
attributes (e.g., Bidgoli & Grossklags, 2017; Sabillon et al., 2017). The homogenisation of crimes
with different core attributes inhibits a more critical examination of gender nuances in a wide
spectrum of digital crimes. To illustrate, all five digital crimes in this study listed in Table 1 are
cyber-enabled or people-centric cybercrimes.

However, the ‘cyber-enabled crimes’ (McGuire & Dowling, 2013) or ‘people-centric cyber-
crimes’ (Gordon & Ford, 2006) classification encompasses a broad spectrum of digital crimes
with arbitrary attributes. As a result, they are ill-equipped to differentiate between digital crimes,
such as ‘fraudulent sales online’ and ‘cyberbullying’ illustrated in Figure 1, adapted from Ibrahim
(2016, p.46).

To illustrate further, online revenge porn and online fraud (e.g., fraudulent sales on eBay)
involve different motivations, victim-perpetrator gains/losses and victim-perpetrator relation-
ship/dynamics, as shown in Table 2. Consequently, these terms (e.g., people-centric cybercrimes)
obscure the meaning of each cybercrime type they represent (for a comprehensive critique of
cybercrime and cyber-enabled or people-centric categories, see Ibrahim (2016); Lazarus (2019)).

This article sets out to highlight the analytic consequences of this homogenisation. It does so
by highlighting the significance of distinguishing different types of cybercrime for understanding
the gendered nature of many forms of crime, drawing on the Tripartite Cybercrime Framework
(TCF).
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TABLE 1 Operational definitions of the five cybercrime types

Cybercrime types Categories Operational definitions

Cyberbullying Psychosocial Bullying is intentional, aggressive behaviour, carried
out repeatedly against a victim, whereas with
cyberbullying, the power imbalance between bully
and victim and the repetitiveness of the behaviour
typically involved in traditional bullying are often
missing from the equation.

Online harassment Psychosocial Online harassment can be defined as the act of
aggressively pressuring, intimidating, distressing or
spreading denigrating rumours about others.

Online fraud Socio-economic Online fraud refers to the computer and/or
Internet-mediated acquisition of financial benefits
by false pretence, impersonation, manipulation,
counterfeiting, forgery or any other fraudulent
representation of facts.

Revenge porn Psychosocial Revenge porn is defined as non-consensual sharing of
sexually explicit images and/or videos, whether self-
or other-generated, with an underlying motivation
linked to revenge.

Cyberstalking Psychosocial Cyberstalking or cyber dating abuse refers to using the
Internet and other technological devices to monitor
or harass another person in a threatening way.

Source: modified from Lazarus (2019, p.22).

TABLE 2 Perpetrators’ benefit and victims’ losses

Attacker/Attacked Socio-economic Psychosocial Geopolitical
Perpetrator Economic gain Psychological gain Geopolitical, economic &
(primary benefit) psychological gain
Victim Economic loss Psychological loss Geopolitical, economic &
(primary loss) psychological loss
Perpetrator Psychological gain Economic gain Geopolitical, economic &
(secondary benefit) psychological gain
Victim Psychological loss Economic loss Geopolitical, economic &
(secondary loss) psychological loss

Source: from Ibrahim (2016, p.47).

2.4 | The Tripartite Cybercrime Framework (TCF)

A nascent typology suited to investigating the linkages between gender and digital crimes is the
TCF proposed by Ibrahim (2016) and developed further by Lazarus (2019). According to the TCF,
cybercrime can be divided into three broad motivational parts: socio-economic; psychosocial; and
geopolitical.

* Socio-economic cybercrime can be defined as the computer or/and Internet-mediated acqui-
sition of financial benefits by false pretence, impersonation, manipulation, counterfeiting,
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The Binary Model of Cybercrime

Hacking
Distributed Denial of Cyber-

Service (DDoS) dependent -
Phishing or techno- | + Fraudulent sales online
+ Malware (Virus, centric J (e.g. E-bay).
Worms, Trojan) N « Cyber bullying
+ Cyber vandalism N + Online romance scam

+ Cyber stalking
|+ E-commerce frauds
- | 7 |+ Consumer scams
+ Advance fee fraud

Cybercrime

Adapted from Ibrahim, 2016, p. 46

FIGURE 1 The cybercrime dichotomy

forgery, or any other fraudulent representation of facts such as online fraud, credit card fraud,
online embezzlement and romance scams.

* Psychosocial cybercrime refers to digital crimes that are primarily psychologically driven to
cause shock, distress or harm to a person, where monetary gain is not the primary objective.
They include cyberstalking, cyberbullying, and online harassment.

* Geopolitical cybercrimes include cybercrimes that are fundamentally political in nature and
involve agents of the state (and non-state activists) and/or their representatives engaged in acts
such as cyber espionage or malware-based attacks to disrupt the critical national infrastructure
of a state.

These categories are, of course, not always mutually exclusive; for example, hacktivists expos-
ing stolen personal data from police officers as a political protest could have psychosocial and
geopolitical consequences simultaneously. Nevertheless, the TCF provides a valuable heuristic
for distinguishing key properties of different cybercrimes, and acknowledges the importance of
different motivations, gains, and losses associated with these three groups (i.e., socio-economic,
psychosocial, and geopolitical groups outlined in Table 2). Hence, because structured gender
relations retain their efficacy in online contexts, this research will particularly benefit from the
TCF.

2.5 | The overlap between feminist perspectives and the TCF

The TCF facilitates a feminist analysis of cybercrime. The characteristics of the TCF outlined in
Table 2 themselves align the TCF with the feminist epistemology of crime in the discussion of digi-
tal crimes. Both the TCF and feminist perspectives locate gender at the core of crime investigation
and acknowledge that contextual cultures and nuances apply online as they do offline. Feminist
epistemology of crime locates gender at the core of crime investigation and acknowledges the
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sources of social advantage and disadvantage in society (Chesney-Lind, 2020; Cook, 2016). While
sources of social advantage and disadvantage are related to patterns of offending and victimisa-
tion, gender is one of the critical sources of social advantage and disadvantage in society (Lazarus,
2019). The TCF recognises that perpetrators and victims of a wide spectrum of digital crimes have
a unique relationship and that this relationship is fundamentally based on the perpetrators’ pri-
mary motivations and benefits and the victims’ primary losses, as shown in Table 1. For example,
online abuse disproportionately affects women and online abuse of women is not fully recognised
as entangling online and offline communication (Eckert, 2018). Conceptually, the TCF, therefore,
offers a framework that is able to situate gender at the core of the analysis of cybercrimes. In this
empirical illustration of these properties of the framework, we focus on just socio-economic and
psychosocial cybercrimes.

2.6 | Contrasting the socio-economic and psychosocial cybercrimes

types

We focus on the socio-economic and psychosocial cybercrime types in recognition of the fact
that the motivations, victimisations, and relational processes involved in these two parts of the
TCF are more connected with the broader online experiences of individuals than the geopolitical
category. There are relevant distinctions between the groups in terms of their consequences, as
illustrated in Table 2. For example, there is a reasonably clear pattern that victims of psychosocial
cybercrimes such as revenge porn and cyberbullying directly and primarily experience a range
of similar emotional, psychological, and behavioural health consequences, according to multi-
ple comprehensive review articles on four psychosocial cybercrime types included in this present
study: (see (i) Walker & Sleath’s (2017) review of 82 published works on revenge porn; (ii) Watts
et al.’s (2017) review of 54 published articles on cyberbullying; and (iii) Stevens, Nurse & Arief’s
(2021) review of 43 articles on cyberstalking and online harassment for fuller analyses). These
consequences include anxiety, self-harming, depression, low self-esteem, and suicidal ideation to
varying degrees (Stevens, Nurse & Arief, 2021; Walker & Sleath, 2017; Watts et al., 2017). How-
ever, in addition to the direct psychological costs of psychosocial cybercrimes, coping with these
psychologically based crimes can have indirect financial consequences. For example, costs asso-
ciated with therapy, residential mobility, and time taken off work can negatively impact victims
of psychosocial cybercrimes financially. The same primary and secondary losses are not found for
socio-economic cybercrime types such as online fraud, even though there may be psychological
consequences of being victims of fraud.

Some researchers (Hai-Jew, 2020; Kopp et al., 2016; Shaari et al., 2019; Whitty & Buchanan,
2012) also suggest that the act of deception involved in online fraud can be driven by a
non-monetary reward such as a psychological thrill. Equally, they argue that a financial
loss due to online fraud can manifest in the victim physiologically as distress. However, the
above researchers (e.g., Hai-Jew, 2020; Kopp et al., 2016; Whitty & Buchanan, 2012) primar-
ily focused on romance scams. Therefore, we spotlight here that in romance scams, scammers
like lovers, invoke strong emotions in the romantic relationships and use the development
of love affairs as a toolbox to lure their victims into offering money to them.! Also, for
scammers, it does not matter if the owner of the money is a man or woman; scammers con-
sider victims to be ‘good clients’ inasmuch as they can steal funds from them without much
ado (e.g., Lazarus, 2018). Accordingly, we define romance scams as the deployment of fake
romantic relationships primarily for material ends. Thus, the finding above (e.g., Hai-Jew,
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2020; Kopp et al., 2016; Shaari et al., 2019; Whitty & Buchanan, 2012) regarding the negative
psychological consequences for victims may be particularly marked - given that romance scams
are in the realm of love and friendship. Such consequences may not be incurred for victims of
other forms of online fraud (e.g., insurance fraud). Arguably, the intimacy between the victim and
perpetrator of romance scams is chiefly accountable for the strong manifestation of psychological
distress in victims, since romance scams are embedded in love affairs.

As Button & Cross (2017), Button & Whittaker (2021), Goutam & Verma (2015) and Button, Hock
& Shepherd (2022) have noted, online fraud includes a wide range of acts, such as non-delivery
fraud, credit card scam, identity theft, intellectual property crimes, and romance scams. All are
conducted with the primary aim of securing a financial benefit for the perpetrator. Thus, online
fraud is rooted essentially blind in relation to gender (Lazarus, 2019). For example, online bank-
ing customers’ victimisations discussed in Jansen & Leukfeldt’s (2016) study were not targeted
on the basis of their gender. But the same cannot be said regarding psychosocial cybercrimes
such as revenge porn and cyberbullying, which are fundamentally more expressive or relational
than socio-economic cybercrimes, and overwhelmingly are conducted by men targeting women.
The negative experiences of adolescent girls in terms of cyberbullying, and online harassment,
which have been highlighted in Burgess-Proctor, Patchin & Hinduja (2009), have no economic
motivations at their heart. Similarly, the negative experiences of women bloggers in terms of
cyberstalking, cyberbullying, and rape threats (Eckert, 2018) cannot be attributed to economic
motivations. These women bloggers in Germany, Switzerland, the United Kingdom and the
United States were victimised on the basis of their gender (Eckert, 2018). The bloggers’ negative
experiences (Eckert, 2018) and that of adolescent girls (Burgess-Proctor, Patchin & Hinduja, 2009)
reflect contemporary social organisation and men’s domination over women.?

Cultural forces socialise men and women as masculine and feminine individuals (Connell &
Messerschmidt, 2005; hooks, 2000; Oakley, 2018). As a consequence, men and women perceive
and experience the virtual world distinctively (Eckert, 2018; Marganski, 2020; Sherman et al.,
2000; Stavropoulos et al., 2021; Steinmetz, Holt & Holt, 2020; Vella et al., 2020). Such differ-
ences are apparent in the relational processes that characterise psychosocial cybercrime types,
such as online abuse and harassment (Lazarus, 2019). While such crimes are experienced as psy-
chologically damaging by women, they are often downplayed or dismissed by men. For example,
Steinmetz, Holt & Holt (2020) describe respondents recounting how: ‘if [a woman] complains
about being harassed or bothered, the general reaction is “what did you expect? You're a girl,
and they never defend you or ask the annoying guys to shut the fuck up. And if you tell them to
shut the fuck up, then that leads them to attack you more™ (p.942). Thus, it is reasonable to sug-
gest that psychosocial cybercrimes such as cyberbullying and online harassment manifest more
through relational processes than socio-economic cybercrimes such as online fraud. By the same
token, who is victimised, why, and to what effect, apply more to psychosocial cybercrime types
(e.g., online harassment, cyberbullying, revenge porn, and cyberstalking) than the socio-economic
category (e.g., online fraud) (Lazarus, 2019).

The contrast between the socio-economic and psychosocial cybercrime types resonates with
the discrepancies between men’s and women’s views and experiences of crimes on the Internet
(Lazarus, 2019), which is reflective of the broader questions of gender in society. Thus, while the
study of gender issues inevitably involves comparisons, such comparisons are essential to advanc-
ing our understanding of the psychology of gender more broadly and how women and men may
perceive some crimes on the Internet distinctively (Eagly, 2016). For example, many qualitative
studies (e.g., Adeduntan, 2022; Cassiman, 2019; Ibrahim, 2017; Jansen & Leukfeldt, 2016; Lazarus,
2018; Lazarus & Button, in press; Lewis, 2020), quantitative studies (e.g., Barnor et al., 2020;
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Wang, Nnaji & Jung, 2020), and review articles (e.g., Hall et al., 2021; Lazarus, 2020b) on
socio-economic cybercrime category suggest that victims are not targeted based on their gender.

On the flip side, comprehensive reviews of published studies on psychosocial cyber-
crime types tell a different story. For example, Walker & Sleath’s (2017) review of
82 published works on revenge porn, Watts et al.’s (2017) review of 54 published articles on
cyberbullying, and Stevens, Nurse & Arief’s (2021) review of 43 articles on cyberstalking and
online harassment suggest that victims of this psychosocial cybercrime category were primarily
targeted on the basis of their gender. This article aims to illustrate that psychosocial cyber-
crimes are more gendered than socio-economic cybercrimes. Since victims of this psychosocial
cybercrime category were primarily targeted as women/girls, unlike victims of socio-economic
cybercrime, we, therefore, hypothesise that perceptions of different types of cybercrime will also
differ in line with this differential targeting. Specifically, we hypothesise that:

(i) There is no gender effect on the perception of how severe the socio-economic cybercrime
types are.

(ii) There is a gender effect on the perception of how severe the psychosocial cybercrime types
are.

2.7 | How this present work differs from previous contributions

This present article differs from previous contributions in multiple ways. First, while the TCF
has served as a reference point for some studies (De Kimpe et al., 2020, p.18; Iacobucci et al.,
2021, pp.195-196; Park et al., 2019, p.5; Solano & Peinado, 2017, p.1), no study has empirically
examined whether perceptions of cybercrimes differ in line with the distinctions in the TCF. The
article is also the first empirical study to demonstrate the synergy between the TCF and feminist
epistemology of crime.

3 | METHODS
3.1 | Participants

The full sample comprised 407 respondents (men: 38.1%, n = 155; women: 60.9%, n = 248, four
participants did not give their gender, we, therefore, focus on the 403 who did). This sample size
is consistent with prior survey studies on Internet behaviour, such as Liong & Cheng’s (2017)
study based on 381 Chinese students and Stavropoulos et al.’s (2021) study based on 404 World
of Warcraft gamers (see also Lo, Lie & Li, 2016). We used ad hoc recruitment methods. These
407 participants, staff and students, were recruited in total. While we recruited some participants
via email from three universities in the United Kingdom, other participants were recruited via
Facebook invitation (i.e., Facebook groups associated with these three universities). Accordingly,
ethical approval was obtained from a university in the United Kingdom.

We first illustrate the overall composition of the sample before going on to investigate whether
the findings on perceptions of cybercrime are in line with our hypothesis. The distribution shows
a skewed distribution in favour of women for all six categories. This is simply because there
were/are a more significant number of women than men in this study as participants, as shown
in Figure 2. A Pearson Chi-squared test was conducted to assess whether gender has an effect
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on computer skill and level of proficiency. Results show no statistically significant association
between gender and computer skill and level of proficiency; with p = 0.209, which is well above
the 95% threshold. Any association that may be seen from this distribution would likely have
happened by chance.

3.2 | Measures

Participants were informed that participation in the study was voluntary and that data were
anonymous and confidential. Participants were asked to complete an online survey, dis-
tributed through Google forms which asked principally about their perceptions of different
forms of cybercrime. The authors did not assume that participants had the same work-
ing definitions. Thus, the authors provided information on how cybercrime types (online
fraud, cyberbullying, revenge porn, cyberstalking, online harassment) were defined to partic-
ipants, which was similar to the information in Table 1. Participants were asked to rate how
severely they felt each cybercrime form was on a Likert scale from 1 (not at all severe) to 10
(extremely severe). For example, participants were asked: How would you rate the wrongful-
ness and seriousness of the following (with 1 being not wrong/serious and 10 being extremely
wrong/serious)?
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4 | RESULTS

Women reported all types of cybercrime (i.e., psychosocial cybercrime) as being worse than did
men, except for online fraud (i.e., socio-economic cybercrime), where there was no difference
between men and women. Specifically, as shown in Table 3, women considered cyberbullying,
revenge porn, cyberstalking, and online harassment (i.e., psychosocial cybercrime types) worse
than men. This mismatch between men and women was statistically significant for cyberstalking
*** and revenge porn and cyberbullying. It is noteworthy that the responses are not representa-
tive of the population as a whole, and inferences to the general population cannot be made from
these findings. The aim is to test whether women and men responded differently to the questions.
Women typically respond more readily to surveys, so the over-representation of women in our
sample does not in itself suggest differential selection on relevant characteristics (e.g., attitudes to
cybercrime) of men and women.

5 | DISCUSSION
5.1 | Core findings and implications

The study has empirically explored the synergy between the TCF and feminist criminology.
Accordingly, our central finding revealed that socio-economic cybercrimes are less gendered than
the psychosocial cybercrime types. This core finding supports our hypotheses: (i) There is no gen-
der effect on the perception of how severe the socio-economic cybercrime types are. (ii) There is
a gender effect on the perception of how severe the psychosocial cybercrime types are. Consistent

TABLE 3 Perception of the seriousness of five cybercrime types by gender - independent samples t-test

Variables Mean Score Statistical significance with p value
Men ‘Women
n =153 n = 246

Cyber fraud or online fraud 8.79 8.75 p=0.816 ns

Cyberbullying 8.49 8.98 p = 0.007 o

Revenge porn 8.41 9.41 p =0.001 e

Cyberstalking 7.80 8.60 p = 0.000 sk

Online harassment 8.28 8.73 p =0.019 *

Note: *** p < 0.001: difference in mean score is statistically highly significant at the 0.001 level; ** p < 0.01: difference in mean
score is statistically significant at the 0.01 level; * p< 0.05: difference in mean score is statistically significant at the 0.05 level;
ns: the observed difference is not statistically significant since p > 0.05; where p is statistically significant, it can be submitted
that women reported on average a severe perception of the specific type of cybercrime when compared with men; however, the
non-probability nature of our sample means that any inferences of statistical significance should be treated with caution.
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with our expectations, women reported higher severity for all types of psychosocial cybercrime
except for online fraud. This finding can be understood in the context of prior research, which
has suggested that women generally perceive crime to be more severe than do men and partic-
ularly those crimes that affect them disproportionately, such as online abuse and harassment,
resulting in physical harm (Office for National Statistics, 2017a, 2017b; Smith & Torstensson, 1997;
Stylianou, 2003). While those most victimised by psychological crimes (women and girls) are those
most fearful of these crimes, other factors may also exacerbate the gender gap in perceptions of
psychosocial cybercrime types. For example, society generally socialises women/girls generally as
feminine and primary recipients of warnings of danger and precautionary advice; consequently,
women are less likely to suppress their fear of crime they see as frightening (e.g., revenge porn)
than are men (Gustafson, 1998; Smith & Torstensson, 1997). Based on the above remarks, we argue
here that gender identity is critical in accounting for the gap in fear of psychosocial cybercrime
types between men and women.

Focusing on cybercrimes, this article has enhanced prior research by demonstrating that par-
ticular forms of cybercrime - those identified in the TCF as psychological — are regarded as more
serious by women. By contrast, women rate economic forms of cybercrime comparably to men
in terms of severity. Additionally, it is notable that for men, such economic forms of cybercrime
are considered the most serious, whereas, for women, revenge porn is rated as more serious than
all other forms of cybercrime. Thus, the article has highlighted the significance of distinguishing
different types of digital crimes for understanding the gendered nature of various forms of crime,
drawing on the TCF.

This empirical contribution suggests that generalising about ‘cybercrime’ or distinguishing
‘cyber-enabled and people-centric cybercrimes’ are inadequate for addressing the gendered
impacts of different forms of cybercrime. For example, they have been implicated in obscuring
the centrality of gender as a theoretical starting point for examining a multitude of digital crimes
in academia (Lazarus, 2019). Such theoretical and terminological oversights in research, in turn,
have real-life repercussions. A likely consequence of these omissions in research may mean that
many corporations and government agencies may not fully recognise the importance of the gender
dimensions of psychosocial cybercrimes in their responses to many forms of these digital crimes
(e.g., cyberbullying, revenge-porn, cyberstalking, online harassment). The above theoretical and
terminological oversights highlight the originality of this contribution.

5.2 | Originality and implications

This present study is original in multiple ways. First, while the TCF has served as a reference point
for some studies (e.g., De Kimpe et al., 2020), no study has empirically examined the contrast
between the TCF parts or explored ‘the synergy between feminist criminology and the Tripar-
tite Cybercrime’ (Lazarus, 2019, p.18) for that matter. Second, this article, like others before it
(e.g., Eckert, 2018; Jane, 2018; Marganski, 2020; Vella et al., 2020), has attempted to stimulate more
alert and sensitive scholarly approaches to gender issues online. However, unlike these previous
studies, the present study is the first empirical treatment of the synergy between the TCF and fem-
inist criminology. Indeed, it has tried to encourage existing scholars not only to situate the TCF at
the core of feminist perspectives enquiries but also to stimulate the future generation of scholars to
be more sensitive to gender issues online. It has attempted to do so because, for example, genera-
tions after generations of scholars, who were unaware of feminist criminology as students, encour-
age their own students to endorse mainstream theories at the expense of feminist approaches
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(Cook, 2016; Eagly, 2016; hooks, 2000). Such an imbalance of power relationship has enormous
consequences.

A likely consequence of this mismatch is that ‘only the marginal voices whose endeavours fit
squarely with the aims and scopes of marginal publication venues (often with low or average
impact factors) tend to challenge the orthodoxy of mainstream criminology’ (Lazarus, 2019, p.28).
As a result, social scientists who endorse feminist perspectives continue to play ‘catch up’ with
those who advocate mainstream criminology approaches concerning the use of data on digital
crimes in research just as their predecessors have hitherto been doing in terms of traditional
crimes. The problem is deep. A likely consequence of this divide is that many researchers may
be inclined to cite or recycle scholarly endeavours that fit within mainstream epistemological
tradition at the expense of marginal voices in their efforts to publish in high impact journals.

Thus, we argue that such feminist scholarship is by and large neglected in criminological anal-
ysis and in the analysis of cybercrime specifically - we need to do more to move the feminist
agenda to the centre in this digital age. Increasing proficiency in ICT and the greater immersion of
women in cyber-environments by women cannot be expected to reshape patterns of cybercrimes.
They, indeed, may lead to greater exposure to them, especially psychosocial cybercrimes. Equally,
as long as the meaning of cybercrime, cyber-enabled crimes and people-centric cybercrimes, are
taken as a given in research, windows of opportunities necessary to advance our understanding
of gender of many digital crimes discussed in this study will continue to be limited. Additionally,
this article has not only evinced that men and women perceive cybercrime types differently, but
it has also illustrated the benefits of the synergy between feminist criminology and the TCF to
answer its research question: Do men and women perceive cybercrime types differently?

5.3 | Theoretical and empirical limitations

While this study has benefitted from the above theoretical lens, the TCF, however, has its limi-
tations. First, since the apparent boundaries between the TCF categories are somewhat blurred,
they could be seen as a loose grouping of cybercrime types. For example, cyberbullying could even-
tually lead to cyber-extortion or hacktivists exposing stolen personal data from police officers, as
political protests could simultaneously have psychosocial and geopolitical consequences. Second,
this article has explicitly focused on the binary gender: it has excluded a broader spectrum of gen-
der identities such as transgender and bigender. The focus on a diverse range of non-binary gender
identities (e.g., transgender) would have offered the opportunity to understand the lived experi-
ences and nuances of such gender identities. Third, though we observe significant differences
between men and women in their perceptions of the seriousness of different crimes, we have not
captured their exposure, and we cannot draw generalisable inferences from our non-probability
sample. Fourth, the dataset (n = 407), which is the empirical basis of this article, may be consid-
ered a small sample size. Nevertheless, we believe that this study offers a useful contribution to
the literature and has attempted to move gender analysis of digital crimes ‘from margin to centre’
with illustrations from a survey. This study represents an invitation to researchers to explore the
TCF’s synergy and the feminist epistemology of crime and test the differences between the socio-
economic and psychosocial cybercrime types further. We believe that more will be accomplished
more quickly if we situate the feminist perspectives at the core of inquiries concerning digital
crimes.
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6 | CONCLUSION

This study has sharpened the distinction between the socio-economic and psychosocial cyber-
crime types by considering how men’s and women’s perceptions of these types differ. In particular,
the study has highlighted significant differences in perceptions of the seriousness of cyberbully-
ing, cyberstalking, online harassment and revenge porn. In contrast, online fraud is regarded as
equally serious by men and women. The psychosocial cybercrime types are those to which women
are more vulnerable. Hence, their perceptions reflect that women and girls are disproportionately
impacted by these crimes (e.g., Burgess-Proctor, Patchin & Hinduja, 2009; Eckert, 2018) alongside
recognition of the significance of their impact. Even if men and women are equally victimised,
gender differences will still exist. This is because men and boys are socialised to deny fear more
than are women and girls. Also, parents and public authorities generally produce and tailor warn-
ings of danger and precautionary advice for women (and girls) more than for men and (boys)
(as previously discussed) (e.g., Gustafson, 1998; Smith & Torstensson, 1997). These long-standing
patterns of socialisation of women and men in society may be responsible for these gender differ-
ences. Nonetheless, the initial findings presented in this article would benefit from being further
tested in a larger and representative sample. But meanwhile, they indicate how not only crimes
themselves, but perceptions of them, are deeply gendered.
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ENDNOTES

!The development of fake love affairs for material ends, often on dating websites or apps, is what scammers
themselves called ‘freestyling’ or ‘freestyle tricks’ (see Ibrahim, 2016, p.48; Lazarus, 2018, p.64). While victims
of freestyling suffer psychological distress and financial loss, as outlined in Table 2, scammers’ primary aim is to
improve their economic welfare at their victims’ expense (Ibrahim, 2016).

21t highlights that gender is a critical index factor that accounts for the gap in fear of psychosocial crimes between
men and women.
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