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Abstract

Research and policy have invested in the prospect that gaining digital skills enhances
children’s and young people’s outcomes. A systematic evidence review of research on
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Another third examined online risks of harm. Findings showed a positive association
between digital skills and online opportunities, information benefits, and orientation
to technology. Greater digital skills were indirectly linked to greater exposure to
online risks, although any link to harm was unclear. While technical skills were linked
with mixed or even negative outcomes, information skills were linked with positive
outcomes. There was little research on the outcomes of communication or creative
digital skills. Future research should examine the dimensions of digital skills separately
and encompass a wider range of outcomes.
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Introduction

The United Nations (UN) agency responsible for global measurement of the adoption of
informationand communicationtechnologies (ICTs), the International Telecommunication
Union (ITU), defines digital skills for the global population in terms of their putative
outcomes: ‘the ability to use ICTs in ways that help individuals to achieve beneficial,
high-quality outcomes in everyday life for themselves and others’ and that ‘reduce poten-
tial harm associated with more negative aspects of digital engagement’ (ITU, 2018: 23).
In this, it serves the multiple and diverse interests of its members (most countries and
many public and private sector stakeholders) who seek to thrive and compete in the digi-
tal age, including delivering the UN’s Sustainable Development Goals (SDGs). Reflecting
this emphasis, the European policy agenda regarding the adult population is strongly
outcomes focused (European Commission, 2016; Grizzle et al., 2013; Helsper, 2021;
Morandini et al., 2020; Van Dijk and Van Deursen, 2014; Vuorikari et al., 2016), but poli-
cies around the world vary. Accordingly, researchers are examining whether and how
gaining digital skills can help implement e-government initiatives, reskill workers for a
changing labour market, promote domestic adoption of digital consumer goods and ser-
vices and, most recently, support citizens in locating and evaluating trustworthy informa-
tion (political, health and financial).

At the same time, many hopes are pinned on children and young people as a generation
supposedly keen to learn about all things digital, as well as in need of digital skills to suc-
ceed in the ‘jobs of the future’ (European Commission, 2021b; Kiss, 2017; Organisation
for Economic Co-operation and Development [OECD], 2018). Conveniently, they are
also easier to reach with educational interventions than the general population (Cortesi et
al., 2020), facilitating gains in digital skills, benefitting real-world outcomes and provid-
ing the means to target digital skills interventions on disadvantaged populations. Attention
to young people adds some specific questions to the digital skills agenda — encompassing
their particular motivations (such as to pursue creative or communicative opportunities;
see Vaikutyte-Paskauske et al., 2018), or the mediating role of parents and schools in the
development of resilience to online risks of harm (O’Neill, 2013).

However, notwithstanding governmental and other efforts to embed digital skills and
literacies in the school curriculum and promote digital learning at home, it is hard to
locate clear expectations or an established evidence base that links children’s digital
skills with outcomes (Livingstone et al., 2018) or evaluates whether expectations are met
(Bulger and Davison, 2018). Although rarely specified in detail, the outcomes of gaining
digital skills are most commonly discussed in relation to anticipated educational or
employment-related benefits, as well as online safety, digital citizenship, ‘21st-century
skills” or ‘life skills” (Buckingham, 2015; Davies and Eynon, 2018; Livingstone et al.,
2019; Nascimbeni and Vosloo, 2019; Third et al., 2019; Van Laar et al., 2017).

Theory development is more advanced when it comes to the general population, with
anotable focus of attention on the specific and tangible outcomes of gaining digital skills
(Helsper et al., 2015; Van Deursen and Helsper, 2018). Conceptualized as the ‘third-level
digital divide’, researchers propose that digital inequalities involve more than a binary
opposition between those who do or those who do not have access to the Internet (the
“first-level digital divide’), and also more than the promotion of digital skills (the
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‘second-level digital divide’; see Hargittai, 2002). Indeed, promoting access and skills
without attention to outcomes can reproduce social inequality and exacerbate prior
exclusion (Van Deursen and Van Dijk, 2014). Specifically, whether concerning educa-
tion, work, health or other areas, what matters is that individuals have the resources to
deploy digital skills in ways that bring about tangible outcomes that benefit them
(Van Deursen and Helsper, 2018).

By contrast with adults, where the starting point is assumed to be digital ignorance,
children and young people are often assumed to be ‘digital natives’, a problematic impli-
cation being that young people will ‘pick up’ the digital skills they need spontaneously,
without the need for resource-intensive interventions. Researchers had to dismantle this
myth by showing that not only might young people lack valuable skills, but also that they
may struggle to translate these into tangible outcomes, especially in situations of socio-
economic disadvantage (Helsper and Eynon, 2010). Problematically for those promoting
the digital skills agenda, research also found that the more children engage in online
activities, gaining digital skills and enjoying the opportunities to benefit, the more they
are likely to encounter some risk of harm (Helsper and Smahel, 2020; Livingstone et al.,
2017). This raises the pressing question of whether digital skills can play a role in
optimizing beneficial outcomes while minimizing rather than amplifying harmful ones
(Livingstone et al., 2018).

A recently completed systematic evidence review identified the predictors and out-
comes of digital skills among 12- to 17-year-olds (Haddon et al., 2020). This age group
was selected due to its key relevance to digital skills curriculum development (European
Commission, 2021a; Polizzi, 2020) and to inform forthcoming longitudinal research on
children’s digital skills in Europe (Haddon et al., 2020). The evidence review revealed a
plethora of approaches to the conception and measurement of digital skills, with some
researchers conceiving of multiple dimensions of digital skills while others focused on
particular dimensions, such as information literacy or computer programming. Adding to
the complexity, these dimensions are inconsistently labelled, mixing digital activities
(where the underlying skills are implicit but not measured, as in ‘I do X online’), digital
self-efficacy (typically measured as claimed confidence, as in ‘I am good at X online’)
and digital skills (typically measured as the self-reported ability to undertake specified
digital tasks, as in ‘I know how to do X online’; see Helsper et al., 2021).

This article builds on the systematic evidence review to identify clearly the range of
outcomes from gaining digital skills, and to explore the nature of the relationship between
digital skills and outcomes. After screening out studies where the definition of digital
skills was unclear or inconsistent, we added a new step by coding the dimensions of digi-
tal skills measured in each study to discover whether these dimensions are differently
linked to particular outcomes. We used the four-dimension classification of digital skills
identified in a recent analysis of the wide array of different measures commonly used
within the youth literature (Helsper et al., 2021; Van Dijk and Van Deursen, 2014).
Distinguished through analyses of skewness and kurtosis, confirmatory factor analysis,
difficulty estimation and equivalence testing, and validated through cognitive interviews
and pilot surveys, the four dimensions are defined in Table 1. Each dimension encom-
passes functional subskills and digital knowledge (or critical literacy), and all are impor-
tant for wellbeing in a digital society (Helsper et al., 2021; Mascheroni et al., 2020).



4 new media & society 00(0)

Table 1. The four dimensions of digital skills.

Dimension Description

Technical and operational skills (‘Tech’) The ability to manage and operate ICTs and the
technical affordances of devices, platforms
and apps, from ‘button’ knowledge to settings
management to programming

Information navigation and processing skills The ability to find, select and critically evaluate
(‘Info’) digital sources of information

Communication and interaction skills The ability to use different digital media and
(‘Comm’) technological features to interact with others

and build networks as well as to critically
evaluate the impact of interpersonal mediated
communication and interactions on others
Content creation and production skills The ability to create (quality) digital content
(‘Create’) and understand how it is produced and
published and how it generates impact

Source: Adapted from Helsper et al. (2021: 15).

They can also be combined to generate more complex skills — for instance, the skills
required for problem-solving online, or to protect one’s privacy or safety online, partici-
pate in civic activities or cope with harmful experiences.

We formulated the following three research questions of significance for research and
for policy and practice:

RQ1. What are the outcomes of young people’s digital skills?
RQ?2. Can the different dimensions of digital skills be linked to distinct outcomes?

RQ3. How does the research literature explain the outcomes of digital skills?

Methods

We conducted a systematic evidence review (Gough et al., 2012; Grant and Booth, 2009;
Sutherland, 2004) following the Preferred Reporting Items for Systematic Review and
Meta-Analysis Protocol (PRISMA-P) guidelines (Moher et al., 2015). The search proto-
col was registered on (repository and registration number anonymized) and designed to
be comprehensive in its coverage of relevant databases and search terms, consistent in its
application of the same search word strings across databases, and efficient in minimizing
the number of irrelevant results.

The search involved two international research database aggregators, Web of Science
and Scopus, supplemented with six specialized databases: International Bibliography of
the Social Sciences, Communication and Mass Media Complete, ERIC, PsychINFO,
Embase and SocINDEX. It was applied based on titles, keywords and abstracts to English
language publications in the decade from January 2010 to January 2020 (when the search
process began).
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Four groups of search terms were selected, drawing on consultation with relevant
experts and test searches of several databases: (1) child terms (to identify research with
children and young people); (2) method terms (to identify empirical studies); (3) technol-
ogy terms (to ensure relevance to the digital environment); and (4) skill terms (to match
the focus of the review). Groups 3 and 4 were searched jointly using all possible combi-
nations (e.g. ‘digital* skill*’, ‘mobile* competen®’, etc.; for a detailed description of the
methodology, see Haddon et al., 2020). The final search string took the form: child terms
AND methods terms AND a digital skill phrase (digital term + skill term).

The initial 4811 search results (shown as N, in Figure 1) were screened for duplicates,
non-English sources and non-peer-reviewed publications, leaving 2640 studies to be
screened for eligibility (N,). Screening for eligibility was based on the article title, abstract
and keywords according to four criteria applied in the following order: (1) studies of chil-
dren’s digital skills, (2) using quantitative methods, (3) with children aged 12—17, and
(4) sufficient methodological rigour (e.g. small sample surveys or pilot studies were
excluded). This left 351 studies to be read in full, of which full text was available for 301
(N,). A further 99 did not meet the above four criteria based on reading the full text.

The remaining 202 studies were evaluated using a weight of evidence (WoE) frame-
work. This assessed the following:

(a) Quality of the research methods: a global assessment based on such features as
controls for confounding associations, randomized representative sampling, lon-
gitudinal designs, approach to testing hypotheses and whether reporting distin-
guishes children from adults or by age group.

(b) Capacity to answer the review question: whether the definition of digital skills
distinguished among dimensions (e.g. information, social, technical) and
whether each was measured with reliability and validity; whether there is a
model which explains how the dimensions fit together.

(c) Relevance for the review question: this was operationalized in relation to how
the study specifically generated evidence on the predictors or outcomes of digi-
tal skills.

Each study was given a score of 1 =poor, 2=fair and 3=good for criteria a, b and c,
and then assigned an average score (D) between 1 and 3. This resulted in 92 exclusions
(average WoE score below 2), leaving 110 (N,) empirical studies to be coded for evi-
dence regarding the predictors and outcomes of skills.

Of the 110 studies, 53 (N,) included the outcomes of having digital skills (the remain-
der concerned predictors of digital skills only and are not considered here). These studies
were coded according to the dimensions of digital skills measured (technical, informa-
tion, communication and creation skills) and their relationships with outcome measures.
Those studies that did not include clear information about the relation between skills and
outcomes were excluded. So, too, were studies that, while they described themselves as
concerning digital skills, used a global self-efficacy measure (e.g. Yu et al., 2018),
inferred digital skills from a measure of online behaviour (e.g. Khan et al., 2014) or other
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- Electronic databases
-g Scopus Web of Science Core ERIC PsycINFO Embase
8 N=1,978 N=1,396 N=427 N=471 N=218
&
.‘F:' IBSS Communication & Mass Media Complete SocINDEX
§ N=118 N=116 N=87
Combined search results
28 N,=4,811
‘c - = Removed other, N=423
9 Duplicates r Not in English, N=278;
g N=1,748 Book, report, thesis, N=145
Title & abstract screened
N,=2,640
Excluded based on quality and relevance
assessment using abstract, N=2,289
Criterion 1: no children & digital skills, N=1,073
Criterion 2: no quantitative data, N=906 Unable to retrieve full text
Criterion 3: not on children 12-17 years, N=229 N=50
Criterion 4: not robust or suitable method, N=81
Z
= Full text screened
ED N,=301
w
Excluded based on quality and relevance
Excluded based on low weight of evidence (WoE) assessment using full text, N=99
score, N=92: WoE D score below 2, N=79 and WoE C Criterion 1, N= 38; Criterion 2, N=13;
below 2, N=13 Criterion 3, N=11; Criterion 4, N=37
WOoE A: generic quality, refined (1-3); WoE B:
robustness of digital skills measures (1-3); WoE C:
addresses antecedents and consequences (1-3); WoE
D: average of A, B, C (1-3)
s
v —
'g Studies retained and summarised
< N;=110
| a—
Studies with only d of
digital skills
N=57
& Studies on consequences of digital skills
2 N,4=53
>
©
s No sufficient relationship between
skill dimensions & outcomes
(too idiosyncratic to be grouped or
compared for relation with outcomes)
N=19
Final sample of studies on consequences
of digital skills
(4 dimensions of digital skills, outcomes,
reported statistical relationships)
N;=34

Figure |. Flow diagram of the screening and quality appraisal process.



Livingstone et al. 7

measures (e.g. treating attending lessons on digital media as a proxy for skills; see Kahne
and Bowyer, 2019). Also excluded was one study where the country and not the indi-
vidual was the level of analysis (Picatoste et al., 2018). This left 34 studies for analysis
(N;). These 34 studies were relevant and of high quality, with WoE scores between 2 and
3:2 (n=6); 2.33 (n=9); 2.66 (n=12) and 3 (n=8; see Table 2).

Note that all 34 studies were based on surveys, although three also included perfor-
mance (or task-based assessment) tests. This has two consequences. First, digital skills
tend to be measured using self-report. Just three studies used performance tests (see
Table 2). Social desirability biases can be addressed in part by question phrasing (Helsper
et al., 2021 v). It was for this reason that we paid particular attention to the measures
used, selecting only the more robust (as explained earlier). Beyond this, we can only
observe the preference of researchers in this field for self-report measures over perfor-
mance tests. Haddon et al. (2020) observe that this is particularly the case in researching
outcomes rather than predictors of digital skills, adding that where both methods are
used, the results tend to concur except in relation to gender (where boys claim more skills
in self-report surveys).

Second, although our focus is on the outcomes of digital skills, with the studies
selected based on their authors’ positioning the measured factors as outcomes, caution is
required as they do not actually test causal relationships. Rather, all used a cross-sec-
tional research design, reporting correlations that could potentially be interpreted as bidi-
rectional or reversed, or according to plausible but generally untested confounding
factors. In what follows, we first examine the associations between measures of digital
skills and their claimed outcomes. In interpreting the findings, we paid attention through-
out to the specific age groups studied, and the country in which data were collected
(shown in Table 2). We could not, however, discern any systematic relationships that
might confound the results reported below. We again attend to demographic and other
variables when we examine more closely the studies that constructed statistical models
from predictors to outcomes, to see whether multivariate analysis can offer further
nuance to the understanding of how digital skills relates to outcomes.

Results and discussion

The outcomes of digital skills for children and young people

In answer to RQI1, approximately two-thirds of the studies examined the association
between digital skills and online opportunities and other benefits, while another third
examined online risks of harm. The results summarized in Table 3 are discussed below.

Online opportunities. The breadth of digital activities is considered an important measure
of digital and social inclusion. Some studies measured a broader set of activities (#12,
#21, #27, #50, #79) while others took a more specific focus (#6 on social activities, #10
on creative activities). In all studies, the association with digital skills was positive:
greater digital skills are associated with more online activities. Since these studies
include a diversity of different measures of both skills and opportunities, the absence of
null or contradictory findings suggests a consistent and robust result. The evidence offers
empirical support for the promotion of digital skills by policy programmes, education
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Table 2. The 34 studies on outcomes of youth digital skills.

Study

Reference

Research methods

Country of data collection

6

21

27

32

41

43

46

47

49

Areepattamannil and
Khine (2017)

Balea (2016)

Bernadas and Soriano
(2019)
Cabello-Hutt et al. (2018)

Christoph et al. (2015)

Eynon and Malmberg
(2012)
Fizesan (2012)

Helsper and Eynon (2013)

Kaarakainen (2019)

Kim and Yang (2016)

Kumazaki et al. (2011)

Leung and Lee (2012a)

Leung and Lee (2012b)

Lin et al. (2019)

Survey of 56,209 13- to
| 6-year-olds

(WoE: 3)

Secondary analysis of a
survey of 595 | I- to
| 6-year-olds

(WoE: 2)

Survey of 300 I I- to
25-year-olds

(WoE: 2.33)

Survey of 1694 9- to
|7-year-olds

(WoE: 2.66)

Survey and performance
test of 445 14- to
| 7-year-olds

(WoE: 2.66)

Survey of 669 12-, 14- and
17- to 19-year-olds

(WoE: 2.66)

Survey of 1609 9- to
| 6-year-olds

(WoE: 2.66)

Secondary analysis of a
survey of 2057 14-year-
olds and above

(WoE: 3)

Survey and performance
test of 3206 15- to
22-year-olds

(WoE: 3)

Survey of 238 16- to
|7-year-olds

(WoE: 2)

Survey of 4308 6- to
|8-year-olds

(WoE: 2.33)

Survey of 718 9- to
|9-year-olds

(WoE: 2.66)

Survey of 718 9-to
19-year-olds

(WoE: 2.66)

Secondary analysis of
a survey of 11,997
| 5-year-olds

(WoE: 2)

20 high-income countries
around the world

Romania

Philippines

Brazil

Germany

Romania, Bulgaria

The United Kingdom

Finland

South Korea

Japan

Hong Kong

Hong Kong

Singapore, Finland

(Continued)
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Table 2. (Continued)

Study

Reference

Research methods

Country of data collection

50

55

60

62

63

65

79

82

83

86

88

90

94

95

Livingstone and Helsper
(2010)
Mannerstrém et al. (2018)
Metzger et al. (2013)
Moon and Bai (2020)
Neumark et al. (2013)
Notten and Nikken (2016)
Rodriguez-de-Dios et al.
(2018)

Santos et al. (2019)

Scherer et al. (2017)

Schorr (2019)

Shin et al. (2012)

Sonck and de Haan (2013)

Staude-Miiller et al.

(2012).

Teimouri et al. (2018)

Survey of 789 10- to
[9-year-olds

(WoE: 2.66)

Survey of 932 17- to
| 8-year-olds

(WoE: 2.33)

Survey of 2747 | |- to
| 8-year-olds

(WoE: 2.66)

Survey of 2584 |3- to
| 8-year-olds

(WokE: 2)

Survey of 7028 12- to
| 9-year-olds

(WoE: 2.33)

Survey of 8554 14- to
| 6-year-olds

(WoE: 2.33)

Survey of 1446 12- to
| 8-year-olds

(WoE: 3)

Survey of 808 |2- to
| 7-year-olds and above

(WoE: 3)

Survey and performance
test of 2426 14- to
| 6-year-olds

(WoE: 2.66)

Survey of 134 14- to
| 8-year-olds

(WoE: 2)

Survey of 381 9- to
|2-year-olds

(WoE: 2.33)

Survey of 19,406 |- to
| 6-year-olds

(WoE: 3)

Survey of 9760 10- to
| 5-year-olds

(WoE: 2)

Survey of 420 9- to
| 6-year-olds

(WoE: 3)

The United Kingdom

Finland

The United States

South Korea

Israel

25 European countries

Spain

Portugal

Norway

Germany

South Korea

25 European countries

Germany

Malaysia

(Continued)
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Table 2. (Continued)

Study Reference Research methods Country of data collection

96 Tirado-Morueta et al. Survey of 3754 |6- to Ecuador
(2017) |8-year-olds
(WoE: 3)
99 Vandoninck et al. (2010) Survey of 815 I5- to Belgium, (Flanders)
19-year-olds
(WoE: 2.66)
100 Vandoninck et al. (2013) Survey of 25,142 9- to 25 European countries
| 6-year-olds
WoE: 2.33)
101 Wegmann et al. (2015) Survey of 334 14- to Germany
29-year-olds
(WoE: 2.66)
102 Weston et al. (2019) Survey of 494 14- to The United States
|8-year-olds
(WoE: 2.66)
110 Ziya et al. (2010) Survey of 4942 | 5-year- Turkey
olds
(WoE: 2.33)

WoE: weight of evidence.

All studies used self-reported digital skills measures; some also used performance tests.

curricula and parental investment, all aiming to provide children and young people with
the digital skills that support diverse forms of digital engagement, bringing direct bene-
fits and encouraging the development of additional digital and life skills. Previous
research has hypothesized that online activities are ranked in terms of accessibility and
appeal, such that children first gain basic skills by beginning with everyday activities
(e.g. watching videos or playing games online). Then, as they gain skills, they progress
up the so-called ladder of online opportunities towards more complex activities, such as
creative content creation and civic participation (Livingstone et al., 2019). However, we
found a little research examining which activities were mainly linked to gaining digital
skills or the order in which they were undertaken.

Informational benefits. Particularly in relation to informational benefits, studies made dis-
cernible efforts to match the dimension of digital skill to relevant learning outcomes. For
instance, study #19 found that children’s ability to seek information online predicted seek-
ing online information for homework (although not for more everyday life purposes). In
study #60, children with better Internet skills were found to think more often about infor-
mation credibility and, possibly in consequence, more likely to believe that the informa-
tion they find online is credible. Relatedly, study #96 found that having greater information
and evaluation skills benefitted children’s academic performance. The authors also found
that information skills are supported by operational information skills, suggesting a learn-
ing pathway from access through operational skills to information skills and thence to
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Table 3. Types of outcomes of digital skills.

Outcomes Studies Summary of measures used

Online opportunities 6,10, 12, 21, 27, 50, 79 Number/range of online
opportunities such as
commenting, communication,
gaming, schoolwork,
information-seeking, listening
to music, content creation

Informational benefits 19, 60, 63, 83, 96 Orientation to/activities
relating to information-
seeking online, computer
information literacy

Orientation to technology 13, 32, 86, 102 Motivation to use computers,
better performance in
computer tasks, interest in
pursuing a career in ICTs

Academic grades 46,82, 110 Measures of academic grades

Coping behaviours I1, 100 Online privacy protection
behaviour; adoption of
proactive responses to online
risks

Civic participation 41, 62 Interest in political issues and
engagement in civic and
political participation on- and

offline
Miscellaneous benefits 49, 55 Environmental awareness and
interest; life satisfaction
Online risks of harm 12, 43, 46, 47, 50, 65, 79, 88, Exposure to potentially harmful
90, 94, 95, 99, 101 content, contact, conduct

and contract risks; excessive
internet use; willingness to
disclose personal information

ICT: information and communication technology.

A few studies appear in more than one outcome category (#46, 79).

creativity and improved academic grades. Study #63 focused on seeking health informa-
tion as an outcome, again finding a positive association with digital skills. Somewhat
puzzlingly, since its methods included performance testing, study #83 found no relation
between basic or advanced digital skills and a standard educational measure of ‘computer
information literacy’.

Orientation to technology. While research has shown that young people with better access
to ICTs at home or school, or with more positive attitudes towards ICTs, have greater
digital skills (Haddon et al., 2020), fewer studies ask whether greater digital skills are
linked to a more positive orientation to technology. Four studies (#13, #32, #86, #102)
found that technology skills bring such benefits, albeit in ways that are differentiated by
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gender. Two of these studies measured digital skills using performance tests: study #13
found that greater digital skills are associated with interest and competence in using
computers; study #32 found that ‘the likelihood of students choosing the ICT field
increased significantly along with greater competence in both medium-related skills and
programming skills’ (Kaarakainen, 2019: 120). In study #86, like most other studies
based on a self-reported measure of digital skills, the association found between greater
computer skills and ICT-related career aspirations is stronger for girls than boys. The
authors suggest that gaining digital skills, including through educational interventions,
can partially compensate for gendered socialization practices that tend to dissuade girls
from such aspirations. Study #102, relatedly, shows how improving young women’s
technical digital skills improves their chance of persisting in computer science and tech-
nology-related majors.

Academic grades. A primary rationale for educating children to improve their digital
skills is to enhance their learning outcomes. Arguing that digital skills today are akin to
reading, writing and arithmetic — the so-called fourth ‘R’ of basic literacy — schools
increasingly include digital skills in the curriculum. Therefore, it is surprising that we
identified only three studies that addressed the relation between digital skills and learn-
ing outcomes (#46, #82, #110). The results were equivocal. In studies #46 and #82,
greater digital skills were associated with better academic grades, albeit varying by the
dimension of digital skills (as discussed later). One study mainly found negative results,
suggesting that greater programming skills can undermine children’s mathematical abil-
ity (#110) — here, the authors suggested that adverse outcomes arise when the skills are
both time-consuming to learn and unrelated to the desired learning outcome.

Coping behaviours. Given the prevalence of online risks in children’s everyday experi-
ence, a few studies inquired into how children and young people cope with actual or
potentially harmful experiences (Dodge et al., 2012). Digital skills were positively linked
to coping behaviours online (such as privacy behaviour, deleting unwelcome messages,
blocking senders — studies #11 and #100). For example, study #100 showed that more
digitally literate children were more likely to delete messages and block senders when
experiencing cyberbullying or unwelcome sexting. Moreover, children with fewer skills
were more upset and less able to cope with sexual images and cyberbullying. Indications
that skills can support better coping with risk surely merit further exploration.

Civic participation. Both the policy agenda and academic debate anticipate that Internet
use facilitates youth participation in community, civic and political life (Cortesi et al.,
2020), even countering young people’s declining political participation (Loader et al.,
2016). Two studies (#41, #62) examined this relationship, and the results were complex.
In study #41, ‘Internet information literacy’ was significantly and positively associated
with measures of alternative participation (such as boycotts, rallies and joining online
campaigns) and with political efficacy but was not associated with institutional participa-
tion (such as voting, civil complaints or visits to government websites). Furthermore,
‘Internet skills literacy’ measures were unrelated to participation and negatively related
to political efficacy. Study #62 reported a positive relationship between digital skills and
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online civic engagement activities but mediated by interest in the news. Such findings
hint at a promising direction for future research, namely, identifying factors (of digital or
non-digital nature) mediating between digital skills and participation outcomes.

Miscellaneous benefits. Completing the picture for beneficial outcomes, we note that
study #49 found a positive association between digital skills and environmental aware-
ness in Singapore but not in Finland, and study #55 examined the relationship between
digital skills and life satisfaction, finding none.

Online risks of harm. Children and young people’s exposure to potentially harmful online
content, contact, conduct or contract risks attracts attention from researchers, policy-
makers and the public alike (Livingstone et al., 2018). Many call for digital skills educa-
tion to build children’s resilience to mitigate online or offline vulnerability to risks of
harm, as well as to encourage their coping behaviours, as discussed earlier. However,
does gaining digital skills act as a protective factor, reducing experiences of harm? Thir-
teen studies addressed this question. As with online opportunities, a standard method is
to count how many and how often children have encountered a wide range of different
risks. Other studies tend to focus their attention on just one or a few risks.

Taking the former approach, studies #47, #79, #88, #95 and #99 reported a broadly
positive association between digital skills and online risks, suggesting that greater digital
skills are related to more online risks being encountered, with some qualifications (e.g.
study #47, as discussed below). Study #43 also found a positive association, focusing on
the perpetration of cyberbullying among secondary school students. In study #88, greater
digital skills were linked to a greater willingness to disclose personal information than
adopt more self-protective behaviour. The authors suggest that more digitally skilled
young people explore more widely online, encountering opportunities that require infor-
mation disclosure as well as more online risks. Furthermore, the main finding of a posi-
tive association between skills and risks may arise because, as discussed earlier, more
skills are linked to more online opportunities (as discussed in studies #12 and #50),
including risky opportunities (such as looking for new friends online, sending personal
information or photos, adding ‘strangers’, pretending to be someone else; see Livingstone,
2008, 2013); as shown by studies #95 and #65.

Study #90 not only found a positive link between digital skills and online risks but also
that children with more skills reported less harm after exposure to risks compared with
less skilled children. However, this finding disappeared when statistical controls were
applied, and the overall variance explained was low even with individual and country fac-
tors included in the statistical model. Study #94 pursued the theme of harm, finding that
more digitally skilled young people experienced less distress (such as feeling frightened
or depressed) after online victimization. The possibility that gaining digital skills might
reduce harm while not restricting children’s online experiences needs further testing.

Two studies considered Internet ‘addiction’, with contradictory findings. Study #46
found a complex but broadly positive association, with particular outcomes (preoccupa-
tion, withdrawal, loss of control) correlated with particular dimensions of digital skills.
Study #101 finds the reverse: greater digital skills reduced the negative consequences of
excessive social media use. The authors suggest a link between digital skills and self-
regulation in the digital environment, which seems worthy of further investigation.
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The relationships between the dimensions of digital skills and outcomes

The outcomes of children’s and young people’s digital skills appear complex, encom-
passing both positive and negative relationships. While the public expectation is that
gaining digital skills enables young people to minimize the risks and optimize the bene-
fits of Internet use, facilitating overall wellbeing (Dienlin, 2020; Ryff, 1989), the evi-
dence suggests that it results in both online opportunities and risks. Given the diversity
of digital skills measures employed in the literature, RQ2 asked whether a more nuanced
picture could emerge if we examined outcomes according to specific dimensions of digi-
tal skills.

This inquiry was impeded by the common practice of combining separate measures
into a composite score before statistical analysis. In Table 4, the shaded studies were
most useful because they examined either a single dimension of digital skills or the sepa-
rate associations of multiple skills dimensions.

Ten studies, including two that used performance tests (#13, #32), examined technical
and operational (‘Tech”) skills separately from other skill dimensions. The results are
mixed, with as many apparently undesirable as beneficial outcomes. Specifically, these
skills were associated with a positive orientation to technology (#13, #32) and online
opportunities (#27), but also more online risk (#46, #47). They were unrelated to life
satisfaction (#55) or civic participation (#62), even showing a negative link to civic par-
ticipation (#41), and either a positive (#46) or negative (#110) link to academic grades.

The seven studies examining the distinctive associations of information skills found
them to be generally linked with beneficial outcomes. They were linked to more civic
participation (#41), online opportunities (#27), higher academic grades (#46, #110) and
more information-seeking for homework (although not everyday life information needs;
#19); and to reduced online risk (#47) and more privacy-enhancing behaviour online
(#11). Finally, they were unrelated to online addiction (#46).

While communication skills appear rarely to be examined separately, the evidence
suggests positive outcomes — on online opportunities (especially social engagement;
#27) and coping with online risks (#101), although there was no association on academic
grades (#110). The results from the few studies of creative skills were mixed: positive
associations on online opportunities (especially creative engagement; #47) but also
increased online risk (#46, #47) and a null (#46) or negative (#110) association with
academic grades.

It is harder to conclude from the studies that construct a composite skill measure, as
we cannot know if the different skill dimensions work additively or interact somehow.
Two studies grouped information, communication and creative skills into a single meas-
ure, finding a positive relationship with civic participation (#62) and no relation to orien-
tation to technology (#32). All other measured combinations included technical skills
together with one or more of the others. This decision appears unwise given the mixed
profile of outcomes linked to technical skills.

Eight studies combined technical and information skills, finding both a positive asso-
ciation with online opportunities (#12, #21, #50, #63), information benefits (#62) and
academic grades (#82), as well as greater online risk (#12, #65, #88). A more consistent
and positive pattern is observed from the combination of technical, information and
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Table 4. Outcomes of digital skills, by dimensions of digital skills measured.

Study

Dimensions of digital skills

Qutcomes

Association

13

49

55

41

46

47

27

110

Tech

Tech

Tech

Tech + info (tested
separately)

Tech + info + create (tested
separately)

Tech + info + create (tested
separately)

Orientation to
technology

Miscellaneous benefits

Miscellaneous benefits

Civic participation

Online risks of harm
Academic grades

Online risks of harm

Tech + info + create + comm  Online opportunities

(tested separately)

Tech + info + create + comm Academic grades

(tested separately)

Positive statistical association
— more motivation/interest
in computers, also better
computer performance

Positive association in one
country tested but not
significant in the second
— more environmental
awareness

No significant association with
life satisfaction

Negative association with
Tech skills but a positive
association with Info skills
— more civic and political
participation activities

Positive association with Tech
skills and Create but not
Info — linked to more online
addiction

Positive association with Tech
and Info but not Create skills
and better academic grades

Positive association with
Tech and Create skills, and
negative association with
Info and greater exposure to
online risk

Positive associations between
all four dimensions and
online opportunities,
although weaker for Tech
and Info skills than for
Create and Comm skills on
social and creative digital
engagement; also, Comm
skills were more strongly
linked to social engagement
and Create skills to creative
engagement outcomes

Positive association of Info and
negative association of Tech
and Create skills with better
maths scores, though not
significant for Comm

(Continued)
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Table 4. (Continued)

Study

Dimensions of digital skills

Outcomes

Association

19

101

32

62

21

50

60

63

82

88

Info

Info

Comm

Tech skills tested separately
from Info; Comm and
Create skills (combined)

Tech skills tested separately
from Info; Comm and
Create skills (combined)

Tech + info (combined)

Tech + info (combined)

Tech + info (combined)

Tech + info (combined)

Tech + info (combined)
Tech + info (combined)

Tech + info (combined)

Informational benefits

Coping behaviours

Online risks of harm

Orientation to
technology

Civic participation

Online opportunities
Online risks of harm

Online opportunities

Online opportunities
Online risks of harm

Informational benefits

Informational benefits

Academic grades

Online risks of harm

Positive association of Info
with online information-
seeking for homework;
no association with online
information-seeking in
everyday life

Positive association — more
privacy-enhancing behaviour
online

Positive association — on
ability to regulate own
behaviour and cope with risk
online

Positive association of Tech
skills only — more likely to
want a job in ICTs in the
future, especially for boys

Positive association for the
combined score only — more
civic outcomes, but not
significant for Tech skills

Positive association — more
online activities

Positive indirect link — more
online risks (through
opportunities)

Positive association — more
online activities

Positive association — more
online activities

Positive indirect link — more
online risks (through
opportunities)

Positive association — more
attention to and concern
about the credibility of
online information

Positive association — more
health information-seeking

Positive association — better
school performance

Positive association — more
willingness to disclose
personal information

(Continued)
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Table 4. (Continued)

Study Dimensions of digital skills Outcomes Association
65 Tech + info (combined) Online risks of harm Positive association — more
online risk
96 Tech + comm (combined) Informational benefits  Positive association — more
academic benefit gained from
the Internet
90 Tech + comm (combined) Online risks of harm Positive association — more
online risk but negative
association on harm
94 Tech + comm (combined) Online risks of harm Negative association —
less harm from online
experiences
95 Tech + comm (combined) Online risks of harm Positive association — more
online risk
100 Tech + comm (combined) Coping behaviours Positive association — better
coping with online risks
86 Tech + create (combined) Orientation to Positive association, especially
technology among girls — more interest
in ICTs profession
102 Tech + create (combined) Orientation to Positive association — more
technology persistence in studying
computer science at college,
especially among girls/young
women
99 Tech + create (combined) Online risks of harm Positive association — more
online risk
43 Tech + create (combined) Online risks of harm Positive association — more
likely to bully others online
and offline
6 Tech + info + create Online opportunities Positive association — more
(combined and tested for online social communication
basic and advanced skills)
83 Tech + info + create Informational benefits  Positive association on
(combined) informational benefits
— greater learning
opportunities
10 Tech + info + comm Online opportunities  Positive association — more
(combined) online activities undertaken,
including creative activities
79 Tech + info + comm Online opportunities Positive association — more

(combined)

Online risks of harm

online activities
Positive association — more
online risks

ICT: information and communication technology.
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either communication or creative skills — with positive links to online opportunities (#6,
#10, #79), information benefits (#83) and civic participation (#62). However, study #79
also shows a link with online risk (possibly for reasons noted earlier).

By contrast, technical skills combined with communication or creative but not infor-
mation skills have more mixed outcomes. Five studies combined technical and commu-
nication skills, finding more online risks (#90, #95) yet less harm associated with risk
(#90, #94), better coping with online risk (#100) and information benefits (#96). We
cannot be sure, but it is noteworthy that, when tested separately, communication but not
technical skills are linked to coping with online risk. Finally, four studies suggested that
the combination of technical and creative skills is linked to both a positive orientation to
technology (#86, #102) and to more online risk (#99, #43).

Explaining the outcomes of digital skills

Eleven studies tested specific pathways from the predictors of digital skills to their out-
comes, using statistical models that vary in complexity, while all relying on cross-sec-
tional survey research methods (see Table 5). The predictors variously include personal
attributes (age, gender and personality); social context (socioeconomic status [SES],
parental education, parental mediation, teacher or peer support); and ICT environment
(diversity of connectivity, availability at home, age of first Internet use). These are usu-
ally linked to one or two outcomes, with digital skills positioned in the models as a pre-
dictor, mediator or outcome, depending on the authors’ approach. Age, SES, parental
education, parental mediation and ICT availability at home are generally strongly associ-
ated with digital skills.

Model building reveals important interrelations that studies reliant on univariate sta-
tistical analysis can miss (RQ3). For instance, several studies found that age, gender and
SES are associated with children’s digital skills and then show how these factors explain
online opportunities (#12, #21, #27, #50). Specifically, boys, and those who are older or
more advantaged, report greater digital skills and enjoy better online opportunities.
While demographic factors themselves offer little prospect of change, they can help tar-
get interventions, aiming digital skills education at younger girls and those from eco-
nomically disadvantaged backgrounds to help compensate for entrenched digital
inequalities (Helsper, 2021).

Studies that measure the differential influence of separate dimensions of digital skills
on online opportunities (#27, #96) suggest further nuance, with possible relevance for
educators teaching digital skills. For example, study #96, which operationalizes digital
skills as a progression from basic operational skills to more advanced skills, shows that
the role of operational skills and academic outcomes is both direct and indirect (mediated
by advanced digital skills). Study #27 reveals variations in how digital skills mediate the
influence of sociodemographic factors on different online opportunities, depending on
the dimension of digital skills and the type of opportunities examined.

Also promising for policymakers and practitioners are findings that point to malleable
predictors of digital skills. Study #79 showed that parental mediation engenders better
skills and, thereby, more online opportunities, while study #82 found a similar pathway
leading to better academic grades. Studies #12, #21 and #50 found that an ICTs-richer
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Table 5. Models (ordered by outcomes).

Study Antecedents Dimensions of digital Role of skills Outcomes
skills
21 Personal attributes (age,  Tech + info Outcome and Online
gender) (combined) predictor opportunities
Social context (parental
education, parental
mediation, parent age)
ICTs environment (age
of first use, number/
type of devices used to
go online and number
of locations where
Internet access is
available)
27 Personal attributes (age, = Tech +info + Outcome, Online
gender) comm + create predictor and opportunities
Social context (SES) (separate tests) mediator
19 Social context (parental  Info Outcome, Informational
mediation, peer predictor and  benefits
support) mediator

ICT environment
(availability at home)
96 Social context (SES)
ICT environment
(availability at home)
12 Personal attributes (age,
gender)
Social context (parental
education)
ICT environment
(availability at home)
50 Personal attributes (age,
gender)
Social context (parental
education)
ICT environment
(availability at home
and age of first Internet

Tech + comm
(combined)

Tech + info
(combined)

Tech + info
(combined)

use)

79 Social context (parental ~ Tech + info + comm
mediation) (combined)

99 Personal attributes (age,  Tech + create

gender, personality)
Social context (parental
mediation, SES)

(combined)

Outcome and
predictor

Outcome,
predictor and
mediator

QOutcome,
predictor and
mediator

Outcome,
predictor and
mediator

Qutcome and
predictor

Informational
benefits

Online
opportunities;
online risks of
harm

Online
opportunities;
online risks of
harm

Online
opportunities;
online risks of
harm

Online risks of
harm

(Continued)
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Table 5. (Continued)

Study Antecedents Dimensions of digital Role of skills Outcomes
skills

I ICT environment Info Outcome, Coping
(diversity of predictor and behaviours
connectivity) mediator

82 Social context (parent/ Tech + info Outcome, Academic
teacher support) (combined) predictor and  grades

mediator

55 Personal attributes Tech Outcome and Miscellaneous

(motivations and mediator benefits

commitment to
identity formation)

ICT: information and communication technology; SES: socioeconomic status.

home (variously measured) benefits digital skills and, in turn, online opportunities. As
study #50 further shows, the relationship between use and opportunities is indirect,
mediated by that between use and skills. In other words, those who use the Internet more
and are higher in skills take up more opportunities than those who use it an equivalent
amount but are lower in skills. Study #11 also found that better digital access benefits
skills, with benefits in turn for children’s online coping. Study #19 confirms both these
findings: both parental mediation and ICTs availability at home were linked to informa-
tional benefits for children, mediated by information-related digital skills. Since both
parental mediation and domestic access to technology can be enhanced through aware-
ness-raising and digital access policies, these studies point the way to improving chil-
dren’s outcomes by supporting their digital skills. Without such interventions, however,
study #96 shows how the digital divide might become more entrenched. It found that
higher SES combined with a richer ICTs environment at home leads first to better digital
skills and thence to more online information-seeking that, doubtless, brings further aca-
demic benefits for the already advantaged.

Study #27 develops a complex model, finding not only a linear path from demo-
graphic factors to digital skills and from digital skills to outcomes, but also that inequali-
ties such as the child’s gender and parental education predict changes in outcomes when
digital skills are taken into account. Notably, when digital skills were included in the
model, some relationships lost strength, but the relationship between SES and online
opportunities was unchanged. This suggests that, if ways are found to improve children’s
digital skills, they will likely benefit from greater online opportunities, even though
structurally, they remain disadvantaged (because there is a direct association of inequal-
ity on outcomes unmediated by digital skills). In other words, it may be that the digital
divide can be overcome, even if social divisions are harder to change.

Can the models illuminate the generally and, arguably, problematic positive associa-
tion between online opportunities and online risks? In studies #12 and #50, statistical
analysis suggested that digital skills only predict risks indirectly through their direct link
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to online opportunities. Specifically, study #12 found that the relationship between skills
and risks was mediated by online opportunities, while study #50 found that opportunities
precede risks — children are online and engage in various activities before they encounter
risks. Relatedly, study #79 found that the relationship between skills and risks was
weaker than that between skills and opportunities. Study #99 did not include online
opportunities as an outcome. Only one study (#50) measures frequency of Internet use
and time spent online, finding that both are positively associated with online opportuni-
ties, but the link between use and risks is indirect, through opportunities.

However, the present analysis suggests qualification of its finding that multiple pre-
dictors (demographics, personality and parental mediation) lead first to better digital
skills and then to more online risk.

What of the role of parental mediation? Study #12 found that digital skills mediate
between active parental mediation and online opportunities; specifically, active paren-
tal mediation in the form of co-use, talk and support has only an indirect relationship
with online opportunities through its relationship with digital skills, but it has a direct
negative link to exposure to online risks. Conversely, restrictive mediation — rules
aimed at limiting the time spent online or prohibiting certain online activities — is nega-
tively correlated with both digital skills and online opportunities but has a weaker
negative link to risks. This suggests that not only does restrictive mediation narrow
online opportunities; it also appears to be of a little efficacy in reducing exposure to
online risks. Parents’ ability to mediate their child’s Internet use effectively is influ-
enced by other factors, including parents’ education, age and own ICT use, thus dem-
onstrating the importance of variables related to the child’s family environment. These
findings have implications for parental awareness-raising campaigns which could
focus on the benefits of enabling mediation.

Conclusion

Although many studies have examined the outcomes of children’s and young people’s
digital skills in recent years, it has proved difficult to draw conclusions because the
plethora of definitions and methodologies create challenges in comparing study findings.
The first research question inquired into the outcomes of young people’s digital skills.
We found that most research on the outcomes of digital skills concerns the range of
online opportunities or risks encountered by children and young people, leaving much to
be explored regarding specific outcomes such as academic grades. Greater digital skills
are linked to more online opportunities and information benefits, with some different
findings by gender. For other beneficial outcomes (e.g. orientation to technology, aca-
demic grades, coping behaviours and civic participation), the findings are mixed, with
too few studies to draw reliable conclusions. However, a fair body of research also sug-
gests that greater digital skills are linked, directly or indirectly, to more exposure to
online risks, although the implications for harm remain unclear. Although not examined
here, it should also be noted that outcomes in one domain are not necessarily correlated
with outcomes in another (Van Deursen et al., 2017), so more research is needed that
examines multiple outcomes, and for research designs that can go beyond correlations to
examine causal relationships. Note, too, that all the studies measured proximal outcomes,
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with none that examined longer term outcomes or that used holistic measures of wellbe-
ing (except for one study that found no relationship between digital skills and overall life
satisfaction; #55).

Second, we asked whether the different dimensions of digital skills are linked to dis-
tinct outcomes. The findings suggest that these dimensions are indeed linked to different
outcomes, and not always beneficially. Indeed, teaching or promoting technical skills
alone emerges as a problematic strategy. This is particularly worrying given the substan-
tial focus on technical skills in IT education in many countries, especially if coupled with
an insufficient emphasis on critical or evaluation aspects of digital skills (see, for exam-
ple, Polizzi, 2020 for a discussion of the UK curriculum). By contrast, the findings for
gaining information skills alone are much more promising, for these are found to be
generally linked to beneficial outcomes. Also positive for young people’s outcomes, the
review found, are certain combinations of digital skills dimensions, provided that gain-
ing information skills is included in the mix. However, more research is needed to exam-
ine the association of specific skills dimensions on different outcomes. Given that
different outcomes are linked to different skill dimensions, the future use of composite
digital skill measures is not recommended.

Third, we sought to understand how the research literature explains the outcomes of
digital skills. On examining the subset of studies that constructed multivariate models link-
ing predictors to digital skills and thence to outcomes, we found no common approach or
agreed hypotheses guiding such models. Taken together, the results of these studies show
that digital skills play a decisive role in mediating the relation between predictors (gener-
ally factors relating to digital and social inequality) and the outcomes discussed earlier.
They also suggest ways in which future interventions could seek to enhance and equalize
beneficial outcomes for children, notably through enhanced access to ICTs resources at
home, and by raising public awareness of enabling parental mediation strategies.

In the light of substantial societal investment in children’s and young people’s access
to ICTs and the digital skills (or digital literacy education) to use technologies for present
and future benefits, we recommend that future research examining the relationship
between children’s digital access, activities and outcomes should include measures of
digital skills. In this regard, weak measures of digital skills are a concern, and future
research should use stronger measures of digital skills (Helsper et al., 2021), including
greater use of performance tests, and measures that differentiate among different dimen-
sions of digital skills. This could guide policy interventions that encompass and look
beyond short-term outcomes to address the future needs of an increasingly digital soci-
ety, while also helping to prevent those in a more disadvantaged position from being
‘systematically more likely to suffer harm due to the digitization of society’ (Helsper,
2021: 179-180). Finally, while this study has concentrated on a fairly narrow age range,
future research could usefully disaggregate the digital engagement of children of differ-
ent ages, to examine the possible learning and other benefits of digital skills in tandem
with an account of how digital skills unfold across the full span of child development.
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