
S P E C I A L I S S U E P A P E R

Digital identity as a platform for improving
refugee management

Shirin Madon1,2 | Emrys Schoemaker3,4

1Department of Management, London School of Economics & Political Science, London, UK

2Department of International Development, London School of Economics & Political Science, London, UK

3Caribou Digital, London, UK

4Visiting Fellow, London School of Economics and Political Science, London, UK

Correspondence

Shirin Madon, Department of Management,

Department of International Development,

London School of Economics & Political

Science, London, UK.

Email: s.madon@lse.ac.uk

Abstract

Digital platforms are restructuring how many companies

and industries function, including humanitarian organisa-

tions that operate in complex environments and serve vul-

nerable populations. To date, however, there has been

limited study of their use in humanitarian and particularly

refugee contexts. This paper seeks to address this gap by

drawing on the concept of platformisation to study the

opportunities and challenges arising from UNHCR's transi-

tion from a closed transactional system to an open innova-

tion platform focusing on core processes of identification,

value creation and platform governance that are relevant

for refugee management and protection. Our empirical

study captures the perspectives of the UNHCR,

organisational stakeholders and refugees in the world's larg-

est refugee camp in Northern Uganda with regards to

UNHCR's strategy towards platform openness. We find that

UNHCR's data transformation strategy introduces the

potential for increasing institutional value in the form of

more effective service delivery to refugees. However, these

technological opportunities do not necessarily translate to

greater value if they do not mesh with current work prac-

tices, incentives and activities of service provider
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organisations and refugees. Our study helps identify oppor-

tunities to address these constraints, primarily through

improving understanding of the emergent governance-

related tensions that exist for digital platforms for develop-

ment and surfacing existing issues of exclusion and vulnera-

bility. We conclude with insights for the broader

theorisation of identification platforms and with recommen-

dations for policies and practices that together might help

realise the potential value creation introduced through the

platformisation of identification systems.
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1 | INTRODUCTION

Digital platforms increasingly structure our world, often in unnoticed ways and with far reaching consequences. In

recent years, a significant amount of research has focused on how platforms generate value for different players with

a core debate about whether private gain through personalised services clashes with broader societal value (Van Dijk

et al., 2018). The concept of platformisation as a process by which a closed system is turned into an open platform

has emerged as a useful lens to study the emergence and evolution of digital platforms. In the commercial sector,

while platformisation may promote trust, transparency and cooperation among actors, too much platform openness

can decrease its consistency and quality as the goals and ambitions of different actors may not align with the plat-

form owner's strategy and affect the generation of business value (Huber et al., 2017; Majchrzak & Malhotra, 2016).

Although an emergent strand of literature, platformisation has also been found to be a useful lens to study the partic-

ular characteristics of governmental platforms which aim to generate value to society by encouraging citizen involve-

ment in democratic processes whilst adhering to government regulations and structures (Dahl-Jorgensen &

Parmiggiani, 2020). This paper aims to contribute to this nascent strand of literature focusing on inter-governmental

organisations that are established to address issues of common interest using the case of the UNHCR, a UN agency

mandated by law to protect refugees globally.

As the demands for UNHCR's services have grown, the organisation has been exploring transforming its infor-

mation systems into digital identity platforms for tasks such as registration and service delivery driven by the need

to support its existing operations and improve accountability to donors and refugees (Jacobsen & Sandvik, 2018).

Built on its earlier legacy systems, UNHCR's current global digital platform called PRIMES (Population Registration

and Identity Management Ecosystem) was introduced in 2018 as part of its wider data transformation strategy stat-

ing that it believes it will help improve the collection and analysis of refugee data and thereby offer better protection

and assistance to refugees.1 At present, PRIMES can be described as a closed loop platform, as it is populated only

with data drawn from UNHCR's own registration processes as well as from its partner organisations at field level.

Access to and use of this data is limited to UNHCR and its partner organisations who deliver services on its behalf,

while access outside this humanitarian ecosystem by third-party organisations and stakeholders is limited, including

for refugees or asylum seekers themselves. Currently, UNHCR is in the planning stage of opening its identification

platform with a view to improving how it manages and protects refugee populations by offering a range of new ser-

vices to refugees such as mobile, internet and financial services outside the UNHCR and humanitarian ecosystem

2 MADON AND SCHOEMAKER



(UNHCR, 2018a, 2018b, 2019). There are two possibilities for the shape of this platformisation for UNHCR – an

open platform within the closed loop humanitarian ecosystem that enables more actors to interact through UNHCR's

systems, or to open up PRIMES beyond its current closed loop nature by inviting third party players outside the

UNHCR and humanitarian ecosystem access to PRIMES by relying on UNHCR's credentials to provide services to refugees

such as mobile, internet and financial services (UNHCR, 2018a, 2018b, 2019). While the theoretical separation

between closed and open platforms is useful for analytical purposes, in reality the platformisation process reflects a

continuum with so far little understanding of its drivers and outcome possibilities.

Our paper responds to the call for improving understanding of digital platforms where the main purpose is not to

make profit but for development and to improve the life chances of vulnerable populations (Bonina et al., 2021). As

UNHCR transitions from a closed system to an open platform, the need to strengthen theoretical understanding of

platformisation for improving refugee management drives our research question: How can we characterise the process

of platformisation as it applies to refugee management systems? We study the process of platformisation as a move

from a closed, transaction-based system to an open architecture which enables organisations from outside the human-

itarian eco-system to provide services to refugees. Drawing on the refugee management literature, we identify three

key issues which are implicated by this process, (a) how refugees are identified; (b) how value is created for different

stakeholders and (c) how governance of the platform is orchestrated. Our case study is undertaken in Bidi Bidi camp,

Uganda which provides an opportunity to investigate the interplay between these three sub-processes as the PRIMES

platform meshes with evolving work practices, priorities and perceptions among refugees, partner organisations and

third-party service providers. Our findings hold important practical implications for UNHCR's currently evolving data

transformation strategy as well as more broadly for understanding the opportunities and challenges for humanitarian

organisations embarking on similar digital innovation strategies and for theorising of digital platforms for development.

2 | DIGITAL PLATFORMS FOR REFUGEE MANAGEMENT:
IDENTIFICATION, VALUE CREATION AND GOVERNANCE

UNHCR is exploring different models of platforms for its approach to identification management, each characterised

by different degrees and forms of openness. We draw on two models of platformisation from the information sys-

tems literature to explore their implications for creating value, namely transaction and innovation platforms (Bonina

et al., 2021). Transaction platforms facilitate exchanges between different organisations, entities and individuals, and

development context examples include identification systems such as Aadhaar2 which streamlines the process of

social assistance programming from the government to eligible beneficiaries. Innovation platforms establish founda-

tions upon which other organisations can build complementary products, services or technologies (Gawer, 2009).

While transaction platforms can enable innovation, it is the variety of functionality or data and interfaces that allows

‘different types of innovation’ (Bonina et al., 2021). We use these two categories of systems to describe UNHCR's

approach to identification and to explore its implications for development.

The move towards an open platform for UNHCR's processes of refugee management introduces costs and

benefits for different stakeholders which we discuss by drawing on ideas from the literature related to the

three concepts of identification, value creation and governance. First, we draw on the concept of identification

because the way refugees are identified has a huge bearing on their experience as they engage with the organi-

sations and systems that provide response and support, as well as the protection they receive following perse-

cution. Second, the way identification processes are managed determines the value that identifying and

identified parties are able to realise, with more open processes introducing new value creation opportunities

but also new challenges and risks. Third, the concept of governance helps us engage with the challenges intro-

duced as the transition to an open platform changes the relationships between the identifier, the identified and

the parties that rely on these processes, as well as the diverse and sometimes conflicting objectives and values

that drive these different stakeholders.
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2.1 | Identification

The terms identity, identification and categorisation describe distinct yet interrelated phenomena, although as

Whitley et al. (2014) argue, the distinction between the technological issues of identification and the social issues of

organisational and personal identity is ‘arbitrary and increasingly unhelpful for studying contemporary practice’. We

understand identity as practice-based, relational and therefore dynamic (Weick, 1995). As Weick puts it, ‘identities
are constituted out of the process of interaction. To shift among interactions is to shift among definitions of the self’
illustrating how identity is always emergent from the parties to each interaction. This relational nature of identity is

thus inherently linked to the concept of identification, as identity is always established by multiple parties – the iden-

tifier, identified and parties relying on this identification and is always an active process, one through which agreed

categories and labels are applied. Jenkins (2000) describes this interplay as an internal-external dialectic between

self-perception and external categorisation, a process characterised by relations of power and control.

While categorisation and labelling by external actors are acknowledged to be a necessary part of public policy-

making (Gandy, 2001), those with limited agency such as refugees struggle to participate in how institutions catego-

rise them and therefore lack access to and influence over decisions that affect their lives (Jacobsen & Sandvik, 2018;

Zetter, 1991). There is a long discourse in information systems on the politics of how categories are selected and

how they become embedded into working infrastructure and are subsequently black-boxed into invisibility

(Bowker & Star, 1999). In the context of developing countries, Thompson (2004) demonstrates how certain classifi-

cations, ordering and constructions of ‘development’ embodied in the design and implementation of information

technology have served to reinforce a particular western-centric worldview of modernisation and progress. At the

same time, evidence shows how any given classification systems imposed top-down will fail to capture the nuances

and variety of local context. For example, a study of the medical profession by Timmermans and Berg (2003) shows

how a ‘technologies-in-practice’ lens can shed light on categories that have been largely ignored by the medical pro-

fession, but which are nonetheless relevant at operational level. In the context of refugees, Porter et al. (2008) note

in their study of Liberian camp-based refugees in Ghana that often work opportunities for refugees depend not only

on categories related to domain and language skills but also on diaspora linkages and innovative livelihood strategies

of the individuals concerned. The focus on categorisation and its implications are particularly severe for refugees as

various legal, bureaucratic and social labels are imposed on these individuals by different institutional actors. In their

study of Syrian refugees in Lebanon, Janmyr and Mourad (2018) show how labels imposed by institutional actors

such as humanitarian organisations, state and local government agencies are used to enforce or reproduce modes of

ordering that affect how an individual is understood by others in the community and his or her rights and protec-

tions. The authors show how categorisation does not occur in silos but rather that membership of a refugee in one

arena such as employment may create an opportunity or constraint for his or her membership in another arena such

as housing. Moreover, categories imposed in one organisation tend to have isomorphic influences on other organisa-

tions in the sector, sometimes leading to a blurring of categories which may influence the life chances of a refugee.

The discussion above suggests the need to ensure that the voices of classifiers and their constituents remain

active and integrated in such a way as to allow the system to be flexible and relevant in the light of changing contex-

tual circumstances. In theory, the very essence of an open multi-sided platform provides scope for the making and

remaking of categories through negotiation that takes place between parties when one side wants one type of classi-

fication and another wants something else. In an insightful analysis of PatientsLikeMe, a well-known digital platform

owned by a health and well-being company, Tempini (2015) shows how the use of social media by patients allows

the organisation to construct a data structure of medical categories for research. On one side of the platform,

patients discuss their ailments and contextual circumstances using their own definitions and categories, while on the

other side medical and drug companies want to use the data for providing treatment according to their medical rep-

resentations. Tempini describes how the open platform evolved by relating contextual data through patients' use of

the social media platform to data structures of categories and classification in a way that made sense for both

patients and the organisation. However, while mediation between different sides of an open platform in terms of
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categories may work when each side has something to gain by cooperating with the other to co-create value, this

may not hold true when the balance of power is skewed against one side such as in the case of refugees.

2.2 | Value creation

In recent years, there has been interest in understanding how open and collaborative digital platforms implemented at

national, state and local government levels can deliver public value to citizens (Cordella et al., 2018; Yotawut, 2018). The

public value approach (Moore, 1995) signals a shift away from a singular focus on ‘value’ in terms of results and efficiency

in government towards a broader goal of matching citizen demand for services such as transportation, healthcare and edu-

cation provided by a mix of state, entrepreneurial and civil society organisations. As many governments around the world

are pursuing open data policies, private organisations are seen to reap economic value by providing data-rich services using

new techniques such as artificial intelligence (Scott, 2014). With the prevalence of third-party involvement in the imple-

mentation of digital platforms, some scholars have called for a deeper analysis of the public value concept in terms of the

societal and ethical implications of the technology to protect citizens against potential misuse of data and to maintain

equity in welfare outcomes across different sections of the community (Cordella & Paletti, 2019).

Digital infrastructures are playing an increasingly prominent role in the lives of the growing number of refugees on the

move around the world. Refugees frequently rely on mobile communication technologies to stay in touch with each other

using digital messenger applications and to access a range of free geo-location-based apps that connect refugees with ser-

vices in the vicinity (Kaufmann, 2018). At local government level, collaborative information platforms are beginning to play

a prominent role in the lives of the growing numbers of refugees who have fled from persecution and social conflict and

on arrival in the host country typically lack basic information about how to process an asylum application, and obtain basic

services such as medical care, education, employment and housing. In many cases, municipalities, NGOs and local enter-

prises in the host country work together to coordinate much-needed information about immediate service provision which

can be accessed by refugees via smartphone (Schreieck et al., 2017).

At a macro policy level, digital platforms have recently been introduced by large humanitarian organisations at

inter-governmental level as part of their strategy to improve the way refugees are managed and assisted. A key

ongoing organisational challenge for refugee management systems has been to put in place an efficient mechanism

that can be used by partner organisations and third-party actors working on the ground for exchanging information

in order to provide services to refugees (Sanchez-Monedero, 2018). However, while increasing the capacity to trans-

fer and process refugee data is important, it has been argued that the drive to achieve interoperability must not be

an exclusively top-down effort driven by organisational imperatives but should also pay attention to refugee needs

and to ensure they have control over their data (Caribou Digital, 2018). A second key challenge for humanitarian

organisations has been to ensure that all new innovations are creating ‘value’ in terms of listening to the voice of

affected populations as embodied in the principle of ‘accountability to affected populations’3 and increasingly

attempted through the use of digital technologies that enable individuals to share their views and experiences with

each other and with service delivery organisations by mobile phone (Madianou et al., 2016). To create value for refu-

gees, refugee management systems need to put in place governance mechanisms for listening to and incorporating

the views and experiences of affected populations through appropriate channels dedicated to supporting their mis-

sion to protect refugees and thereby create value for society at large (Hakli et al., 2017; Kallio et al., 2019).

2.3 | Governance

Online infrastructures and digital platforms constitute important governance mechanisms in contemporary society as

their internal dynamics mediate relationships between various parties. As Gorwa (2019) notes, digital platforms inter-

act with social structures by virtue of their design but at the same time they are subject to scrutiny by a range of
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actors in the policy and regulatory environment. In the public sphere, platform owners play a central role in esta-

blishing governance mechanisms to facilitate congruence between different ideologies that are implicated in the co-

creation of value, for example balancing market-driven objectives versus social priorities (Avgerou & Bonina, 2019).

As digital platforms for refugee management become more open, rules need to be in place that ensure data use is

congruent with organisational and individual interests. The European General Data Protection Regulation

(EU GDPR, 2016) outlines how the adoption of technical and governance standards is essential to establish best

practices and optimal systems security, data privacy and data protection. This is not always easy to implement as a

study of European small and medium enterprises found where a very limited level of awareness or compliance

existed (Freitas & da Silva, 2018).

In the humanitarian sector, there are significant challenges to data protection, with incidents such as WFP's data

breach highlighting how even well-funded systems can become compromised (IRIN, 2018). The collection of biomet-

ric refugee data introduces new data protection needs with migration management and anti-terrorism measures fre-

quently conflicting with human rights protection for refugees, particularly as these individuals typically find

themselves in countries where data protection legislation is lacking (Jacobsen, 2015; Kingston, 2018). Hence, open-

ing the platform too soon may lead to an unfair balance of power between refugees who are being identified and

organisations who set the way categories are decided upon for the provision of services to these individuals. A fully

open platform through which refugees can use their agency to self-service their requirements may also fail to recog-

nise the persistence of structural challenges facing certain groups of refugees. For example, in Jordan's Zaatari camp

despite the promotion of mobile financial services and entrepreneurship women form just 4% of refugee-led market

activity as social reasons prevent them from actively seeking services such as microcredit (Pasha, 2019).

Given this reality, while digital platforms may serve as a tool for more efficient management of refugees, this

objective may deflect attention away from more durable, non-technology solutions to alleviate suffering of these

individuals (Matias, 2017). The governance of digital platforms for identification in the refugee context is therefore

characterised by a tension between the goal of enabling innovation, particularly through increased openness of sys-

tems and technology, and of the necessary control over the same systems and technology, for example, to maintain

standards and adhere to existing policy commitments (DuBois, 2018). Insights from other fields are informative, such

as the study of open government data, which has also engaged with the tensions between opening access to data

and the resulting impact and implications. Our review notes that the literature has recognised these are not just tech-

nical issues, but ‘also involve questions of data governance with political choices embedded in the use of standards

and structures, having substantial implications for who can use and benefit from data’ (Davies et al., 2019).

In this section, we have discussed platform models and the relevance of the three concepts of identification,

value creation and platform governance. Figure 1 below illustrates how the concepts are related.

The diagram above represents the transition that takes place from a closed loop transaction platform as depicted

by the triangle with solid lines to an open innovation platform denoted by the triangle with dashed lines. Our review

of the literature suggests that the move from a closed, transactional to an open, innovation platform has varying

implications in terms of value generation. Opening up the identification platform within the ecosystem can increase

existing value in terms of more efficient refugee management while opening the platform beyond the ecosystem

introduces the possibility of creating new forms of value to individual refugees, existing humanitarian service provid-

ing organisations and third-party organisations. At the same time, opening the identification platform both within

and beyond the humanitarian ecosystem introduces new challenges related to the formation of identification catego-

ries to ensure that this process implicates both identifier organisations and identified refugees. As a result, gover-

nance mechanisms are needed to protect refugees against the risk of unfair exploitation by market providers and to

ensure that the identification platform reflects the changing priorities experienced by refugees. In the rest of the

paper, this conceptual framing will be used to present and analyse the voices of identifiers, third-party service pro-

viders4 and identified refugees in order to support further theoretical understanding of the move from a closed to an

open identification platform. Following a description of our methodology, our empirical section describes how the

PRIMES platform meshes with work practices, priorities and perceptions of (a) the UNHCR as it pursues its global
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open platform strategy; (b) partner organisations and market providers who provide services to refugees and

(c) refugees who flee from persecution from South Sudan and arrive in Bidi Bidi camp, Uganda.

3 | METHODOLOGY

We adopted a qualitative research approach for its value in building theory on digital platforms for refugee manage-

ment by exploring perceptions held by individual refugees as well as the stakeholder organisations in their particular

social and institutional context (Myers & Avison, 2002). We chose a case study approach for its value in exploring

complex social issues related to information system development and use (Walsham, 1995). Interviews were con-

ducted with different stakeholders about their strategies, work practices and activities to augment understanding of

whether and how the transition of PRIMES to an open platform can improve the system of refugee management.

Primary data on UNHCR's data transformation strategy was obtained through interviews with UNHCR staff

involved in the organisation's Digital Identity Strategy Review. Interviews and focus group discussions were also held

with partner organisations and refugees by a team of researchers from Caribou Digital which included one of the

authors during a 5-month period between January to May 2018 while primary data from third-party service pro-

viders was obtained through telephone interviews held in August 2020. While Caribou Digital conducted a wider

study of refugee registration and identification in Lebanon, Jordan and Uganda, in this paper we draw exclusively on

data from Uganda where the government, through its Office of the Prime Minister (OPM)5 has taken the lead in the

registration and management of refugees (OPM, 2018).

In February 2018, there were over 1.4 million refugees and asylum seekers in Uganda, 21% of which were

located in Bidi Bidi camp, Yumbe in northwestern Uganda where we based our study (UNHCR, 2018a). One of the

largest refugee camps in the world covering 250 square kilometres divided into several zones, Bidi Bidi is operated

by UNHCR along with 30 partner organisations. By early 2017, more than 270 000 South Sudanese refugees had

fled the civil war which had commenced in their country in 2013 and arrived in Bidi Bidi camp. The recruitment of

F IGURE 1 Conceptualising Digital Identity Platforms for Refugee Management [Colour figure can be viewed at
wileyonlinelibrary.com]
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participant refugees for the study took place through a combination of invitations sent out by partner organisations,

personal networks and snowball sampling. Save The Children, an international NGO, provided logistical and initial

recruitment support inviting beneficiaries to participate in our study. We also drew on our research assistants' per-

sonal networks to access community-based organisations active in supporting refugees within the vicinity of the ref-

ugee camp. Tables 1 and 2 provide details of interviews held with service provider organisations and refugees/local

community members respectively in the order they first appear in the paper.

Our case description consists of a narrative that is interspersed with quotations from key informants in UNHCR,

service provider organisations and refugees. We adopted a within-case analysis approach to enable the many details

present in the narrative to emerge and be interpreted by the reader guided by the study's theoretical framing

(Eisenhardt & Graebner, 2007).

We followed a thematic analysis approach to guide the coding process. At the first stage of data analysis, the

narratives of the UNHCR, service organisations and refugees were used to identify issues related to the three con-

cepts of identification, value creation and governance. A second stage of analysis involved a deeper engagement

with each of these three core concepts looking at the data to identify sub-categories which reflected the practices

and conflicting interests that platforms have brought to existing social structures. Table 3 provides examples of sub-

categories that were identified through the narratives of the different stakeholders.

IRB ethical clearance guidelines were adhered to in our study which involves people who have been forcibly dis-

placed and carries some risk of increased exposure to cause harm to individuals who are legally and physically

TABLE 1 Details of interviews with service provider organisations working in Bidi Bidi camp

Organisation Official interviewed

STC Uganda Humanitarian Adviser

STC Uganda Senior Officer, Education

WVI Senior Director

Mercy Corps Consortium Programme Manager

Oxfam Digital Registration and Programme Data Specialist

STC Operations Adviser

ACF Deputy Country Director

Mobile Network Operators' Trade Industry Body Director

GSMA Representative

Mastercard Representative

TABLE 2 Details of interviews with
refugees/local community members

Respondent(s) Type of interview

Male Dinka refugees FGD

Male and female refugees FGD

Female refugees FGD

Female Dinka Zone 1 refugee Individual

Dinka refugee woman 1 Individual

Dinka refugee woman 2 FGD

Male refugees Zone 1 FDG

Female refugee students FGD

Dinka refugee woman 4 Individual

Host community man and woman Individual
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vulnerable. To minimise risk, we obtained institutional permissions from the Ugandan Office of the Prime Minister

and Save the Children. In order to mitigate against respondent bias when reporting on the conduct of the recruiting

or partner organisation and to maintain privacy, most interviews and focus groups were conducted in private without

the presence of these organisations. We provided written and oral explanations of the research to respondents in

both English and Arabic emphasising that they were under no obligation to participate and could withdraw at any

time without any consequence. This was particularly important for those respondents recruited through service pro-

viding partner organisations. We maintained respondent confidentiality and anonymity throughout the study by

using pseudonyms and numbered references in the transcription, coding and analysis process.

4 | CASE STUDY: UNHCR PRIMES PLATFORM AND ITS USAGE WITHIN
BIDI BIDI CAMP

Our case study is presented in three parts, each part containing narrative and analysis. Section A seeks to understand

UNHCR's global data transformation strategy which affects the management of refugees across the world. Section B

presents perspectives of organisations involved in delivering services to refugees within Bidi Bidi camp which include

UNHCR partner organisations and market providers. Section C presents refugee perspectives during their journey

from the time of fleeing their home to their arrival in the camp and integration within the host community.

4.1 | UNHCR's evolving approach to identification

Over the years, UNHCR has placed increasing emphasis on digital identification to support its goal of protecting peo-

ple of concerns such as refugees, asylum seekers, IDPs,6 returnees and stateless persons. In October 2017, the

UNHCR High Commissioner announced that he would like every refugee to have a unique digital identity claiming

that while nearly one third of the world's 25.9 million refugees were registered with UNHCR, the remaining two-

thirds were not and were excluded from the services offered to those with trusted identification credentials. A signif-

icant proportion of the eight million individuals registered with UNHCR are actually under host state registration but

using UNHCR systems and the prospects of obtaining a formal state credential necessary for accessing so many pub-

lic and private services depends on the remote possibility of shifts in state policy.

UNHCR's current global identification infrastructure is built on legacy systems developed by field operations

with the first digital identification management system introduced in the aftermath of the 1999 Kosovo crisis.

UNHCR built on these initiatives by establishing PRIMES in order to improve its system of refugee management and

thereby offer better protection and assistance to refugees.7 PRIMES integrates systems that record foundational

data of refugees such as names and date of birth with systems that record biometric imprints. At present, PRIMES

can be described as a closed loop platform as it is populated only with data drawn from UNHCR's registration pro-

cesses as well as from its partner organisations at field level. Access to and use of this data is limited to UNHCR and

its partner organisations who deliver services on its behalf while access outside this humanitarian ecosystem by third

TABLE 3 Examples of sub-categories identified through stakeholder narratives

Stakeholder Sub-categories

UNHCR Refugee agency; interoperability; new services; standards; reputation; credentials

Service

organisations

Data privacy and protection; interoperability; refugee agency, legal and regulatory frameworks;

cash transfers; trust

Refugees Social identity; domestic violence; ration; lack of documentation; cash transfer; barter
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party organisations and stakeholders is limited, including for refugees or asylum seekers themselves. In the majority

of cases, the refugee data from partner organisations, many of whom manage this data using basic technologies such

as spreadsheets and google sheets, is e-mailed to UNHCR and input into PRIMES. Currently, UNHCR is in the plan-

ning stage of opening its identification platform with a view to improving how it manages and protects refugee

populations. As Figure 2 illustrates, as of 2018 there are a suite of applications in development or proposed for use

within UNHCR, by partner organisations and by refugees.

As UNHCR plans this transformation of PRIMES there are different approaches to identification management

emerging. One approach increases the range of services and transactions that UNHCR offers its populations of con-

cern8 and partners within the humanitarian ecosystem, for example, implementing plans to develop a bespoke inter-

nal messaging application for refugees as communications services are particularly valued by refugees, and

introducing new tools which would enable refugees to manage the data held in PRIMES related to their

identification.

An alternative direction suggests a move in which UNHCR's transformation to an open platform would

enable refugees to access services such as mobile, internet and financial services outside the UNHCR and

humanitarian ecosystem (UNHCR, 2018a, 2018b, 2019) as well as facilitate the innovation of new services

enabled by UNHCR's identification platform. This direction is evident, for example, in the request for proposals

the UNHCR issued in 2019 to develop a self-managed digital wallet for use by refugees themselves. This pro-

posal would allow refugees to store a variety of different forms of identification such as education credentials,

biometric registration, individual ID documentation, attestation card9 and already-existing authenticated paper

documents that have been digitised and uploaded. Importantly, UNHCR would enable apostille10 services to

certify refugee credentials so that other parties could recognise and trust the authenticity of these documents

when presented by refugees. Another example is the organisation's engagement with intergovernmental

standard-setting bodies to ensure that refugees' identification credentials are recognised by mainstream mar-

ket service providers outside the humanitarian ecosystem.

F IGURE 2 UNHCR PRIMES digital platform.
Source: UNHCR 2018 https://www.unhcr.org/blogs/wp-content/uploads/sites/48/2018/03/2018-03-16-PRIMES-
Flyer.pdf [Colour figure can be viewed at wileyonlinelibrary.com]
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Transforming UNHCR's identification service to an open platform issuing credentials trusted by key service

providers would enable refugees to more easily access services within the humanitarian ecosystem without

needing to re-register with each service provider organisation on behalf of UNHCR. UNHCR's data transforma-

tion strategy also envisions an open platform that would be outward facing in terms of helping to strengthen

national records – for example, on resettlement cases, and helping host governments to build national identity

systems. However, it is also recognised within UNHCR that these possibilities would require substantial system

and process overhaul to deliver value. For example, for an open platform to function, interoperability between

UNHCR, other UN agencies and service provider organisations requires that strategies are in place so that data

are standardised and categorised in the same way to enable each organisation's system to ‘read’ and ‘under-
stand’ the data of other organisations.

At the time of writing, UNHCR was actively developing its approach to opening its digital identification platform,

recruiting additional staff to support the Registration and Identity Management Team. As one advocate of the move

towards an open platform-based approach within UNHCR put it, “Instead of relying on UNHCR to be custodian and

gatekeeper they [refugees] should be able to use their data to access external services such as obtaining a SIM card,

bank account, visa, etc”. The objective of empowering refugees through their engagement with the platform was

articulated by UNHCR in 2018 when its Division of Programme Support and Management developed a Digital Iden-

tity and Inclusion Strategy with the ambition that, “Individuals will be able to request UNHCR to certify their identity.

Such a certified individual identity will be portable and valid across borders and can be used and shared in a self-

determined way by each user”.
The move to transform UNHCR's closed identity ecosystem to an enabling platform is part of UNHCR's broader

2019 Data Strategy, which calls for ‘new frameworks that facilitate the flow and use of data while also ensuring the

right to privacy and data protection’. This data-driven approach is assumed to strengthen the organisation's ability to

deliver value in a changing context of displacement, particularly the commitment it has made in the global compact

on refugees (GCR)11 to increase access to public and private sector services such as access to online work or educa-

tion, cash-based interventions and mobile connectivity. UNHCR has taken the position that meeting the aspirations

of the GCR and the changing refugee context will require UNHCR to issue an identity that is compliant with the

international standards and regulatory regimes, such as those set out by the International Organization for Standardi-

zation (ISO) and the Financial Action Task Force (FATF) – standards that are used to define the identity requirements

for accessing public and private services. To do so, UNHCR has engaged with these bodies to advocate for recogni-

tion of refugees' special circumstances – advocacy that has so far resulted in the FATF's revised guidelines that

include a specific reference to refugees and digital identity.

While currently at an early stage of development, these different UNHCR initiatives describe divergent

plans, on the one hand to transform UNHCR's identity systems into a more open platform to enable the itera-

tion and development of new services within UNHCR's existing ecosystem and on the other to transform the

PRIMES platform from a closed to an open architecture that enables service provision from outside the human-

itarian ecosystem. These two approaches reflect two distinct approaches to identification, one characterised

by enabling innovation through opening the platform to enable new services and functionality for refugees, the

other maintaining the prevailing transactional, closed approach to identification through PRIMES. On the one

hand, the organisation aspires to pursue a strategy of demand-led innovation by opening its platform to stake-

holders at the sharp end of service delivery. On the other hand, the imperatives of responding to the magnitude

of refugee protection tend to favour defaulting to known and trusted processes, structures, relationships, sys-

tems and standards which leaves limited space for innovation. Furthermore, as with any form of transformation,

established networks of positions, functions and relationships among UNHCR system managers and with exter-

nal parties such as vendors are resistant to disruption. A manifestation of this tension is that although the exis-

ting PRIMES set of systems has struggled with the scale of demand, there seem to have been limited attempt

to establish new innovative approaches to identification management – indeed, the pilot to develop the digital

wallet remains on hold.
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4.1.1 | Value creation for UNHCR

In the case of UNHCR, platform openness has the potential to create value in the form of efficiency, through

delivering a more efficient and streamlined system of refugee management. It also has the potential to consoli-

date UNHCR's position as an identity provider in the humanitarian sector, at least for refugees. Opening up its

identity platform to be trusted beyond the humanitarian sector would further establish UNHCR's authority,

essentially positioning UNHCR as an issuer of proxy ‘refugee state’ citizenship. Beyond UNHCR, the fact that

the organisation's systems are often adopted by host states means that open identification platforms based on

protection can add value to global humanitarian and development practice, for example, through establishing

standards and norms for host state identity systems that comply with the global agenda of providing legal iden-

tity and protecting the increasing number of displaced persons. At the same time, within UNHCR there is scep-

ticism about the potential and feasibility of opening up its identification systems and processes so that they are

trusted by parties outside the humanitarian system. In other words, there is tension between a limited approach

to the platformisation of identification that maintains the existing value of closed loop service provision and an

expanded form of platformatisation that can increase value by enabling UNHCR credentials to be recognised

by parties outside the humanitarian ecosystem, the potential for which is also determined by the governing reg-

ulatory environment set by bodies such as FATF.

4.2 | Service organisation perspectives

The processes of registration and identification for service provision involve different practices and priorities

for service providing organisations. In Bidi Bidi camp, there were 30 partner organisations and numerous third-

party providers working on the ground to provide services to refugees. One of the big drivers of digital identifi-

cation in the humanitarian sector is the increasing use of cash as a way to provide support, because this

requires greater rigour in identification and authentication in order to meet global Know Your Customer / Anti-

Money Laundering (KYC/AML) requirements. We explore the perspectives on UNHCR's plans towards platform

openness of 8 partner organisations working within the humanitarian ecosystem, followed by the perspectives

of 2 third-party organisations outside the humanitarian ecosystem, for whom greater platform openness may

provide new opportunities.

Partner organisations described how the move from in-kind food distribution towards cash transfers

was enabled in part by the increasing ubiquity of mobile phones among refugees and a desire to promote

refugee self-reliance and participation in local markets. For example, Save The Children (STC) exploits this

ubiquity to teach mothers to be market traders issuing them with disbursements via mobile money to buy

greens and sell in the market. The broader move towards cash was described by a humanitarian advisor

from an international donor in Kampala as being part of trying new technologies and of promoting individ-

ual decision making,

“There is a really big push by many agencies such as WFP, ECHO, STC and Mercy Corps to go large

on cash, pushing new technologies and trying to enable individuals to choose their own path.”

The way humanitarian organisations provide relief is often linked to the creation of a mobile money account. For

example, STC identifies priority ‘cash for work’ projects such as roads, tree planting and waste management in and

around the camp, selects applicants through consultation with refugee and host community leaders and verifies their

eligibility for the scheme. When individuals are registered for the scheme STC collects personal data, and registers

them for a mobile money account, through which STC distributes cash for the work completed. As the Senior Officer

Education of STC described,
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“STC then registers these individuals, recording name, family size, attestation ID, national ID, telephone

contact recording details on an excel sheet. At the point of registration, STC brings an MTN representative

and each participant is signed up to an MTN account and set up with a mobile money account.”

The move towards cash also introduces new risks and challenges, particularly around the protection of the sensi-

tive personal data required by KYC/AML regulations. This is further complicated because as refugee management is

a multi-agency system with a number of actors moving towards transforming their own systems into open platforms,

there is no comprehensive, sector wide approach to data protection and management. This is particularly the case in

terms of individual consent to the increasingly complex systems and ways in which data is used, processed and

shared. Although consent is fundamental to the principle of human dignity, resolving the tension between identifica-

tion and service delivery was recognised to be deeply problematic. As a Senior Director at World Vision International

(WVI) commented,

“If you could solve how we get beneficiary consent that would be wonderful. I don't believe there is a

thing as informed consent in this sector. I think the power dynamics are too great.”

The processes of registration and identification for service provision involve different practices and priorities for

service providing organisations. In Bidi Bidi camp, there were 30 partner organisations and numerous third-party pro-

viders working on the ground to provide services to refugees. We explore the perspectives on UNHCR's plans

towards platform openness of partner organisations working within the humanitarian ecosystem, followed by the

perspectives of third-party organisations outside the humanitarian ecosystem, for whom greater platform openness

may provide new opportunities.

Within UNHCR's current ecosystem, partner organisations identified challenges in achieving an identity platform

that functions in a fluid and seamless manner. For example, the majority of partner organisations indicated that a key

operational challenge they faced was related to lack of effective inter-organisational coordination and information-

sharing which stands in the way of PRIMES moving towards an open platform. For example, Mercy Corps Uganda

are currently involved in supporting refugees in Bidi Bidi camp to become economic agents. During the enrolment

process, the agency records various additional identification categories about whether an individual has experience

with a particular activity, whether he or she is a phone owner and has social connections. At a later time, further

details are added about the individual's experience of participating in the programme but as the Mercy Corps Con-

sortium Programme Manager commented, these categories of data are not always shared between service providers,

“All this information is stored on an excel sheet and although technically we are required to share

both beneficiary and activity data, only the latter is shared. People do ask you to share your benefi-

ciary list and data and when they do, you're just like … well, no’. ‘The only way you would get better

data sharing is if it was mandated.”

While the lack of coordination between service providers may affect the availability of relevant and timely data to support

refugees with services, Oxfam's Digital Registration and Programme Data Specialist noted a wider issue related to ensur-

ing that identification categories remained a relevant representation of the changing needs and priorities of refugees,

“There is a minimum data requirement for data on name, age, gender, household. At the next level,

head of household, dependents' information, community information such as address/place of origin,

core sets of vulnerabilities – some of this should be changeable to remain relevant.”

Partner organisations also felt that refugees do not have a mechanism to express their own changing priorities and

the degree to which they are being met. As an STC Operations Advisor noted,

MADON AND SCHOEMAKER 13



“There has been no systematic inquiry into what refugees want or are concerned about.”

Overall, the lack of coordination and information sharing creates confusion for service organisations which ulti-

mately affects the effectiveness of provision and therefore the value that refugees obtain through the humanitarian

effort as communicated to us by the Deputy Country Director of ACF, an agency that works in WASH12, nutrition

and food security and livelihoods,

“Coordination between implementing partners doing activities is ad hoc and hit and miss. It can result

in two kinds of approach under a single theme. For example, there might be different rates for cash-

for-work programmes, or ACF might be distributing seeds while Mercy Corps takes a more market-

based approach to agriculture.”

UNHCR's exploration of opening its identification platform beyond the humanitarian ecosystem represents a

more ambitious vision and involves the organisation acting as an issuer of credentials trusted by open market service

providing actors to have verified that refugees are who they say they are. The two approaches that have been

explored by UNHCR include the provision of a platform to enable apostille services to verify refugee documents,

and through obtaining FATF approval of UNHCR-issued credentials such that they can be relied on by open market

providers of services outside the humanitarian ecosystem. Both of these approaches would serve to expand the mar-

ketplace of services that refugees can access, and we present the perspectives of mobile SIM card and financial ser-

vice providers, two of the most commonly talked about services.

The Director of the mobile network operators trade industry body's programme for identity and humanitarian services

noted that the main barrier to accessing SIM cards so far has been the national legal and regulatory framework,

“Each country has different regulations - in terms of refugees the main omission is that they don't

tend to refer to refugees at all, and don't cover the particular contexts of refugees / stateless persons

- so they have no legal basis to issue SIM cards. If the Government were to state that UNHCR creden-

tials were sufficient forms of identification on which to base SIM issuance, mobile network operators

would be very happy to do so.”

While this was an attractive proposition for the mobile network industry, the primary concern for individual net-

work providers was maintaining a trusted relationship with customers. As the GSMA representative noted,

“While mobile network operators could use and monetise data of refugees, they do not want the lia-

bility of having that data misused and their reputation and individuals harmed. This would be bad for

business.”

We also spoke with a representative of Mastercard who provides financial services to refugee-serving organisa-

tions. When asked to describe the existing identification requirements to access financial services, his reply illus-

trated how under current arrangements most financial services for refugees existed within a closed ecosystem with

KYC and AML requirements meaning that the holder of the bank account where money is paid to refugees is com-

monly an NGO or UN agency, not the refugees themselves. As he noted,

“The common pre-paid cards used to disburse funds to refugees are generic - they are single use, pre-

issued in the name of the NGO or other organisation. This is one of the challenges in making cash transfer

a more flexible and reusable instrument - because of KYC and AML laws we can't allow a mechanism for

refugees to reload their cards, because from our perspective the cards are given to anonymous individuals,

and therefore they can't be used outside the organisation to whom we issue the cards.”
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4.2.1 | Value creation for service providers

The move to cash as a method to distribute benefits to refugees introduces value for providing organisation as it reduces

logistical and associated transaction costs. The KYC/AML requirements also increase the data they have to gather from

their beneficiaries, which is a valuable resource. The wider range of partners that this approach introduces creates opportu-

nities for synergy and collaboration, yet also introduces new challenges for data protection and competition.

The move from a closed to an open system of refugee identification within the humanitarian ecosystem offers the

potential to overcome many of the issues raised by partner organisations around the lack of coordination in service deliv-

ery and to offer new services to refugees through increased sharing of activity and beneficiary data. However, while the

possibilities exist for this increase through more open technology, our data shows that partner organisations are already

reluctant to share beneficiary data in order to limit risk to individuals through increased access to personal data, to maintain

the trusted relationships with refugees that are critical to service delivery and to maintain organisational advantage in the

competitive market for service delivery contracts. Different levels of platform openness will involve sharing different kinds

of personal data: at level 1 many of the categories reflect static data such as name, age, gender while at Level 3 categories

are dynamic, particularly those relating to a refugee's changing vulnerability status. While a platform enabling access to

Level 3 categories may increase value in the form of more targeted and bespoke services, the required degree of interoper-

ability introduces governance risks to data management and protection, particularly for vulnerability issues such as child

protection or domestic violence. Opening up the platform to third-party service providers beyond the humanitarian ecosys-

tem, introduces new risks as the lack of appropriate governance frameworks to enable data access and use, for example to

cover mobile or financial service providers, leaves the sharing and use of sensitive personal data unprotected. This creates

a tension between the increase of value through opening up UNHCR's identification platform and the lack of governance

to ensure the resulting value maintains principles of protection.

4.3 | Refugee perspectives on registration and identification

The experience of being a refugee is shaped significantly by the identification credentials that individuals hold and

are able to access. Refugees must prove who they are, yet because of the circumstances in which they fled, lack the

basic documentation that proves who they are. As one respondent said,

“I had my education certificate in South Sudan but lost it due to fighting. They took all my certificates.

We lost everything, even our clothes.” (Male Dinka Refugee FGD)

The process of becoming a refugee and accessing services involves having to share deeply personal infor-

mation, often linked to traumatic experiences. Obtaining recognition of refugee status and the issuance of a

UNHCR credential are critical for refugees to access entitlements and services. Proving to UNHCR that they

qualify for refugee status without any other form of documented proof often involves UNHCR asking very per-

sonal questions about both community and place of origin. Because refugee status also means entitlements to

health and welfare benefits, refugees are also often asked questions about physical status. Describing the pro-

cess of registration, one respondent described,

“OPM asked questions like your name, your father's name, age, religion, tribe, your place of origin and

the route you took to arrive in Uganda. Questions were also asked about hygiene, body weight,

health leading to immunization by UNHCR, Red Cross, Plan, WFP, WV and others. If you didn't

answer what they asked you, you were not registered. The whole process took several days, and they

sent you to so many places that some people got tired and just left the entire process and didn't get

registered.” (Male and Female Refugee FGD)

MADON AND SCHOEMAKER 15



These questions also often involve probing the traumatic experiences that led to individuals filing and claiming

refugee status. As one respondent described,

“Some of us witnessed our parents being killed and they ask us why we are registering alone, where

are our parents – you feel like crying.” (Male Dinka Refugee FGD)

This process of being identified by UNHCR and the establishment of an institutionally recognised status was

commonly understood, and tolerated, as the condition or cost of the benefits and entitlements associated with the

legal status of being a refugee.

This process of institutional identification also had implications for social identity such as religion, tribe and

politics that were often unexpected, unwelcome and problematic. Respondents often described how the con-

text they fled was characterised by discrimination or persecution linked to specific social identities, such as reli-

gion, and how the lack of identifying credentials enabled them to avoid discrimination. As one respondent

described,

“Sometimes not having your ID was a good thing as you didn't want to reveal who you are if you

were crossing into Uganda. If you had a Muslim surname, they would restrict you and ask several

questions.” (Female Refugee FGD)

But social identity is established through multiple markers, some of which are harder to hide even if individuals

try. As another respondent described,

“Your name reveals what tribe you belong to but even if you change your name, you can hear the lan-

guage spoken and tell by looks and lifestyle who is a Dinka, Bantu, Nuer.” (Male Dinka Refugee FGD)

The tensions between different social identities or groups were also described as being directly related

to the conflicts that prompted individuals to have to flee in the first place. Respondents described how

attempts to ignore these social categories and mix people from different tribes often led to conflict, and

forced refugee organisations to recognise the relevance of these identities and attempt to manage the ten-

sions between them,

“There are some tribes from South Sudan who hate us because they think that it is us who brought

the war. The problem arose where tribes were mixed up in the camp. Now OPM is protecting the

Dinka community by organising dialogues between all the refugees and the host community.”
(Female Dinka Zone 1 refugee)

Respondents also described how identification by refugee organisations created other kinds of conflict. The con-

flicts between existing social identities were common, and unsurprising, as they were part of the reasons that led to

individuals becoming refugees in the first place. The identification categories pre-existed their status as refugees.

However, respondents also described how the process of registration created categories that reshaped social struc-

ture, introducing new opportunity and new forms of conflict.

Respondents described how women often fled before their husbands, and so at the time of registration were

identified as head of the household and responsible for rations and the plot of land granted by the Government of

Uganda. While this introduced new decision-making responsibilities, violence often erupted when their husbands

arrived later from South Sudan and demanded to be reinstated as head of household to control access to food and

land. This was identified as the most common cause of domestic violence and required extensive conflict manage-

ment, as one respondent described,

16 MADON AND SCHOEMAKER



“Every month in coordination meetings, all the partners working in Zone 1 including UNHCR and

OPM will be there and we discuss all the issues. If cases are urgent such as domestic violence we go

to the Chairman and complain and go to the police if the violence is too bad, otherwise the Chairman

will resolve.” (Dinka Refugee woman 1)

Despite these challenges, registration with refugee organisations is critical for individuals to access the services

refugees are entitled to. Respondents described how the UNHCR credential attesting to refugee status was vital to

access services,

“The attestation card is the most important document for us in Uganda because it proves you are a

refugee and it is needed for getting a ration card, for going to hospital or for any activity outside the

camp. If you lose your attestation card, it is a lengthy process to get a new one taking 1-2 weeks.”
(Dinka Refugee woman 2)

Others described how the cards enabling access to entitlements such as rations were critical, but were compli-

cated by the linking of ration cards to identification credentials, forcing individuals to submit to the schedule and

requirements of organisations distributing rations,

“For ration collection, before if you are not around to collect your food someone could get it for you

using the ration card, but now they want the real person. This is bad because if the owner of the

ration card has gone to the clinic, he/she will not get the food.” (Male Refugees, Zone 1 FGD)

In addition to the refugee credentials required to access services, many other opportunities required credentials to demon-

strate suitable qualifications and other credentials that many respondents described as having left behind. The most common

form of credential that individuals described was proof of education qualifications which were required to prove particular skills,

but without which meant they were not recognised as being eligible for consideration. As one respondent described,

“If you have the academic diploma to show that you have the skills for the job, or a document to say

you have gained experience then you have a chance. But if you have no documents and you see an

advert and apply, they will not trust you and don't care if you had to flee and didn't have time to get

your documents.” (Male Refugees, Zone 1 FGD)

The importance of education credentials was also linked to education opportunities as many organisations pro-

viding education services required proof of schooling to allow access to school. Without these credentials many

were told they would have to start at the beginning again, putting them off any form of education,

“When we came here, they told us that if we have nothing to show that you have been to secondary

school you have to start again from primary school. This discouraged us from going for further stud-

ies.” (Male Dinka Refugee FGD)

“While many refugees came to Uganda with school testimonials to certify that they had passed their

exams, Ugandan authorities insisted on original documentation. It was also difficult to convert South

Sudanese P8 certificate to Ugandan P7 and some refugees dropped out of school because of that.”
(Female Refugee Students FGD)

Finally, refugees expressed concern about the move among donor agencies to replace ration distribution with

direct cash transfers to their mobile phones.
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“Money is nothing to us here. Food is more important. Men would say yes [to cash transfer] because

they are drunkards and would use the money for drinking alcohol and smoking. They don't mind if the

children eat or not. Moreover, in Yumbe there is food starvation. Even if we had the money we would

wonder where to buy food from.” (Dinka Refugee Woman 1 and Woman 4)

The value refugees derived from rations, rather than cash also benefited the host community in this poor region

of Uganda,

“Since the South Sudanese arrived, Ugandans are benefitting. In the market we barter as refugees

bring foodstuffs such as cooking oil, beans and maize and we give them grains, mangoes, firewood.”
(Host community man and woman)

4.4 | Value creation for refugees

UNHCR's move towards an innovation-enabling, open and transparent identification platform has potential to create

value for refugees through overcoming information asymmetries around system operation and service availability.

Increased transparency could help overcome refugees' lack of knowledge or awareness about how the registration

process and identification systems functioned, why certain questions were asked, what happened to the information

that was collected, and what their rights were in relation to both data collection and management. It could also

increase value through streamlining the registration process, saving time and reducing stress. Further value to refu-

gees could be realised through increased data interoperability enabling access to services that refugees were not

aware of, for example, sharing pregnancy status could trigger referrals to appropriate medical and support services.

However, enhanced interoperability may not always be of value to refugees, indeed it may also increase risk. For

example, our findings show how the institutional categorisation of women as heads of households enabled access to

resources and new forms of empowerment but often also led to domestic violence once their husbands arrived at

the camp and demanded a reinstatement of their authority. The tension between formal categories such as female-

headed household and social norms, whilst known to partner organisations and potentially valuable for protecting

refugees, was not reflected in the structure and processes of UNHCR's registration processes or its future strategy

towards identification. Similarly, despite UNHCR's intentional ‘blindness’ to social identity characteristics such as

ethnic or tribal affiliations, we found that tensions between social identities such as Dinka and Nuer tribes were

maintained as UNHCR placed people from both tribes together. This highlights how the institutionally defined rigid-

ity of UNHCR's identification system cannot be separated from and indeed clashes with the fluidity and complexity

of individual identity(ies), highlighting inherent tensions and protection risks arising from the platformisation of refu-

gee identification.

Transitioning towards an open platform can provide opportunities for refugees to self-manage and exert greater

agency over their needs and priorities – especially when it enables access to the wider marketplace of private ser-

vices such as mobile connectivity or finance. However, while the proposed identity wallet trust scheme seeks to

incorporate a wider portfolio of documents in the identification process for a refugee, the accessibility of services is

determined by national and international governance frameworks of domestic legislation and the guidance of inter-

national bodies such as FATF. For example, we found that the lack of credentials means many are not in a position

to derive value from this innovation, for example, for career or education. In the few cases, where refugees were able

to present common education credentials that were required to pursue further studies, differences in the levels of

school attainment between South Sudan and Uganda resulted in complications and delays in enrolling students onto

courses. Our findings suggest that document portability only has value to the extent that it is accommodated within

a wider ecosystem of arrangements, such as mutual recognition of certification.
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Our data shows that refugees' social and categorical identity is inherently linked and always in flux. While open-

ing the identification platform, categories may serve to expand the entitlements and services that refugees can

access, we also showed how important it is that these institutional categories accommodate the ever-changing ele-

ments of social identity.

5 | DISCUSSION

Our analysis so far suggests that UNHCR's exploration of a move from a closed ‘transactional’ platform towards a

more open ‘innovation’ platform provides scope to increase value for UNHCR and partner organisations. However,

for this value to extend to refugees themselves in ways that protect their interests requires a governance regime that

accommodates the new stakeholders and processes that a transformed identification regime may include. Specifi-

cally, we see how the move towards an open identification platform offers the possibility of increasing the accuracy

and efficiency of the identification and registration process, and expanding the opportunity for third-party service

providers to offer additional services that can add value for refugee wellbeing. However, our findings show that cur-

rent work practices, incentives and activities of service provider organisations and refugees mean we cannot auto-

matically assume that value will necessarily derive from digital innovation, or that any increase in value will be

equally distributed. Indeed, as innovation platforms increase the variety of third parties that contribute platform

transactions, it becomes critical to identify and manage their interests and values to ensure that despite divergent

motivations, the platform generate public value in the form of development outcomes. We have shown how the

PRIMES platform serves as a critical governance mechanism by its ability to apportion value to different stakeholders

as its technical functions interact with the everyday practices of service delivery organisations and refugees. We

conclude that the extent to which developmental value is attained through an open innovation platform depends on

the extent to which refugee protection is prioritised in system design and governance.

We now turn to a broader discussion of our theoretical contribution to the nascent discourse on digital platforms for

development, the theme of this Special Issue. Our paper has attempted to respond to the call for a deeper critical engage-

ment with the interaction between transaction and innovation platforms (Bonina et al., 2021). While useful for analytical

purposes, in reality existing literature demonstrates that these two types of functionality co-exist with the platform owner

strategising the interaction between the two. For example, we know from studies of commercial platforms that new pos-

sibilities of value creation in the digital era have focused on hybrid business models combining transaction and innovation

functionality (Cusumano et al., 2019). What remains a gap, however, is an understanding within the policy space of how

transaction and innovation platforms interact to address development and humanitarian goals (Bonina et al., 2021). In this

paper, our research question has responded to this call by investigating how decisions related to identification and gover-

nance affect value creation for different stakeholders involved in refugee management.

In terms of identification, we have argued that two dimensions are of significance. There needs to be a resolu-

tion of the distinction between institutional identification as categorisation and social identity. While the former

reflects a technical-rational process that ascribes fixed categories which stabilise and regulate phenomena that serve

as the basis of a refugee management system, the latter reflects a socially-embedded process dependent on fluid,

flexible phenomena within the contextual setting of refugee communities. Although these are two distinct phenom-

ena, their separation is arbitrary and, as we have shown, the imposition of one over the other leads to tensions, that

is as institutional categories of global institutions responding to refugee needs dominate over categories of social

identity and personal identity of refugees and service provider organisations. We have argued that these tensions

could be mitigated by establishing mechanisms of governance in a phased manner through which refugees could

articulate their interests. The extent of platform openness has implications that potentially compromise this refugee

agency and control. As platform openness increases data interoperability and sharing, so too does the potential for

personal information of individuals to be accessible to and used by actors in ways that individuals may not be aware

of, may not have consented to and do not have control over.
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Unlike commercial platforms where both platform owner and complementors have the overall objective of

maximising profit, development and humanitarian platforms are intended to generate social value, and this distinc-

tion complicates the analysis of interaction between and transformation from transaction to innovation platforms.

We find that the platformisation of development services, and specifically the opening up of identification platforms

from transaction platforms towards innovation platforms highlights tensions between organisational aspiration to

increase value, commitments to the people they serve and wider values of the humanitarian sector. For example, we

saw how the platformisation of identification systems may challenge UNHCR's commitment to strengthening refu-

gee agency and the humanitarian principle of informed consent. The limited agency that refugees currently have over

the identification systems through which they are recognised and categorised emphasises the importance of accom-

modating the reality of refugees' social identity into the systems and practices of institutional identification. Similarly,

the extent to which UNHCR credentials are recognised and trusted by third-party actors – which is a function of reg-

ulatory governance – influences the value of UNHCR's identification platform for all actors – UNHCR, third-party

organisations and most importantly, refugees themselves. While the value of an identification platform is in part

determined by its reach and power, that is by its network effects, as identification platforms for refugee management

open, they accommodate new actors and relationships from within and beyond the humanitarian ecosystem, some

of whom may not be covered by existing governance frameworks and who may not share the same commitments to

public value and to the protection of refugees. For these changes to lead to improved refugee management requires

UNHCR to carefully manage the degree and timing of platform openness, ensuring that governance mechanisms

accommodate all stakeholders and processes that constitute the new identification system in order to ensure that

the platform maintains the prioritisation of public value and protection.

Overall, our study highlights the complexities and limitations of using categories and analytic frameworks

derived from the experience of commercial platforms grounded in the epistemologies of the ‘Global North’ for the
design of global platforms that are intended to protect vulnerable populations often in the context of the Global

South. We showed how the arbitrary distinction between institutional and social categories enables the imposition

of institutional categories derived from the Global North over the social identities located in the Global South. With

an increasing presence of digital identity platforms among leading humanitarian organisations, there is the need to

mitigate against the tendency for ‘colonisation’ by institutional categories. For digital platforms to generate value in

line with development and humanitarian goals and to respond to the needs and realities of people in diverse con-

texts, socio-technical systems should be developed in partnership with and reflect the insight, innovation and episte-

mologies of both Global South and North (Jimenez & Roberts, 2019).

5.1 | Policy implications

Platforms reflect and articulate interests through their design and governance, and identification platforms are no

different. UNHCR's identification platforms were commissioned by UNHCR's Identification and Registration team,

and although the organisation's mandate emphasises the rights and agency of its populations of concern, our

research suggests there has been limited user research or refugee involvement in the design of the identification

platform. As a result, the platform arguably primarily represents the organisation's interests and encodes these into

the design and affordances of the system and technologies that constitute the platform. What is evident from our

study is that UNHCR's move to an open platform to improve data collection and analysis is a hugely relational pro-

cess: the implications of failing to include refugee perspectives is to strengthen the interests and power of the identi-

fier, UNHCR, at the expense of the identified – the refugee, amplifying existing power relations. To mitigate against

this bias, it will be important for the organisation to put in place change management procedures and design thinking

approaches that can foster co-creation of value to both organisations and refugees.

This is even more significant in the potential move towards identification as a platform that enables refugees to

access services outside the humanitarian system, as this will require the collection of even more personal
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information, demanding greater trust from refugees, partner organisations and third-party service providers in

UNHCR and the credentials it provides for the system to function. This change management strategy will need to be

a continuous, partner and refugee-led process, emphasising a localised approach towards mitigating against risk to

refugees (Pincock et al., 2020). One measure that may help would be for UNHCR to establish an independent gover-

nance board that includes refugees and their representatives to ensure their perspectives are included in platform

design and management. This governance board should have an oversight role that goes beyond monitoring and

advisory and instead holds an accountability function that grants it real power – like Facebook's Oversight Board,13

but arguably with greater accountability.

While the opening up of UNHCR's identification platform beyond the humanitarian ecosystem would

enable other parties to rely on UNHCR's identity verification and to trust that those identified as a refugee

are who they say they are, UNHCR's current identification and registration processes are not sufficiently

robust to meet the requirements that would enable market service providers to trust UNHCR as an iden-

tity issuer. One approach for UNHCR would be to adopt a ‘tiered’ approach to identity proofing based on

the level of proof that individuals are able to provide, with the level of identity proofing determining the

tier of confidence that relying parties would have in the UNHCR-issued credential and be able to offer an

appropriate level of services – from a UNHCR-controlled bank account to full participation in financial mar-

kets. The shift from a transaction to innovation-based platform is more than a set of design or operational

considerations. As others have noted, the transformation implicates platform owners as well as platforms

themselves (Cusumano et al., 2019). For UNHCR, this implies a change in UNHCR's organisational mindset

as much as a service or technology shift.

5.2 | Limitations and directions for further research

While our conceptual framing has provided a relevant lens for investigating the value of UNHCR's digital identity

platform for improving refugee management, we recognise that there are many ways in which this area of research

can be extended, expanding on recent scholarship. First, we recognise that the task of assessing value is a normative

judgement, which can be further researched by drawing on concepts of data justice, for example, recent work on dig-

ital identity systems for refugees which builds on feminist accounts of data justice provides a useful direction to fol-

low (Schoemaker et al., 2020).

Second, while our study has focused on the case of UNHCR's digital identification system we have also shown

how the implications of these systems are determined by the wider context in which they function as much as they

are by the nature and affordances of the system itself. For example, Uganda's existing regulatory framework for

accessible mobile and financial services plays an important part in the potential for UNHCR's identification creden-

tials to improve the life and well-being of refugees (Martin & Taylor, 2020). The platformisation of identification

extends the interaction of identity systems beyond the immediate technology platform, and so to this end we iden-

tify the study of the ecosystem in which identification systems exist and affirm calls for empirical studies of identifi-

cation systems in practice (Weitzberg et al., 2021) as an important area of study which would help inform an

understanding of the platformisation of identification.

A further recent area of study has been to undertake a political economy analysis of identification platforms

(Roy & Khan, 2019). This is all the more important as the platformisation of identification systems amplifies the exis-

ting power relations not only between identifier and identified but also in terms of the aspiration for more integra-

tion of market-based development actors with humanitarian partners in emergency response – sometimes called the

‘humanitarian-development nexus’, supported by institutions including the UN, the World Bank14 and the OECD.15

Zetter (2019) criticises the increasing penetration of the refugee market by global corporates which not only con-

verts refugees from welfare recipients into market actors but also results in the extraction of economic surplus from

refugee-impacted host developing countries.
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5.3 | Conclusion

This paper has focused on conceptualising the platformisation of UNHCR's refugee identification system based on

research undertaken in Bidi Bidi camp, Uganda. We studied the move from UNHCR's closed transaction-based sys-

tem to establishing an open innovation platform focusing on three key interrelated sub-processes that refer to how

refugees are identified, how the platform derives value for its key stakeholders and the development of appropriate

governance mechanisms to achieve the ultimate goal of managing and protecting refugees.

Our findings have implications for humanitarian organisations and development agencies embarking on similar

digital innovation strategies, and for all efforts to platformise identification systems for service provision. We are led

to conclude that digital platforms for development promise new opportunities for the creation of individual and pub-

lic value, but transformation of established technical systems, no matter how open the platforms are, is not sufficient

to disrupt the old problems of exclusion and vulnerability. The authors thank Carsten Sorensen for his valuable com-

ments which helped us to improve the paper.
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ENDNOTES
1 https://www.unhcr.org/blogs/data-millions-refugees-securely-hosted-primes/
2 India's National Identity System introduced in 2009.
3 UNHCR's Accountability to Affected Populationsopulations framework includes a number of core actions: Participation

and inclusion; Communication and transparency; Feedback and response; Organisational learning and adaptation

https://emergency.unhcr.org/entry/42554/accountability-to-affected-populations-aap
4 Third-party providers include partner organisations who work with UNHCR and market providers.
5 OPM is the government body in Uganda which managed refugee registration in Bidi Bidi at the time of writing. WFP

and UNHCR subsequently took over following claims of government corruption.
6 Internally displaced persons.
7 UNHCR, From proGres to PRIMES – https://www.unhcr.org/blogs/wp-content/uploads/sites/48/2018/03/2018-03-

16-PRIMES-Flyer.pdf
8 The UNHCR uses this term to describe the refugees and others that it serves.
9 An attestation card is a temporary identity credential that attests to an individual's refugee status.

10 An apostille is an official certification added to identification documents so that they will be recognised by other parties.
11 The GCR represents the political will and ambition of the international community to strengthen support for refugees

and affected host communities. The resolution was adopted by the UN General Assembly In December 2018.
12 WASH refers to Water, Sanitation, and Hygiene.
13 https://about.fb.com/news/2020/05/welcoming-the-oversight-board/
14 OCHA, 2017 New Way of Working, OCHA Policy Development and Studies Branch (PDSB) https://www.unocha.org/

sites/unocha/files/NWOW%20Booklet%20low%20res.002_0.pdf
15 OECD, DAC Recommendation on the Humanitarian-Development Peace Nexus, OECD/LEGAL/5019 https://

legalinstruments.oecd.org/public/doc/643/643.en.pdf
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